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MITRE ATT&CK J|Et

SoiRE SA M= A 13 o

MITREATT&CKV17.10] M= = S JI8 | (B 1004 &, 85 JI)

2l

NISTSP800-612 JIEICZ AWSHIA KIAISH SEFHI AL CHE ZHIILIT A

71 THE oloj3 X
4 | ANS A THS Zelieies A (2t Eije 212 T3t HOE MHIAS 271 F7))

5 | AWS 9t KHIA ZEAH ZE71 J|Et JINEE SAO= Bt 12JH2l AWS =& HoH MHIA 2E 20t RA

AWSTL HISth= HEE 210 Q&I Al [HS 22 2ot TAt
6 | AWS 270 XAt (HIE & 22| g5 20, HESIZ X Egfll 270, MHIASE diiA/ZsS 20,
HIOF MHIA 27, AIAR! 2 OHE2HI0IE =7)

AWS Al [HE E201= & DFIR 2EUIM 22t 1601 Al R EA

A CHE E2I01= A
7| AASALTH 0= =4 (DFIR 2 24 OIE =2 27 ! HIOIE, Ald [HE EXAH 22
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s ARAENTS

@ PLAINSIT

3.1. E2IRE F2 Hot 2|
=22 2ot EHIR! ‘Cloud Security Alliance(CSA)'= THE S2IRE e E1IME 2216110 ACMH, 5003 0149
2 HEJIE HEC= SCIRE A0l Hot =HI0 CHH EEXAIE ZAlcH S2IRE 20N 2disk= 11011 £

Hot FHIE MESITE 20243 JIZC= &HEl =2IRE R Hot 2= [0t 2L

2024

2022

Misconfiguration & Inadequate .
Change Control 1 Identity & Access Mgmt (IAM)
Identity & Access Mgmt (IAM) 2 Insecure Interfaces and APls
Insecure Interfaces and APls 3 Mlscon%%l::;fgjnltr:znl:lequate

of Cloud Security Strategy

Inadequate Selection/ Implementation

Inadequate Selection/ Implementation
of Cloud Security Strategy

4

Insecure Third-Party Resources

5 Insecure Scftware Development

Insecure Software Development

6

Insecure Third-Party Resources

Accidental Cloud Disclosure

OOOO0O0S

Z

System Vulnerabilities

7 System Vulnerabilities

8

Accidental Cloud Disclosure

Limited Cloud Visibility/
Observability

Misconfiguration & Exploitation of
Serverless & Container Workloads™

9

Q
=)

Advanced Persistent Threats

Unauthenticated Resource Sharing

1 0 Advanced Persistent Threats y

11

Cloud Storage Data Exfiltration®

@C

*Security issues not in the top 17 for 2024

(T8 4] =2 SC2IRE 2ot

- 202441 2022E09| Hluw

- 14 -



K.gA(U'EO'E =2 & PLAINSIT AWS =CRE JIEt DFIR g3 o+

2t QU=0ll CHet &Ml LIE2 CEnt 2Tk

1) Misconfiguration & Inadequate Change Control

MisconfigurationE=e! £&)2 SCIRE RS OI=X| 42 £80ILE S0l FI26HH Bie=s 88 8=, Hot
OloH S£Z0ILE 2O Q= QloH 2ratist £~ QUL F2 ARIZE= HIZ 22| £1H, 22 HiZtde}, MiE=st E= #sh
C

=P i E
23 25, MELHQ! SH0IRHZ, CSP Szt &8 2F(S3 K2l ) S01 UL

=
St

A

2) ldentity & Access Management (IAM)

Identity & Access Management(IAM)= ARZXIQ| AIRIS Z2E6tL], Yet-#shE= [AS 22l QOIE! 2la4
E20 5I1E6H= sHA HOF HIHIOICE =R F& RAFE 915, 7St 201 SSO, MFA, 25 ZLIEZI0| /oM, =&
FHOILE OIS 22| Al BE &2 Q0| 2hatst 4~ QUL

3) Insecure Interfaces & APIs

SRE 2BWM= CSP-IZH-JHERD MISsk= APIQE UIDE =R I XIEOIH, 2XEst 01F, 2ot B5 MM
2| 0Ig, 2= &3 2=, =2-2LIEE 0|, IHXl 08, st 82 #ist S0 Iﬂ3 BE SO= FoHE 4 ULL
Ol2{st FfE=2 REF H2, DI B Q= AHIA SHOZ 0|0HE 4~ QUL

4) Inadequate Cloud Security Strategy
SCIRE Hot ME2 QIF Q01 JIE 13 A, JiE ME, Q422 S
CSP &EH AMHIA XIS, &7 DE SO| RS £EI6k= MEO=Z
J|0fStCE Ol2{er M2 MHIA FEO| OrNSH 2AE HEGBID Qe (IS

Hot M2HInadequate Cloud Security Strategy)2 &Rl ALDZ 0101

2ol S2IRE O RN, AHIA EE,
b= E&0 HIELIA 954 =t

IAZEE KT fXEs =2IRE

e

his
{e)

T =

I
1>
20
[

5) Insecure Third-Party Resources

=CIRE =201 =30612A Third-Party Resources(QIE IE, QEAA SaaS S)Z Qlst Hot 20| HXID
QULL Ol= S=2 £|2EOZ 2IFE|MH, A EoF S=2 Qg 2ti2|(C-CSRM)Q| = [CHAOICE

6) Insecure Software Development

S0IRE JI=0| SHHOE 9Kl S22 FUEO0l I, Fof AZEYNH= &t S2Jt K22 CI/CD-XISst

SElNE SR M R =X, SDLC HE, |4 2ot 212 ZZ0} JHEAL T XIS =01 24F0IC
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7) Accidental Data Disclosure

SCIRE0| 2XEI FHO= ISt HIOH R 22 IHE SII6k] A, SIH 2M == L2 w= ME (0!
A

S3, Azure Blob, GCP Storage, Docker Hub, Elasticsearch, Redis, GitHub o)E As £ QLE Ol2{st RE=2
Z2 2| A=1F EXESHHZ NIH(EH 23 24 S)0IA 2T,

T =2 Hio =0 =T o

8) System Vulnerabilities

SCIRE MHIAQ| ZSHAIAE! FoE)2 J|2HLBARM-IIRAES oKD MHIA 22 2ol & UCL FUH
QY2 F= ZXE FE(Misconfiguration), HIZHI0I(Unknown/O-day), OIIHAI AZEIN, f6tHLE JI=
OIZHEZ |H=ICt

9) Limited Cloud Visibility/Observability

=ciRE JIAIE0I FISHEIE AHIA ARZ0l E&RIK AOFQIX] AIE6H| OEL, Ol= Shadow [THIITI
OHE2IHIOIA ARZ)dt SRzl OHEZIHIOIMC] RS HelolT) SCEIRE JIAIE £E52 LIRALE SAXt 2= HMIH=
2HKISHK| =0l =29t ARIKICH, &l Xl &1, #ist 2i2] ZXIZ OItZICE

10) Unauthenticated Resource Sharing

SCIREQ| QIBEIX| U2 2lA4 SR= JEHAAEZXIDB S B2 XRtE 2E F2 &l ==ARICE JI=
HIZEH= OIEE Al 04X16] ROt SIH 24 =7 (Shodan S)Z /Al Z0HEICk

11) Advanced Persistent Threats (APTSs)

APT(Advanced Persistent Threats)= 0iX16] 22IRE HOWO| =R QIS0ICE =Jt RI& sHHLE REISHzl X

=2 &IN0IT Host A2 St SARE L DI HOIEES 2Tk

- 16 -
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3.2. E2IRE Al S 2 AR

SCIRE =Pt Q2 Heot 823 QSMMRE X2 S8 27, S=2 &l APl HE SC=Z Zloiold UCH,
SZHXE2 S2IRE 2HZ0| =FHN 4SS AEsi UL X2 =LH/RIC| SCIRE SHENIA 2relist Ald Akll=
Ci=1t 2Lt

1) [APT41] 82 K Al (20234 53)

== APT J2 APT412 Microsoft AZER0fo] ‘EaILFollina)l’ RIZHI0| AlRFES g8 0 =& JIzio)
SIQC AIARI [Ht PEH T MBS SSsin ATHNOR DIist FHPS AEHY,

T Hi— =

2) [Toyotal XiZf HIOIEl = Al (20234 5&)

EQEH AISADH 22 LH 2F 2158 HO| ALZXH HIOIEDH 102 SIH dEiE ==& Al=Z, 2912 =C2IRE &3
arZ BIGIZLCEL ToH CHE2 T-Connect & G-Link AMHIA OIZRIOIH ==& EH0ll= X2 XA B S0
ESHOL | AE Altlli= 20T RIAUCE

3) DumpCloud] JHRIEE Q= Al (2023 4 6 &)

AR 2 FH2 22| 7121 JumpCloudJt Ewst =Jt Kk19| SHKI CloH HIOIEIT REE! All=Z, 2I2I2 ALK
Iie MR B=ElX 2 X2 SZo= AL JHIEE R= AIE 2 S2K= JumpCloud?| &2

HCE
IRIALIT0 XD GIOIEIE R E8 101 HBE &2 [heC= &Lt

4) [DarkBeam] JHQIEH Q= AlW (2023 H 9 &)

SCIRE HOt JIY DarkBeamO| Ez =Kl 8101 L=&! Elasticsearch-Kibana 2IEHIOIAZ Qls 38 A
Ol&0| Ol HIZHS HIOIEDE = AIDE, 212 QXESL £ HIEHS Hs OI8A0I2k= 22K &8
&4 HHRCE ==& HI0IENE “email 09", “email A-F' S 16H ZEIM0| TS| URAL

5) [Mercedes Benz] HIOIEl @= Al (20244 1 &)

Mercedes Benz@| APl R AlE SAKIE0| 2|AR| GitHub Enterpriselll &=l 44 AL, =CIRE I,
LHE SAMIt SEHICE Zoi {1912 MUET S MEANIM E24=l St ZRI0| GitHub E20| 25 == A==
ZOZ oI

- 17 -
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3.3. MITREATT&CK DIt SeIRE 524 d= o I8 2147
107

MITRE ATT&CK v17.12 JIEICZ =CIRE HEEA= &
TR JAOM, 2 H=2 S JI2 CiSnt 2L

Hol F=(tactics)t 85JHC| JIE(techniques)2=

MITRE | ATT&CK' Matrices ~  Tactics ~  Techniques ~  Defenses -~  CTI -  Resources ~
Home > Matrices > Enterprise > Cloud
MATRICES
Enterprise ~ .
PRE ClOUd Matrlx View on the ATT&CKiNawgatorre
) . . e ) - . ’
Windows Below are the 1act|C§ and techniques representing the MITRE ATT&CK® cloud platforms. The Matrix contains information for the following Version Permalink
platforms: Office Suite, Identity Provider, SaaS, laaS.
mac0S
Linux
Cloud N layout: side > show sub-techniques  hide sub-techniques  help

[O2! 5] MITRE ATT&CK Framework - Cloud Matrix

1) Initial Access (X% EE)

SAX= QEHUN =&l AR FAFOILE Hot 88 @22 AFGHALE MIE-RESE 2% 30| JEe=
SCIRE R0 S5 S2URE MHIAQ| 2RIO= QIR =2 £ U= OHE2AI01M0] SIK6tD 22| CHafe!
AZXFAHIA HIZO0I SOILIZIA, Ol2ist ZE E=0t ™ &% =0l 2l S0 HIOIH R & 2t HE SO
A JisE01 =O0HICE

[E 11] MITRE ATT&CK Cloud Matrix®@l Initial Access H=0IM ARBEIE JE S5
TID e 32 Jle 8y

T1180 Drive-by Compromise o BAL= OIM & AIOIEE 2=E6h=

X
= o
AEXIE Soll A& "01I a2g

B A2E 4 AS
. ZHHOZ EM Jiss SPIRE AEDIKl HANAM
¢l AIOIEZ MIBEl= ARl ASEE 1Y 4F
T1190 Exploit Public-Facing o OIFLIN ZIHE SAEO| XN or2sl A% EE AT
Application «  OHZZIHIOIM0| SCIRE J|Et QIR SAEIL|HL

ZiHIOIH=tEl B2, 01 2AS6tE JiEt 2RO/t

N (=)
LAE & US

T1566.002 | Phishing: Spearphishing Link o ofd 23Tt TEkEl ANNIY HIY &8
T1199 Trusted Relationship o QF =R =2 £+E0| B2 2sE F0i

T1078.004 | Valid Accounts: Cloud Accounts o ECIRE SHANAM R=st HEZ A= X=J| 222
E4GH| Qo RS L3E »~ JAS
o IAXE= BAHE HY S, IIA E= JIE CIYS £E2 Sl
HE &2 £ A2



s OI2OIE|LIAI

X=Q|

=2 ZPLAINSIT

—_—O e

AWS =2IRE J|Et DFIR T

3 e

T1651

T1059.009

T1648

T1072

T1204.003

20 4TEOR FTB B
o ros
XE SiEe Awst & QOM, 3

|
z

IO
tu

J
E
=
[
19
S
um
g
i
oM
10

[E 12] MITRE ATT&CK Cloud Matrix@| Execution &

I

Cloud Administration Command

Command and Scripting

Interpreter: Cloud API

Serverless Execution

Software Deployment Tools

User Execution: Malicious Image

k= oty JEE 2t SHE 24t 20

dlidlAQ EE| S2RE0IM=

, A= AWS Systems ManagerLt Microsoft Intune 22 Szt

2HOZ ACE HHIL S ZRHSHTL Ol2ist S| E7= HIERS L =AES S=RISH SHIE £+

-

HAZE e AIAEIOH CHol Al53H0 RISt £

ZlohJt Erd

ot

S=0IM ARBElE JIE =55
g 238

BIQC T KHIAS o1S6H Jh Al LHOIM B2
et & U

[IJZ M

« AWS Systems Manager, Azure RunCommand,
Runbooks@t 22 ZIAAS ARSI, £XIE Jie HA
IOIKMEE 2Z6H Tt HAINN RACE ATEE A Jis

« ZCIRE APIE U0l 2y I &8 Jis

« ZCIRE API JISE AE%1H EHRE, AE2(X, ID &
HHIA Z2I(AM), HIENZ, HoF M S HIHEQ|
DE R MHIAO CHSE 22| WHIATE HEE £ UAS

« CSPE AHE zZiZlg ZR 210l OHECIHOINE =S 4~ Us
Serverless 2IAAE HIB6HH, SAX= oiE 2 e

2lo/0| TS AlwEt 4 QUS

* Serverless 49 LlambdaZE A& A& FEE &l Jis

. TANE BY FBA 7Y 2 L ATE0] HHE E7E S

HIESIS L [IE AAROR o =

. B MHIAS SI9C 23 B
mynA SAENA 2olo| B A

o SAX= oY JIEEIEN, 252 M=z SIE £XIst Ol0IKIE
SN XEA(Github S)0Hl IEE & £ UM,
AERH= &t OIOIXIE CI2ZEE 2ot S2IRE =&

Asg & g

301l HHEZSH=C

*  AWS AMI, OIOIKIZEEt OtLIZt DockerQt 22 el ARBEl=
ZIHIOIL SEIM0IE =00t EXIE & UAS
« o4 OIOIKIZE Solf tHZEEl AARA= 0|0l 2k FE=JF RN

AJ| =0, SZXH= XX AE HE 101 AARIN &2 Jis

- 19 -
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3) Persistence (ol XI=)

AAEL THEE! XA 3F B L= JIEt BB =X 0120 2HZ0| Her B2 RISk 22 SHE SiCL
20404 =HZo| XIEH0l == MY AIARIOILE HIKIAEZN 2 TIRIE HIl= A
SHH0| XILSE2 SHet FES XRAGk= Ol QIESICL S2IRE KILS&0| HA2 1A
Account Manipulationt Create Account: Cloud Account JIE2 BE SCIRE IAM FXRE JENOZ

El

S KISHR1 B2 B=E =fHsk= A0IC 0l24st JI#2 SCEIRE 22| &S0t 76| 0D [HE0 XIS

=

<
-lu
=
muin
R
OF
ﬂl:
JA Y
O
HU

0 ={n3
[E 13] MITRE ATT&CK Cloud Matrix@| Persistence M=0IM AIEEl= I8 S5
TID g 32 g &3
T1098.001 | Account Manipulation: o TJHAIC| SE2RE HE X QIAHAN XISHOZE HZoHI| 2IsH
» Azure/Entra ID EZ0IM= SZX0Dt JIEQ| BRI XA Y
QI0ll MHIA F=HI(Service Principals) & OHEZIHIOIMMI CHSt
X SHE FIE £ A2 (0l= x.509 21EM JI9t b2
YEIY £ UAS)
o MNMESH B0 U2 B, 01248t A= Y2 Azure Portal,
Azure CLI, Et= Azure/AZ PowerShell 2E2 Sl
Cifst HAOZ FItE £ US
o laaS(kHIA" 2iZ2h) StAMM= SEEIRE HEE Solil &2st =
SAXTE XIAEO SSH IIE MASHHLE JIME £ USH,
AWS APILt GCP ZZE0E 2Sdi HZEN AA 3| It Jis
T1098.003 | Account Manipulation: o 3ZAX= RRAOI KOS E2URE HEM L0ILt =EHE 3Tt
Additional Cloud Roles KEHOZ HTtle AE K £~ US
« IAME ZXoH XIE4E st AotE 4SotAHLE T 9|
SCIRE QAHANAM Mast HBUH == 22Xt SSHE FI16t
Al EXH
T1098.004 | Account Manipulation: o ZAL= MK SAEMNM XIEHE QKISH| 2UsH
SSH Authorized Keys SSH T2(authorized_keys) IS £ £ US
o ECIRE SHEUIME SAXDE HHE QEMOIA E=
REST APIE Sl E& Jr& A9 SSH authorized_keys
oes 238 £ AS
T1098.005 | Account Manipulation: o BAX= RRAI0I 2t2lsh= HIFQ CiE 2IS(MFA) AIARI

FRE SEZ £+

oo

Device Registration

T1136.003 | Create Account: Cloud Account o ZAXK= MIGHAL 28 LHOl MER S2IRE AZAF HIE E=
MHIA HE(Azure MHIA HE, GCP MHIA HA, AWS IAM

ABRNE g8z £ UAS

T1546 Event Triggered Execution « SZXN= EF QHIEI}L LMMS [, KOl &t AT XISCE
AR A f

e Pacu Ad483EE= CloudFormation EIE210] H2I0H
M 24 Lambda &4E ECIHSIEE

I
il
1
0
\.
o
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TID e 2

HI
=
IT
%
o

T1525 Implant Internal Image o BAX= =2EU EZe 20 KS82
ZECIRE L= AHIOILH OlOIKIN LAETEE A2 £ US
«  AWS AMI, Google Cloud Platform(GCP) OIOIXI,
Azure OIOIKIEEEE OHLIZF Docker?t 22 22| AFEEl=
ZHI0IH BEIINE 24 TEE AHLL HEOE aXE & UAS

T1556.006 | Modify Authentication Process: « ZAX= CE 2AS(MFA) AAEIS HIZEISHHLE £Z6H
Multi-Factor Authentication £z B0 AEH2E Hma » S
o Azure AD 2 WMHA HMOIM HES RIQASHHLY,

SZXL oSk ME2 MFA SIS SEol= S0l 2BIe=

Oglol- A Ol
T ri=2 T AMOE3

T1556.007 | Modify Authentication Process: o SZXh= 2LYIOIA ALZRE DOl SZE ECIRE Q15 T2 HIAM
Hybrid Identity IHXIE HESIHLL, £EGHALL CIE YWHOE MEHE AXKIoH
2AEEOI 0I5 HIHLIZEE 22, A SHU HMIASHD HE>O
[HSH RIEXROI HYAZ ISt £ Q=2

« SZX= PTA MIOIMEE &#icl= 22014 MHHOIA
otd DLLE Entra ID 215 T2HIAN & £~ AS
+ ADFSE AZth= 2&E0M= 28 DLLE EE

=
7Y TS AT ADFS BHE 3zt 4 AS

T1556.009 | Modify Authentication Process: o ZAX}
b |

Conditional Access Policies

-271 -
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4) Privilege Escalation (28t &5)

SR Ao

EFHIOICE S2IR

RS Soll 2 KiekE! 2ists 5o, AIAEIOILE QIOIE CHet O =2 £Z0| MRS &lS6k=
-

=
SHE0IA 2ot a2 F=E SEI M2

Eok= JIR0| EMHSICE

[E 14] MITRE ATT&CK Cloud Matrix@| Privilege Escalation &

TID
T1548.005

T1098.001

T1098.003

T1484.002

T1078.004

8 72

Abuse Elevation Control Mechanism: .

Temporary Elevated Cloud Access

Account Manipulation: .
Additional Cloud Credentials

Account Manipulation: .
Additional Cloud Roles .

Domain or Tenant Policy Modification: | «

Trust Modification

Valid Accounts: Cloud Accounts .

- 22 -

=l SCIRE 1AM AIARIS| EF QFLt Ol

=l JIs

fio

S=0IM ARREIE JI] 55

AN
HMAl BZ2(Just-in-time access)2 22IRE HIEO
NIESHz| T AAIFOI HAIOZ XT} 52 H0idi=
JISO= HE2 HY st At ALZH 26t

Q0 M2t =It 2eE 28 Jis

TAKK= AWSQ| APILE GCP RIS ASHH HIZ0
QkIA JIZ FIE & UOM, AWS APIZ A
212 Ba0 2I0ISH= Bl IS 4 U= HIZHs
FfE & U

CHe HImol 2ist0l 28 HFD [IE 29

SARI= ST BN SIS SN 25 US
Entra 1D EZ0IA HZ2IH0IM BI2IKE EO| U=
TAHRI= HZ2FHOI MHIL ZRIN M X2 B

It Jis

SAK= S JIE

HEO 922 FIRH st 45 Jis
AWS StHE0IM 32AXt= CreatePolicyVersion APIE
A6 1AM HEO| M HEES HOISHAHLL,
AttachUserPolicy APIE AIZ8H £&El AFSXH HEO
FIH L= QT ZBt0| EMMSts 1AM A 1A Jis
SZX= MZ2 THIRI0ILE JIE =HIQ!
2FGIAHLL AZ| 2 FES B 2 85 Jis
AZXL IDIF HIGIOIMEIRE=R] 0120t 22
M| MR HEE SR AL HMIASH| RUsh
MRl = HIEE 2i0 215 2 25 20| £4 &8
Ol2igt AZIE SZXk= XHIOI oS 2HMIE

= —
FIRIEE 832 £ 2SS 4SAZ £ A2

LIZ|0] £4=

SR HE2 =2tF
SCIRE MHIA E= JIEP =y
Azure SEWIM S2XH= Q1A= Azure Eliﬁjf OHNIA
E2E EG £ JULE ot= Azure 22| ID J
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5) Defense Evasion (2401 3|1I)

S0 EE I FHg 2 EXIE Lsh| Qi A= JIEE2 F4=ILL SCIRE 2HEiME JIEQ
otMAE 24 Ji= QU S2IRE Q1T Al P&t JIs2 R26H 20 HHIE Fistol= 20| EHSICE
HEAOZ SAX= AIAE! LHU MEZIN /Y= OMIE 2= AHS=EH|, ECIRE R-40IM= AWS CloudTrail,
Azure Monitor, Google Cloud Audit Logset 22 S2IRE 22 MHIAE HIZHERGEHLE AR £~ UC

[HE 15] MITRE ATT&CK Cloud Matrix@l Defense Evasion M&0IA AIBEIE JI8 S8
TID g 12 Jlg &5
T1548.005 | Abuse Elevation Control Mechanism: |

Temporary Elevated Cloud Access

Lok 0|'J

K= SEIRE 2lAAN 2AXHCZE &
st £ UALE §iEsh= 2ot 832 2

fio
[0
)

30 rl

2|

2 SRIRE SENM=E 22ROl }\f% f
MHIA HIEN CHAH Just-in-Time &
'THEE HA9 JI&(Impersonation)’, ’
2laA 2 MHIAN &E, EIIHQI
Z2 2ot 20 Jis

- 08 JIsE2 EF 9==E 20EI0mEt A"

SoRE 2[R0 Qlst 2ot 23 a4=Z Qlol

QUINUE! KIRI0H CHE 23t &% A2t MaE &

5O
Ml
O Mr 4> o

ru°¢
o Fn
i nTlo 0

M

10 I'I_I

rot
o
I
=

I-J
[
9
1]
I

0
1o |0
o

IEEIII

o r
oy m
30 fio N

T1484.002 | Domain or Tenant Policy o ZAL=E ME2 MR ERAE(Domain Trust)E
Modification: ZFIISIAHLE JIE EHAES| £48 23 &
Trust Modification CHIQ/HIHE 20| EHAE ZHH FAg HASIOZN
20l HHE L3USHHLE 2EtE H4SAZ £ US
- ENAE BHE ZZSHH SAXt= XHAIO0I RIoisH= 24
ZFIISIHLE 2B HZEOZN Aot 45 EE= 2o 300t

JtSohE

2:

iy

T1672 Email Spoofing .

10 (o

2AXt= OIHIY SlIE 242 ZX6H ZAIXIO| AlRIS
Z(Spoofing) & £ ACH, OlHY 22RO
AIXIO| OIHIEY F4TJF EEt=l From SlIGRE 22

o ST TEE 4 AS

I

T

EfIJ

T1211 Exploitation for Defense Evasion o SZAXH= AAE! L= HEZIHIOIMO| ZAHE AZ06H
2ot JIsE R £+~ U

» SaaS OHEZIAHIOIME S SIHE=! QT

SHE ol 3=, Hot 27 BX

oo I

RIS [ ===
Xl 2|0 S01 Jtset

IoHE! AFZXIC| HIZE0IAM 2241 OIS =J101

&l(Email Rules)2 A48 & US

HE J1I"*9I HIZE LHOIA OlHIE &S &0l
LHE ANGINE OIHI0H EH°*

oD'ILf =0l EIXl &= ZEZ 0ISAIFIAHLE

HBEl B= OIHZE XSC=E +FotHL

(o] k=1
pIN=]

=
[

T1564.008 | Hide Artifacts: Email Hiding Rules .

10 0H

St N
el

=)
=
I]” me D>+

bS]
mr

==

> HL 00 HL OH
= o
Kl
o ()

F_C,’_ mre N

_>.:

e
b

_|H'|j k=100

[l

oy Ou _I>'
B2 =

AHISHE
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TID g 22
T1562.001 Impair Defenses:
Disable or Modify Tools
T1562.007 | Impair Defenses:
Disable or Modify Cloud Firewall
T1562.008 | Impair Defenses:
Disable or Modify Cloud Logs
T1656 Impersonation
T1070.008 | Indicator Removal:
Clear Mailbox Data
T1556.006 | Modify Authentication Process:
Multi-Factor Authentication
T1556.007 | Modify Authentication Process:
Hybrid Identity
T1556.009 | Modify Authentication Process:
Conditional Access Policies
T1578.001 Modify Cloud Compute
Infrastructure:
Create Snapshot
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SANE2 AMFC, 1 EE= 50| EXltlE 2AS
Sl o Eot =7E £FGHHLE Higdsie 4 U
=CIRE =EUHIM=E AWS CloudWatch,

Google Cloud Monitor S0l ZLIEE HI0IMEES

Hztdshl 210 28 & 28 Jis Pt
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0

g
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2 si8st=
HH = & 248 Edms
te AF0| JisE

[= SC0IRC HisiHs BASHHLE HiZas o=

'C2 4l g4st, '22RE M ZY(Control Plane)XIAl
CIOIEl ¥9 (Data Plane)@Z LIE 0I5, 2AHE [HY! =2

S HEROIE MHIA HRE 2[8 2lal &

61E017I

0
ot
for

0z
o

o]

K

S0l Jiset

SA= RO &S0l CHet BIXIE 2ITIsh] leh
SIRE =H30| 22 JIs & S £FE HIZEISHHLE
KRSt A Ol=2

= T A

SA=E AEIE » U= ASO0ILE ZES AFEGH CHEUIA
KAE [HAGH E3 #RIE SIS £0/10 E52 + A2

32 &S =H2 XLJ| 2l M HIoE =2 Jis

AXk= MFAJE HEEIX

24
o
i 22

o MAHE

22 HES EFISHHLE MFA 8
23| JIHE Aol HESIZN B28t = MFA

SHOIAL HiZ 8tz &~ AUS

0I 0z OH

= Smu0iA AR DYt 9ISE
0I5 TRHIAS IHKIGHHLE AZOIALE HZ0IS
QBHROl 0I5 HHLIZS Q8I6HT X2 BBS SAISHY

ST o co= =2
B2 =H Jis

HE0 CHet XISAQOI

fl

Eoist HEU XILSHEZ HZ6H| 2o ZZHE WMA HHS
HIZ35tALE 28 Jis

SAX=E SCRE HIE LHHIM ARAF EE= HIOIE WS
A 2o MAH L2 IS

A= SCIRE QIABAE Aot S MASH AHAS
OIAEAN OIREstD SSH F&K0| Jisst Wsie & S9|
SAXIA B2 &2 Boiste dMg Mg

Revert Cloud Instance JI|giit= 22| EE9| QIAHAS

BE0 Relsh=
Pacu =7 280l EBS 28 R RDS AABAQ| AL

d4 Jis

°
H2 WA
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TID g 22
T1578.002 | Modify Cloud Compute
Infrastructure:
Create Cloud Instance
T1578.003 Modify Cloud Compute
Infrastructure:
Delete Cloud Instance
T1578.004 | Modify Cloud Compute
Infrastructure:
Revert Cloud Instance
T1578.005 | Modify Cloud Compute
Infrastructure:
Modify Cloud Compute
Configurations
T1666 Modify Cloud Resource Hierarchy
T1535 Unused/Unsupported Cloud

Regions
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S&AX= SCIRE HE W ARE
B e

= J HA(VM)E d8di 20 HHE L2 £+
=

ro
[>
[m
[ >
i
0%
0%
Of
@
.
i
ro
>.
[m
[>
L=
I
o M

o
oropiN Seust

Ls=

b= XIS 2llsta
CIRE QIAHAO A Atelg

o
"

I CHE "RHOl JIBICE=

(Temporary Storage)E &&8ct= 24l =

OIABAQN Bz A KEL

A= SCIRE 2HE 21mat 37|, HiXIl AKX, A2 JHsSt
2laA0 AE PSS F= LS BN 20 HAH 22

SAXD ECLIRE A2

KiAlo] SH(0. 2laA SHOIRHR)SE

ZE TS QN 4 UOM, Ol KKl XNl S
AT QDT SUSHH oY HiS Lust £ AT
Bt R HAVMIOL 30| RISt 22 HIHE 4F ZMS
MBSO SIBE 244 ABS ST 4 ASD,
KIRIEIX QHLE ABEIXI St SRALE NS 23
BlAAS SF KO0l HHEE & UTE By

TAHKK= L0l NIHE SIWSH| e laaS(MHIAE Imay
S0l HE PXS LFolR B £ US

SA= ENE

2I0ISI1 2ot ARREIRl = KI2lE AHIA

LS
OIABIAE Mzt

KIg(Region)dil E2RE a2 £ AS
AZRl= LENOE ARR JKsEh 2|18 & LR0E 226,
LIHXI XIY2 HIMo=Z DLIEZGIK U2 £ U= B2
orZoll ARZEIXl 2= BIFN 2IAAE MAEt

Ol RAISH Mg BiMoZE= SRIRE 2|1 2t Hot Jis

KOIE AEsH= A9l

HISSIR gh= 2INS

LS

EMHotH, SAKE=

Mesh XHAISO| B2
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TID
T1550.001

T1550.004

T1078.001

T1078.004

g =

HI

Use Alternate Authentication
Material:

Application Access Token

Use Alternate Authentication
Material:

Welb Session Cookie

Valid Accounts: Default Accounts

Valid Accounts: Cloud Accounts

- 26 -

e 23

=SB OHZ2IHI0IM WA E2S 018
oI5 HKIE 23l6t0, &A
MHIAM B2 £ U=
023 EE2 HE AZXILE MHIAZEE EZ|EIH,
27901 X1 =3 S0l AIRE 4 U2
ERX|E| OHIA E22 [I2 MHIAZO| &
zijl F_'D:HE sél-QEl AN OIQ

o= AN
APIE Stt ZIZHQl 22 MFA(LIEH IB)E
o

oHf
AIﬁF:*!QI Mist=! HIE,

£ oft

DS 4 QUOM, HIZES M 22

B0l [HSMORT WOl 0124

TARK= LS NI IS ALZ0H 8 HS2HOK X
KHIA0 2152t 4 QIOM, 0I0I QBE HKS THAISSIDE
ol [IEH QIS(MFA) DRESS Q32 4 US

A=
JI2 HHE9| XHA
JI2 HEOI= £S5t AWSQ| root AF2XH HIE,

ESXiC| root AKXl HE, Kubernetes®| JI2 AHIA HA
S LCIE ANAHL ATEQ = ZHIH & &6t Al EE=

NISKH Clol &8=l HEE: EetE

EEPO_ SE9| RFEL HE2 S

Ejl X-IZ Il_/{\_ls'l 2StH J\Pg CC

|0, I o —

20l 2MIE oH

[
—_

oISt A Ol
- =

ZYE == =S= pus

"
SHE ==6l0

=]
(Per5|stence)
F= 20 3|Ol(Defense

J| B2 (Initial Access), XI&4
EIP_I' &5 (Privilege Escalation), &

Evasion)E 24&st)| sl 1=

KHIZ HZOILE MEXH HES SHKISO0| 220 H26h)
oth TH o= M2 4 US

TR EoHE SALS HZOI ek T2 ASE £ U=
%7t SAPS 11 SHS SUHODU B LM TIsuE
QXIS [HE 2BMFAIRH 212 20t ERIZ Q2I6H=T
A
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6) Credential Access (32|HIM EIE)

SAXDE AL 2 HERZ LHHIM 42| =istE =IS6t, LIS OIS Qs HE B, E2, JIot 22 1A 3%
Ol= 22 SHE oIt S2RE SZB0IAMCl F2HIE =IS2 JIE 204|014 SHEHIM AR 20 S2RE
O 2HAI0| ZB==ICE A [ SA2 QR0IM &2 JIsst SCIRE MHIAE HECE 8L, AWS
Secrets Manager, Azure Key Vault, GCP Secret Manager?t 22 S 54! X1 3 22| AIARES 2E

T2t 4 AU

O

[E 16] MITRE ATT&CK Cloud Matrix@l Credential Access H=0IM ARREI= JIE 22

TID g 7= Iy A
T1110.001 Brute Force: Password o AIAHIOILI 2t& LHOo| &Rl X+ SH0il CHet AKX XIA0| 8=
Guessing SR HBO F261| s HIZEHS ==

o 2HNOZ ZH [HY0| El= MHIA(SSH, Telnet, FTP S)Jt Of
E2RE JIEF OHEZIAH0IMDE Office 3652 22 2IF OlH

OHEZIHIOIME HECE SAHE 28 £ AUS

T1110.002 Brute Force: Password o ZAXE 2T GHAIRF 22 A1 Y XI=E =S6HH,
Cracking A2 Jiset X S92 2761| Q6 25 1S Al
o BHAl HIA ARREl= HIZHS 2 AE6HHLE

OI2l HiAkEl HIIEL HIOIES AR SHAI o= Jis

T1110.003 Brute Force: Password o QTS HEH XA SHS =IS=61T] 2o 0424 HIEI CHol
Spraying UHHOT AIBEI EiYl HIZMS T 470 HZHS 228

AsE & U

T1110004 | Brute Force: Credential . TARS T SH B2 o= HTOIM 22 XA STS AStH
Stuffing [He HEO B2 & U
. AREXITH JHO! HIBTH HIZLIA HZUIN St HIREHSE
NSl T2 oS HRS 2HlE 4 AU

T1555.006 Credentials from Password +  3ZAXH= AWS Secrets Manager, GCP Secret Manager,
Stores: Azure Key Vault, Terraform Vaultt 22
Cloud Secrets Management SCIRE JIEH HIZ 22| S2M0IM X SEE 252 £ UAS
Stores o 3AXIL SCIRE HHUM B2t Hotg =SS £ U= L,

AWSQ| get-secret-value, GCP2| gcloud secrets describe,
Azure®| azkeyvault secretshow S9| HE= Soll A2 EH

28 Jis
212 Exploitation for Credential . BAR= X B2 4T e LATEYO] FlES
Access orxst A Q2

Q3lol= 402 ASE £ YO, AN N2 SALC
OIaIO| FOHS OISHH QITKI 2 QIF £ M4 X BNS

‘O'.Iﬁ'é'l- A ol=2
oS= T MO
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TID e 2

Y 28

HI

T1606.001 Forge Web Credentials: Web o ZAXk= &l HE2IAHI0O0ILE IEE MHIAM EZst= Ol
Cookies A £ U= E FIE AT £ UAS
o OHEEI}HOIHT‘J MNHIA(E2IRE SaaS &t L=
THOIA MHO SAEE)E 3 MA 3IIE ALSoll

=
f%ﬂ B2E QISstD 2oE Bojg

O)I

o BAXE= & FIE MSH [IE 215 4 &
JIEl 915 EHZ MHIFHLIZEE K3l £ UAS
T1606.002 Forge Web Credentials: SAML | « Z28X= T8 SAML E2 NME QIBME AXloll U= B2,
Tokens = 2ot SYE ¥ % JIZIE A8 SAML E2E QXS £
ol=2
+ 2|EEI SAML EZE Soll 3&X= SAML2.02

L
SSO(Et 2791) HIHLIZECE AlZsh= MHIAHM 21F Jis
« =2 50| A= HEE LiEHE= SAML E20| 2IXE B2,

SZRX= Entra ID 2i2] ot &S ~ AS
T1556.007 Modify Authentication o BAX= 2TYIOIA AEZAH DO §1ZEl ECIRE 215 IZNIAM
Process: IHXIE ZE6HHLE, £ESHHLE CIE 2-HOo=Z HEEHE A XIsH
Hybrid Identity 2HAOl OI1F HIHLIZES R2/ot, A SHH =2 £~ US
M SAX=

« SIOIEHZIE ID0I S1ZEl 215 IZNAE LESEOF
S0IRE ZIAAN CHSH KISH0l RSt Q= &
T1621 Multi-Factor Authentication - BAXE LB 2153 Q4A(MFA) HIALIEE R2lstD
Request Generation AEXHIH MFA QEZ HME6H HEW MMASIHD Al Jis

o SRt MGHRE HIEM CHEE X S0 2= 32, & AdlA
HIZE= HEE(SSPRIE I6H 0l S80I P8 B0

RS FAl 28 4 JIsE Ad8s £ UAS
T1528 Steal Application Access Token | ¢« SZ&Xt= 2A AAEIL 2|AAN HZ26HI| It XA SHE
2IS0t= £HOE (HEZIAHIOIM HHA EZE EEE £ UAS

o OHE2IHO0IMY WHA EZ2 ABRH EE= MHIAE CHAIGH
SPIE APl QEE St= Ol AISEIN 2EFOZE St &
ZIHIOILA JIEE OHEZIHIOIADE SaaS EIAAN EZok= FEC

ALSE
« 2R Y FHIOIHE! 2HEHIM HE APl EE2 EFst
SAXE HAQ| ATHOZ HIOIEN E=2stD S 48 Jis
T1649 Steal or Forge o ZAXE= 212 AAHIOILE 2IAAN EZ26H| I8t QIS0 AIEl=
Authentication Certificates QUSAE SXIHL I = AUS
o« OISM 2 A 2= AEXIIL QIS AQL iZEl ID(SAN)E
ol &S0l Y= HEOILL o2 2EE 4~ US
T1539 Steal Web Session Cookie o 2l OHEZIAHIOIMOILE MHIA MIA JINE EFloi X Y 801k
OIZEl ALZAIZ & OHEZIHAIOIAO0ILE CIES MHIAN &=2E %
o2

0

o & OHEZIAOIMLE MHIAE ARZXIDE EAIOIEN Q1SS =
HA RI|1E 0I5 EZC= AE6l= BRIt RS
o [HY AAEIQ| CIE HEZIAIOIM(EZRE MHIAN 21S6H= &)
2ot 2IF FIIE HZ2I0 MEE £ UCH, MId FJl= &2
IT

CiE 215 T=EES 2326k= Ol A2E £+ UAS
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TID g 22 Jlg 49
T1552.001 Unsecured Credentials: . —'_‘—74X}= E;* M AIARIDE 212 T SRUIM CHESHA] 24H]
o« ECIRE Y/Et= FHHIOILTHE SHEMIN QISEl A=A &
AHIA HA X S92 S5 22 24 2 112 S TR0 M&
T1552.005 Unsecured Credentials: o ISAXE= XA Y 2 JIE DIZSt HIOIEE £&6H] 2IoH
Cloud Instance Metadata API Cloud Instance Metadata API0I 2MIASHET Al
o« ECIRE AMHIA NISSHIE &8 SO It SIAEAN
NISEI= AHIAQI SEIRE 2IAEIA HIEHHIOIE API XIg!
« 0l APIE St OHEZ2IFHI0INZ & F0O1 Jtah IAEAN [Hst
Y 2 4 UAS
o ZAXD} Al QI JH4 QIAEAN EMste EL,
OIAEIA HIEHHIOIE! APIGI &&E ZIZIsH 2=t 2lAAN CHst
=2 =2 2ojole A= S AgE £ UAS
T1552.008 Unsecured Credentials: o 3AXE= AEXL XHE HIAIKIZE Soll METIHLE MEE=

=i 3|1=3 =]
A 5 sS4 YU

Chat Messages
o ARBXi= JIgl LHE HRELIAIOIM ME(AE E= SHIE Sl
Cifet SEHO| Xt SH(HE , HIZ2Hs, APl I, 215 E
£ 3R £ UACH, Ol2ist XA SH2 LHE 0ISOILt
S A

=
IS0t 22 54 BSS Ll O 28 4 U

it
an
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7) Discovery (EtM)

2806t| 2o AZsh= S
[m]

& DIO[ Z2KK= Qlmgt

HAEZ FHELL SR 20N E 2E 2S2 APIE &6

AERIX, MHIA, HIE, 2ot S 2t80| 2= FHE L8 £+ L

SZXDE AIAEIOILE HIESIS0H CHet EEE +E =>ES Melsi, C
4 H

[E 17] MITRE ATT&CK Cloud Matrix@| Discovery H=MHA ABLl= IR =5

TID g 2= I &9
T1087.004 | Account Discovery: Cloud o SAL= S2ARE HE SEES £E0HHD A= £ AS
Account « Azure CLI(AZ CL)MIME= 'azad user list’, ANSHIA=

‘aws iam list-users’, ‘aws iam list-roles’,
GCPOIME= ‘gcloud iam service-accounts list’,

0l

‘gcloud projects get-iam-policy’ BEE Soll =S £ U
T1580 Cloud Infrastructure Discovery o ANHIAY QIXZH]aaS) SHEMAM ALE JIsSst QIZEIR}
CIAAE £EBHD A £ UAS
*  AWSE Describelnstances APIE 6, GCP2Q| Cloud SDK

CLlE= ‘gcloud compute instanceslist’ H8E Soll 25 Jis

T1538 Cloud Service Dashboard o EIXSH 1A SY2 A= E2IRE AMHIA HAIEE GUIE Sl
EF ANHIA, 2lAA, JIs S 2¥ S2RE 0N 88 &5

o
g= Jis

o o2

E34l

—

T1526 Cloud Service Discovery o BAX= AAEN EHZet = AIARINIAM &
SR MHIAE SHoHLD A= £ U

T1619 Cloud Storage Object Discovery | » Z2IRE AEZIX| QT A= HHE SHE £ A9,
SAX= 0l BEE A2l S2RE AEZIXIO| BE K| =
EF HHIE Q&= ARAE 23 £+ UAS
« E=CIRE MHIA NISNlE AKXt

HHE SHE £ U= APIE IS

=)

=SCRE AEZKIN KEE=

T1654 Log Enumeration - Q8% AHE =S5 Qo AIAR R MHIA 23 2M Jis
SCIRE MM 33X Azure VM HIOIFERL 22 QECIE|
(CollectGuestLogs.exe)E &0 S2RE Q1T
Hot 272 28 £ UAS
T1046 Network Service Discovery o A ZAE I EZ HEY3 T2}t FXINIA &3 =0
NHIA SES 2ot RS £ UAZ
- ECIRC = UM SZXt= CIE SR SAENHIM &dtl=
NHIAE 261410 NS £ US
o SCIRC =HE0| 2TI0IA =SB0 ABE B,

SAX= SRSt Ol AAHINAN 2HEl= MHIAE A=

riot

][]

T1040 Network Sniffing o HIESIZ EEE £5HOZ ALIZM HEKIIE Sil
HEL|= 0I5 XIZE Zaitt =2t FHE 23 £~ AS

o ECIRE JIEF SE0IM SR = EE 0122 MHIAE

ASol Tt Aol HESIT Ecimg ALIEE £ /US
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A0q

TID e 2

HI
=
IT

=20
T1201 Password Policy Discovery o A= JIg HESIA = SCIRE 2B0AM AIBEl=
2= M| CHSE AHMISE 20 22 AR £+ A2
*  AWSHIAME=E GetAccountPasswordPolicy APIE AtE6H
HE2HS S =SSt & U2
T1069.003 | Permission Groups Discovery: o EdIRE O} 2ot 838 LA MY £+ US
Cloud Groups * Azure CLI(AZ CLI)?t Google Cloud Identity Provider API=
=st OFS 20| QI QIHMIOIAE NS
« ZAXE= 0l EHE 0101 EF A0 CHE 20l U= HEE
HXOZ &7HLL 0l0] &dH=! HES 2= 20l 222 £+ AS
T1518.001 | Software Discovery: o AAHIOILI S2IRE 2HZ0 XIE =Hot *EE?JIOi, =4,
«  3ZAXH= AWS CloudWatch OIOIFE, Azure VM MIOIFE,
Google Cloud Monitor HIOIMERL 20| HFE ITH0|
SKIE SEIRE HIOIEE Hot ATEQNE 2 £+ US
71082 System Information Discovery o HA, THK|, A, MHIA T, OB EIN S 22 MM &
SI=QIOI0N CHE KA BEHE 208 & £ AS
T1614 System Location Discovery + MIGHRH 2AEQ| XI2IH 2IXIE Hef6td| 2l B2 +~& Jis
o SAXK= AIZIH, FIEE HI0I0KR /= 210 A&t 22 CiYst
AAE ZALE ARZ6H AIAEIQ| QIXIE RFoHL AT £ UZ
o SZIRC SHENM AUAHAOl JIBYH FA2 QIAHANIM
QIABIA HEHIOIEH AHIAN B2 £EE £ AS
T1049 System Network o HERITE Soi EHE U2l S 0”}\1Ié ol &&tEl
Connections Discovery AABIOILE &I AIARIIM HERZ 918 =22

. SEIQC JlEt BH0| U0l ALE FTGHs THKN=
OIZIEl AIAEITE MHIAZ HOI61] QIH JHY AR S3ASE T
Tk HEQTS HEE 4 S

- 2N 2 IS SRl SHO MRS HEYS Saes
S0 [HSt M B2t ZaiE & U
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8) Lateral Movement (ZloH X1

24X Zist AIAEIIA HEQIZ LHO| CIE AIAHIOZ (O|=SoH &2 HQIE =&6kE Ol Aok Ji==2
JHEICL S2RE SHENIAC| ZoH &= 22IRE AMHIA 210 AlE| ZHHRE B8R 2IAAE 2A=eH LHE CIE
AIAEIHIA A TIHI0| &HE|Hl ST SaaS ES1=0| BHIE|HA, ECIRE JIE 3 E20IELE IE HEAE

Soh oty T2 QER 4 ULk

[E 18] MITRE ATT&CK Cloud Matrix@l Lateral Movement S=0IM ARREIE JIE S5

TID g 22 Jlg &9
T1534 Internal Spearphishing o ZAXN= 2HZ L HEO0ILE AIARI 0l0] &= =t =S8t 5,
LHE ATIGIOIAS AtSeH =Tt ZEM BZ2otHLE S 2 LK

[I2 HES S 4 U

. _n_jdxl.h LH ]Ilo.l]lllxlol OII:I X-II:I ]Il.OlolLl. = e | % PgaH

T1021.007 | Remote Services: Cloud Services | ¢ =2IZd0IA AZRH HELDE SIIBIEIHLE, SRE HES AZdl
""HEI =t LHMIA &2 JIsst S21R*E MHIAN 2321 Jbs
o 3ZXl= & 2E0ILE SCIRE FHE QHMIOIAE Solt
Cloud API, Azure PowerShell, Google Cloud CLI HE&
AEoH A2 JISE S2IRE MHIAMN B £ AS

T1021.008 ' Remote Services: + 9= HES S0 S2ARE HIOEIE gAl2 Sl &= Jtsst
Direct Cloud VM Connections SciRE =48 FRE el 28 20E » U

« Z2IRE NISKI= Azure Serial Console,
AWS EC2 Instance Connect, AWS System Manager@t

Z2 SCRE APIE Soll =22 £ U= Jke AT CHat

CHeted A= NS
o Sz SCIRE JIHE HAS AIZ6H T QI
ZE HMASID =HES Mtst £ U2
T1072 Software Deployment Tools o JIg LHOil £XI=l 5 E54 ATEQN MS=Z0il &2t
YHS st LI 0ISS £ £ U2
==

e SaaS JIEt 7Y 22| MHIAE SAURE ZAE AABANAM
QIS S2IRE 2iZ| FHS XIAstD 2:0|A HEIRIEN

2010 HHS &ds £ ATE

* Microsoft Configuration ManagergE AlEstH =22 2t2[Xt
L= Intune Z2IXDF Entra IDHI S1RE EEEHEIIﬁ EKINIA
SYSTEM ZBIOZ ATBES Mgzt & g

T1080 Taint Shared Content o 2= HELIA E2I0IELL LHE ZE MEAQF 22
S NME 2KI0ll SEIXE =JIH 2123 AIAEN HoIZRE &

o LHIEY3 E20IELE JIEH SR HKI0 MEE SEIX=
OlN mZ g AJZIE L= oA ACES FAKO! T

o ==

Ok

E1E 4 UOM, BAKI= AYE 3L FEXES 01

—

Lis OIS 4e & AS
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TID e 2

HI
~
Iz
M

I°}

o
T1550.001 Use Alternate Authentication o ZAXI= HEZIFIOIM WMHA ESS EX[oH LHHAQI 0I5 EHXI=E
Material: Lolot JAH AAHO| HiEtE HF, 8E E= MHIAMN &2 £
o2
AN

Application Access Token
+ OHEZIAHIOIM MHA EZ2 AFZKL EE= MHIAE CHAIGH
S0IElI AP| QEE Sl= Ol AFRLIMN LERNOZ SEIRE,
ZIHIOIL J1E OHELIHIOIME & SaaSQl 2lAAN MAMAGH=E
A2
« AWS I GCP =Z0IM SAX= CIE AFZXE HAEQ| &t I
T KA EZ Q¥2 EdlHE 4 ACH, oiE EZS ASol

HIOIEHE QAESIHLE JIE HEC=E= +dg £+ RIAE = 43

T1550.004 | Use Alternate Authentication o EIXSH HIA FIIE ALSoH & OHEZIHIOIA L AHIAN 215 Jis
Material: . ZANE FIIS S 3, DI FEH BHASHLE 0IHILS
Web Session Cookie S1HLE TIBHAH HIF0 &et0l U= 2SS LElis 4 AS
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9) Collection (&

SARD} RRAO| =HE EM6H| 2o HIOIEIE Al26t0 £&6k= EHHIOICE S2RE 232 B2 HIOIEDH 52

ESAEIN MEEl= ES [H20 SZXIH SR8t +

oIt OIS 4 4 AUCH

TID
T1119

T1530

T1213

T1074.002

T1114.002

T1114.003

CH&OI EICt SAKk= SeIRE 2HZ0| XISt JIsit APIE

[E 19] MITRE ATT&CK Cloud MatrixQl Collection H&UHIM AIREE I8 S22

g =2

Automated Collection

Data from Cloud Storage

Data from Information
Repositories

Data Staged: Remote Data
Staging

Email Collection:

Remote Email Collection

Email Collection:

Email Forwarding Rule

g 238

AAHEIOILE HESIZ LHoI AESt SAKE=E RS2l TS A=l
LHE CIOIEE +&8 £ AUS

SoRE JIE 2~EMIM SHR= 22RE AP,

CIOIE MolZztel, H=E QIEMOIA E= ETLEERS, izt & 2
E) MHIAE MEdi AISCZ HIOIEHE £EE £k UAS

SCIRE AELIX £2M0IM BIZISt HIOIH +&8 Jis

RISl 252 AZXIA Q=X 2H SIH E=2E SIE6HALY,
D= AEKHHA KILEKIAH Z=Qist E2 2IstE 20{6HHLL

&lXI01 1= AREKE 28t Q0|1 ID MAIA 2t2| AIARIS| Sl

20l A= AB2| AZXHIH EZoh= BTt UAS

TR W HELES BB IS ==

k=)
5 NE4= 2QEFOE AZA 2F HR0ILE B2 SRE
Z0I5HAI b1 2I6H BEE MEE £+ U= =701,
SR e 2, M 0IS, &0 2 § SHRIQ| It =8

20l =201 & £ A= LIS HIOIEE MESHHLE Che =0

=

f2 AIARIO CIZMEZIN KEE &~ AS
SoRE SN A= REEDI| M0l EF QAARA K=
Jte HA LHOI HIOIEHE XESHALE S2RE 2IAEA

SHE QAAEAN HIOEIE K& £ AS

i

%
of
Kl

\J

iXt= Office 365 L= Google WorkspaceE

| (HAIOR MEGH DIt HRS 4T & A2

OH OH
IS

TARK= DAt FES AFSH| QoH OIHIY MY FHS

MASH A Ol=2

=2o=2 T A3

TAKK= OIHIY Y FAS oigsH MisHKiel BES DLIERSHD,
HPS 26D, LehRt = MiohR ZH0 CHet IS 2012
SHEE & US
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10) Exfiltration (=)

SARD} £ESHHI0IHE QIR AIARICE R=6k= EHHIOICEL S4X= HIOIEE £&8 =, 0IE MHsk= 2HEE0IM
o

EIXIE TIS| 2l6H HIOIEE 2= X 2zt S2 St IiFIEskE BRIt EMSICE S2URE =Z0IACl HIOIE
RE2 U= HIQOI HO| 20, 2A2l=El HE(HTTPS) ARZ0I 2HAO(T| 20 AR SCIRE MHIA EciEmt
OIMOI HIOIH R= EHE =011 OELCL

[E 20] MITRE ATT&CK Cloud Matrix@l Exfiltration M=0IA A= JIH S8

TID g 22 Il 49
T1048 Exfiltration Over Alternative o JIE C2 X<yt [IE TZESE Soll HIOIEH !
Protocol + laaS % SaaS EE(AWS S3, Microsoft Exchange,

Microsoft SharePoint S)2 & 2&0ILE S2IRE APIE S
o, AA IE X J|Et SR8t FH CHoll CHREE K

T1567.004 Exfiltration Over Web Service: o JIE C2 =0l Ot Webhook HIEZOIEZ [H|OIE R=

Exfiltration Over Webhook » Discord, Slackt 22 MHIAE Github, Jira, TrelloQt 22
CIE AHIANM ARBZ 4~ JE= Webhook HEIOIE

4= g

T1537 Transfer Data to Cloud o SAKE ECIRE =AHO| SKQ/STIst L iRl MM S2 S
Account CIOIEIE LCIE E2IRE HAEOZE M&HH HIOIEE QREE £ 9US
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11) Impact (¥&)

SARDE AIAE! 2 HIOIEC| JI280ILE F28E =&, SE, THsH ARRIC| SRS =2dsh= HAHOICEL S2RE
SHEMIM et EFHIO| SA2 ifiist S&A £a0t MHIA SH, A2 SIS ZHAIZ £ AUCL SAK= =2IRE
NS RPHOZ MEd &= 2MHE M= 4+ AN, HOE R 01 S2RE AE2K| 24|, A OIOIXI,

CIOIEHIOIA SABA S 280 24HR! HIOIEE SFHCE ANIGHHLE 27 ETIS0IEE 2= & QUL

0

H0

[E 21] MITRE ATT&CK Cloud Matrix@| Impact &=UM AlZkl= JIE 25

TID g 22 Jlg 49
T1531 Account Access Removal o AEXI} AF=2SH= HIEN S H2S KIS AIAER! S
HIEQIZ R0 EZ6HK| 262 & 4 US

« HE B2 ZEtE
=

J|
TR BY 22 5) & 4 AUS

T1485.001  Data Destruction: o E2IRE AEZIR K219 28 FI| HMS ST
Lifecycle-Triggered Deletion NEE D= MHE HHE = US

o EIRE AELDIX KIS MESHH AZKIIF EFE J12F =0
JHAICI O30, H2t tE= MNIE KiSeHo= 28 FII
s 48 £+ AS

o SRt oS

of RIS ARSH
DE JHHIE S B0l &R

U= =0l EMst= 3R

=

T1486 Data Encrypted for Impact o ZAXK= HE AIAEIOILE HIERIF LH HIOIEE 2=kl
AAE S HEQIS K20 26K 2618 & 4 US

. S2USC BIUIME LAE HF LHQl AEIX HHIE
arsslel 4 US

. AWS BREOIN SHRE= AWSO T HIB IS MBS M =
SISBHSSE-CIOt 22 MHIAE 2S¢ HIOIES Ysstet 4 S

T1491.002 Defacement: External o BAXI= XRZEIO| AIAHIZ E6H AFZXHHIAHI HIAIXIZE MESHEHLE
Defacement o2 = £ US

o MNEXIJE AAEE AMZ[6HR] ZH=E BEDN HXIH HAIKI E=

MRS QIEH| Qlsh ZasEt &

bl

T1667 Email Bombing .

Y
>

3 0lIH A0 CHEC| HAIKIE &g &+ U
S

Kl 2o HIZLIA 20|

OM 0d OH
Jal
N e Ir
(=]
=
10
o
0
1
of
1
sl
nz

o
fn ]

T1499 Endpoint Denial of Service o ZAL= MHIAM &
of

HNEHOIE MHIA HE(DoS) SZHE Leist

2
o= =

$0

T1657 Financial Theft + SZX= AN, HIZLIA OIHIZ EGHBEC) H A, =3t

[WLY m |
HEYZ A8 S 0id S RS Sl =8H 0152 =52 &

T1490 Inhibit System Recovery o HE AAH 231E Q5 MHIAE E=ol1, LHE HIOIHE
A

o ESXi MHOIM SZXk= JHat HAIQ| AHAES AMIGEAHLE

iTofl AT EHESH Fol=E & 4 UL,

AF

S2IRE MHIAQ STlzlkl= EME GH 220! B AR

=
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TID
T1498

T1496.001

T1496.002

T1496.003

T1496.004

g 2 Jlg &9
Network Denial of Service o Z&ALK= MHIATH A6z HIERIZ HYES N2ZABI=
HERIZR MHIA HE(DoS) S&HE £3s £ UAZ

Resource Hijacking: o Z&ALt= 2RH RRE S0l 2=MHE M=ot=0l A2 Jis
Compute Hijacking
Resource Hijacking: o ZAL= HIERKIZR MHIA HEM ESHHLE UM EHEES
Bandwidth Hijacking HHEESET] QUcH AIARIC| HEQT HAES =8s 4 U2
Resource Hijacking: o ZAID} SA ARHUKZERH MNMIHSE =t 5, TIsHRIR| HIAIE
SMS Pumping OIDZIE 2E0l oHE MatHsZ [HE| SMS HIAXIE &S
Resource Hijacking: o Z&ALt= £&E SaaS MEZAHOIKEZS 010 K01 B0l 2Rst
Cloud Service Hijacking AYE 28 » US

« JIALE AWS Simple Email Service(SES), AWS Simple

Notification Service(SNS), SendGrid, Twilio2t Z=2 O|HIg %
HIAIE MHIAE 2E6H [HEfo| AT 2 M4 HYS B 4 US
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3.4. AWS A1l [HE I ZA

AWSE= NIST SP 800-61 Al [HE HZES JHIOE S2IRE =A0| S& E4ut 271 Z4] A ZHAlS B
=CiRE 0I8 XZZ0I AWS ElaA FERIN SEE (IES 28 £ AXE SEHH HoF Al [HE ZHH3
MIARECE Ol De== 2t EHHIEE =22 Jisst AWS HOF MHIAQ 205 WECZ FIRsd UL
IHALITUIM FMAIGHD A= ZXI0 CHet =2 L2 CR=E0t 2L

10
OF
=

i

[HE 22] AWS Al [HE L3 EAkt

=0 28

A Bl N [HE KMIHIE Ortst, £20 Jl=X FHIE 2=26k= B

« IAM X4 2Bt RIF M2 Root HE EH=

» CloudTrail, AWS Config, VPC Flow Logs, Route 53 Resolver Log &zt
e S3 JIEt 21 M&E4A(Evidence Bucket) 4

+ Systems Manager, Lambda, EventBridge & XiSat =7 ZHI

« Gameday, Runbook J|Eto| [HS =3

ZH|
(Preparation)

# F2 AWS AHIA
e |AM, CloudTrail, AWS Config, S3, Systems Manager, Lambda

Ol E=E EXisty, 23 & OIHIES EAfoH AtQ| QI Heks HEtsh= B

# 2 29 a5
+ GuardDutyE S&t HIZE &2 EXl (IAM EE, 244 IP 84 )
e Security HUbZ 024 Eot MHIAO| Zt &H|
» DetectiveE S8t OHIE HZIEH A
e CloudTrail, VPC Flow Logs,DNS Log & 21 24
1

o 2E BRIl Z0E JIHe=E At

SNETER

(Detection and Analysis)

# F2 AWS MHIA
e GuardDuty, Security Hub, Detective, CloudTrail, CloudWatch

shAtg HIXIGHD] 2IoH 201 2XIE 2IAAE Al&g| E2I6t] B2E AtEsk= B

o e QAHA HEQZ AHZ| (ERt OF, NACL £#38)
Az « IAM 3| & NIM EZ Hiztdst
(Containment) « EventBridge + Lambda JIgt Xt5 A2l E2IA

e System Manager Session ManagerE St 212 =Xl

# =2 AWS AHIA
« System Manager, Lambda, EventBridge, Network Firewall, IAM
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—_

=0 23

o
%
]

of C, HIZY HE, M0 MIH
« AHZHEBS,RDS) = HiE Sot AIA” =2

» CloudFormation Stack FHHHE & Config =&l &3

O™ O |
-2 & 84

(Eradication and

Recovery)
« 231 35 HOt QL EE et
# T2 AWS MHIA
» Backup, CloudFormation, AWS Config, EBS, Systems Manager
AND BF £ 0 BN OZNA JHM, EXl 72 BA2 Sl KIEH stE2 43
# £ 2d g5
o A HIIM 2 Lessons Learned EAl &
o [HS UtHQ| WX, Ay 22 2A
A et e GuardDuty & Security Hub EIXl #&! SHIOIE
(Post-IR) -

« Lambda, EventBridge XtS3t 2 JHAM

o FJIAN =2 % GameDay H=

# F2 AWS MHIA
e Security Hub, GuardDuty, SSM Runbook
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3.5. AWS HOt MHIA AL

SCIRE 2EUIACl Al THE2 =1 SAI0| HIOIE JIAIE =20 JIEISTL AWS= 01 2loH CIfst HIOIEIE =0t
NHIAE HMISSIH, 2t MHlIA= BRI-E4-IIS HAHEZ &= AHIEIN 2= AWS JIHO| Al CHEUIA 2 8kl=

ZR Hot MH|IA= CiEnt 2Lk

[E 23] AWS JIE| Al THEWIM 2EEl= FR EHot MHIA =5

MHIASE

[E
tot

1 Amazon GuardDuty
2 Amazon CloudWatch

3 Amazon Detective
4 Amazon Athena

5 Amazon Security Hub

6 AWS Systems Manager

7 Amazon Macie

8 AWS Config

9 Amazon Inspector
10 Prowler

Self-Service Security

R Assessment (SSSA)

xQ o

Ol EIXI (2] J1Eh

XE-Z2-0MIE Sgt ZLIEEZ, LEH0I4EX,
HE J

(g X =57 AS=HES/RAABE/MY)

S3 DIz

—Oo

HL
1>

1E4 O|<‘5-I tH;I EIPI|

=213 -~

glad 78 BE =X, I QJH T,

A& ZKI XSzt

ZIE AH(CVEHERDS EK)

Detection

Detection, Analysis,
Containment, Post-IR

Analysis
Analysis, Post-IR
Detection, Post-IR

Containment,
Eradication & Recovery

Preparation,
Detection, Post-IR

Preparation,
Detection, Post-IR

Preparation, Detection

Preparation, Post-IR

Preparation, Post-IR

2t =2 Hot MHIANI CHE A LIE(MHIA 23, R JIs, £R §Z, Al S 1A 22 Ci=nt 2Lt
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1) AWS GuardDuty

AWS GuardDuty= AWS 2t FlEIA Eflisi= 205 2460 HIZE @91, HE 2%, HERIZR &, HIOIE
QE SE KI=CE EIltl= Z2IE/RsE 2 EXl MHIAOLLE £ JIsO== CloudTrailAVPC Flow
Logs/DNS Log/EKS Audit Log 241, 1AM Anomaly Detection, S3 Data Access Monitoring, Findings 444

2 27, NS GH ZXDHUCK

[HE 24] AWS GuardDuty £ £

o
g LiE
Zt2led g Bl MHlA 20| MIOIME ZXAILE 212t 2 2R BI0I, AWS LR 218 IS =4

CloudTrail, VPC Flow Logs, DNS Query Log, EKS Audit Log

Z70 JIEt 014 &Rl EfXI N -
- = 20E 24l 215 HE, HIOIH R, HIZY APl 2=, 22 84 AT S 4

Milgid & AWS ZHdl ML B2 + AWS Threat Intelligence + Partner Feed(MISP, Abuse.ch S)2
Qe QIHPIFA JIHE EIX 2E0 C2, Y, &4 IP S EX
alAIZE X1 2LIEE DE ZIM0IM 24/7 ZLIEE 48, EXl Z20E HO| HAIZICZ &4
s HE HIY Security Hub, EventBridge, Lambda, Systems Manager?t A6 XIS Zel, &8

CHHIE 2 == Eto| Eat 22| | AWS Organizations@t S&iTl0f CHHIE &t EX| 22| Jis

HE =24 & B8 28  £1 ME2, HEHOIE 24 JEe=E NHIE/FEE ZLIHE M3

[H 25] AWS GuardDuty At [HS QiH| Hot

EHH| AWS GuardDuty9| it
EtXl (Detection) 27 JJE Ol &l &Kl & Findings 444
24 (Analysis) Security HUbZ Findings S&, DetectiveZ &Zt2A
Zd| (Containment) EventBridge E2IHE Lambda Z2| YF=EEL &
A= JHA (Post-IR) BRI 7& 22, Custom Threat List SHI0IE
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AWS =2IRE J[Et DFIR Z&I3 A7

2) Amazon CloudWatch

Amazon CloudWatch= AWS 2|44, 0HE2IAHI0IM, 2084|014 MHel 210 S SN &, ZLIEE,

UH o= 22l MHIAOICE AIAERIC| 85 OIO0ILE E0H EF= ZJ101 EfXIoH Z10E 250617,

224 3 JHot JINEE S AIRICE CloudTrail, GuardDuty, Config S LIE Hot
0 Ef|HZE 282 £ A0, AWS 2HBUIACl Ald EfXl(Detection) & [HE

7R JISCE= AWS LIAA0| £R [HEEA L& =21 S &Szt 22|, HESAC 21 JEe= 2E]

CHAIEE &y, OIIE JlEt Xisst ECQIH, 20 THE 24, HIZ&HC! XIF Bt XS EXIDtH ALK

=1

T

=y

EtXl (Detection)

24 (Analysis)

22| (Containment)

M= M (Post-IR)

[E 26] Amazon CloudWatch £ E&
LHE
HE AWS 2449 XIELQt 25 B MHIANM Sgt 22| Jis
EventBridge, Lambda, SNSQt S1HisH XS S «IFEE 7= Jis
Metrics JIEt 014 ZiXI(Anomaly Detection) JISSE H
Log HIOIEE S3,OpenSearchZ LHELH &7 M&-2M-AlZst Jbs
GuardDuty, Config, CloudTrail St Z&t Al 2t&8t JiAd == 2 2 XIS3t

ds EHIQt Hot OHMIES S =B0IM d2EA Jis

(0ll: CPU =5 + 914 API == A EIX)

[E 27] Amazon CloudWatch Al [HS O1H| diot

Amazon CloudWatch9| gt

CloudTrail 218 CloudWatch LogsZ && &
2:

VPC Flow Logs £Z9=Z HIQUJt IP &2, ZE AMH S 0
GuardDuty/Config Findings ZiXl Al CloudWatch AlarmsE Scll 2ot EEXt SA S5

CloudWatch Logs InsightsE Sdll AIRE 21 24 3 ZAX} &

Contributor InsightsE &&81 S2Xt 1P, AF2XL ID, == Al
CloudWatch Event — Lambda XIS &l FXE =80l 2ot OHIE 24 Al XtS Al

CloudWatch Logs & Metrics HIOIEE &J| E2HS3 Export)o LA SHE &
o]

AL AIEQl AIARY SEHE IHSIGHD, [HE =228 ASS
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3) AWS Detective

AWS Detective= AWS HIFE, 2o, IAM 25, HIERIR =1 29| ZHE XIS ZEE6H =t At1o| 291
SAN AR BAIE KI26k= E—.—OII:}. Detective= ZIH 1E210| OMIE JIEE JIEIOZ 1IH &SN =X
JIsst MHIAE, AWSO| CIE AHIA(GuardDuty, Security Hulb, Security Lake S)21= SEkI IE2! TADt
JIssIC

R JISC=Z= Findings TAL &Q| T=Z My, T2iT J[HE XS 25 222, B2l 24, EF 2L
CHat X2 &IS/212 OIIE 9F IR Playbookdt STHII AL,

[E 28] AWS Detective =2 E&
LiE

90| QI 29 21 KEF, QIHMA0| SRR

1
HI

d|

2" Hot RAF AHIA N
GuardDuty?} Security HUbZEE FindingsE tg £& & 24 =t 14

AWS ZIAA(HIE, EC2, IAM, P, S3 S)2F 2HE IeHE HEHE AlZiTiol At 2t

oiZhy B Jis

ZHH JIEt HIOIE Z&iE

CloudTrail, VPC Flow Logs, GuardDuty Findings, EKS Audit Log S
"=IF 22, oHl, KHCIM fEd=I =5

o
O

o
HI
1%
st

o
o
[S)
m
HT
I
rx

BHEl 270 AAE TISCE 28, Qo XH 1E2F MEGHH, Al 24 A

FOF
THo
it
ne

0N EE OHIE(G. 2 1P, IAM st 2EE S)0ll CHoH 2 ARZXL 2la4,
2 EIAZIRIE AIZHO=E HAl

02 TH

GuardDuty, Security Hub,

|AM Access Analyzer@} Sgt GuardDuty EfX| OIHIEE =& ot HIOZ Detective 2E0IM &Ml ZAL Jtis

HiE 524 o o= o2 —i’jg ié%g:/VjS}gLHumlA1 XS Q9 QIEIASH)| IHE0 SIEM CHHI
[E 29] AWS Detective At [HS Q1A Het
=y AWS DetectiveQ| <t
EtXl (Detection) GuardDuty Findings 41 & 244 [H& =t
E4 (Analysis) CloudTrail, VPC Flow Logs JIgt &f2ktH| 24, Root Cause I
ZZ| (Containment) SAL E2 FE KA 2H =H, IAM W24 K1
A= JHA (Post-IR) e SIS BRI 72 JHM QIAIOIE M3
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4) Amazon Athena

Amazon Athena= Amazon S39| HIOIEE EZE SQL(Presto/Trino JIHNOZ HIZ X3| & 248t £ QU=
MNHZIA CHEFEE 221 AHIAOICE

R JIsCO== HOE FE=ZTD HH, = JiBt TMIENMS JOlsH AZHEF XA K& & KgF HoiHo=z
HEIZIZ201=(Materialize) X2, UDF(user Defined Function) & JSON &4 2t20] ULt

[E 30] Amazon Athena =2 E&

LHE

HI

I
T

HHZIAZAl 2| | EHAH 22| S2R, 2&/CLI/IDBCHIM HIZ &%

S3 HIolEIE CSV/ISON/Parquet/ORC/Avro, 2% s4l(Gzip, Snappy S) X
A3|0F 2 2= melE £J1Kl 244, Glue Data CatalogZ HIOIZ &O| = ZAl 24

24 SQL A Presto/Trino JIHIOZ [HE2F HIOIE HE XN

Sat MEHH CloudTrail, ALB/ELB 21, VPC Flow Logs, WAF/CloudFront 21 & S3 2701l HtZ SQL &9|
HOHHHHAA IAM, Lake Formation, HIOIE OAZY/D Ete| RSHEE Rsh), S3/KMS st 2| Bnt 2sst
oiZd JDBC/ODBC, QuickSight AlZtst Pandas/Bl & S1H|

[E 31] Amazon Athena At [HS SIH| diot

EH| Amazon Athenall &gt
EHXl (Detection), S30ll 22=! CloudTrail/VPC Flow/WAF/ALB/CloudFront 215 SQLE &zt 24
=4 (Analysis) T2 EIABION T4, QlAl IAM EIS/EE2| IP/2lAA E=X
A= WM (Post-IR) THEE HEX] R 2h=(014 THEE JIF), EIXl 2 sH &



sk DROEITZ 25 PLAINSIT AWS S2ISC Il DFIR Ti2ielS

5) AWS Security Hub

AWS Security Hub= AWS 2HZ0| [ Hot MHIAQH EtAF S2MUIN Erelish= =ot ZNIE B 250|M
Set, 24, 226I=E XIZIck= MHIALL

R JISCEE= Findings Z1t Sgt, BEE &4 02 XIS ZAlL Findings ZEZ & 24223}, XIS A2|-LE
IFEZL 74, AWS Organization 2tZ0IM HE EKl Findings Z1H 221, Eot OHIE 24 A| XIS RIHI0IE
S AAIZt THAIEE HIZO0] UL

[E 32] AWS Security Hub =2 E3

o= LHE

0

GuardDuty, Inspector, Macie, Detective & AWS HEot AHIA & Third-Pary =9I
EXl ZiHFindings)E Sg 22|

HBZEslEl Z1 g4 D= 2ot ZIE 3 JSON HA(ASFF)eZ BZEzld B4 XSzt & oA 0

rin

AWS CIS Benchmark, PCI DSS, NIST 800-53 € BZ & JIHC= HIEQ

Hot =4 SEE XS Tt

RSSHE 2K H| EventBridge #&1t Lambda XIS3t 84E 286 Findingsdll CHoH Xt& =X E2IAH Jis
CHHIE 22 & =2 SgF | 0l AWS HIEQ| Hot 2AniE X HolZ 5 &H & ZLIEE
CHAIECH AlZst 2ot Zit CIS 78 &4 gigl Bl =01 S2 O "2 IS
Ef HOt =31 oiF Splunk, CrowdStrike, Palo Alto Prisma Cloud & E9F &4t API 918 Jis

[H 33] AWS Security Hub At [HS ©1H| gfot

| AWS Security HubQ| i
EtXl (Detection) GuardDuty, Inspector S2| ZilE &H & HZESH HAOZ 47
24 (Analysis) Findings 241225t S2 HIH, Compliance &EH =0l
Zd| (Containment) EventBridge?t LambdaE &6l Xt=s S AlLIZIR EZIA
A= JHA (Post-IR) HOt MEH B4 (Secure Score) & Lessons Learned JIEH ZxH H2t
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6) AWS Systems Manager (SSM)

AWS Systems Manager= AWS QIAEA OHEZIAHIOIM, HIE, FEQLE S

g4t AL THE

AS=hl 23

= I
IN =l

2A2IoH QIEGHA K& & &

e —

IHXI,

= i
2%, 78 £ 22l

PV I= == e N

=y
EtXl (Detection)
22| (Containment)
=& (Eradication)
£3 (Recovery)

AlZE JHM (Post-IR)

Soz= EC2 SOl 242 2
OIABIA T4 A Ki

A, IHK/7E S| 78 =4 01

Z0lIA HIOISHD HoH2 RS

£EE =007| 2l Atszt MHIAOICK

2l SSM Document= HIZ 2 Xisst OS & OHE2(AHIOIM THAI 2t2)
2], SSH3| 210] HOIE &2 HMIS(Session Manager), &=-API Key-&3 82

I QUL

[H 34] AWS Systems Manager £2 E&
LHE
EC2, 2Td0lA AH, SIOIEZIE StEE B 2£

f

N SH Jis

Lambda, Run Command, Automation Document(SSM Doc)E SdH
IHXl, ZHel, 87 28kt XS &

Zt EC2, 2II0IA AAEAN AKIE Agentdt HHES QNG 43
IAM EHS Soif ZF & -Runbook &8 RSt MIZISHA 22|
GuardDuty FindingsLt EventBridge OMIEE EZ|HZ XS =Xl Jis

Patch Manager, State Manager, Compliance JISQ=Z Hot IHXI-&A JIE KX

2014 AAEE AWS Systems Manager Fleettl SEoi Sst FM.IHK| X8 Jis

[H 35] AWS Systems Manager At [HS ©1H| gfot
AWS Systems Manager®| it
GuardDuty Findings &4 Al Xts EZIAH

Run Command E= Automation@=Z EC2 HIERI3 QIHMO0IA 22, &

mm
oﬁ

KISstzl ATEEZ oM TZNA SE, SHEQ O A
SSM Document=E ARAF 221 THAl HE, MHIA THAIS

Compliance JISC=2 &F 01 0 &3

- 46 -



sk DROEITZ 25 PLAINSIT AWS S2ISC Il DFIR Ti2ielS

7) Amazon Macie

Amazon Macie= Amazon S30| KEE! HIOIEHIA BEIZZE (PNl S)E HAlZ{d & IHE IHECE XIS AI861],
Q& HZY/AMIE 0t BO(Findings)Z MISstk= MHZIA HI0IE EH-TZL0IHAI MHIAOILC
R JISC== A [Hal-EE-AEX NEAHIE 28, KA "I Findings &2l HAE ZE0| ULk
[# 36] Amazon Macie £2 E3
g LiE
DIz Al OIE/FRISEHS/0=/MEIIE/HE S
Managed Data Identifier + Custom Identifier(&+4l/7|1E) XI&
S3 T4 MEH AM S3 LH CIOIE A4 7| &3 I 2i5k= HI0E Hel(HA, ZT2mA)a A8 A X
i ots=ss 1= St "iH = | A= S
AT THAIA JPHubhc:/Shared H2!, 23t ONE, st M S K2 £Z =t
i £ BIZEE 22l BE1
CHHIE =gt AWS Organizations2 22| HEWAM 22 28]
Sk AS3t FindingsE Security HUbZ 8!, EventBridge — Lambda/SSMRZ Xts ZK| 1H|
ANHZIA-2E S UIOIME/S8AH SER, A=t 02 Ni5(A HIOIE-EIt 24 JIE)
[HE 37] Amazon Macie At [HS QiH| ot
=g Amazon Macie9| 9t
AX ZHI (Preparation) DIZHI0IE 2R oigh A2 Nojs H2 =HQ| AMA

EfXl (Detection), N
. CIOIE R= JsKIA Lo, M2 FM/EZ A2t Agt 2N
24 (Analysis)
22| (Containment) EventBridge EZIHZ Public Access Block, && £3, QHNE 255} XI=S3t

A= JHA (Post-IR) RE HQI(ZAM-ZE) BB e 2Kl JIE/AER 22t
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8) AWS Config

AWS Configs S2IPE BI4A0| 11 ARIE XIEEOR JI2, T, AU AT 24 Fojl= Eormsy
Z4 AEHS 2AGHD, AT 24 SOl 212 ORI AR N =IS St Ea4 24 2 201 DES Xsts
KHIAOICE 5, AWS HIE Lol 2IAATE “OIEH AFEI0f AASTF, “OIF, S=I), O BIHS H=IF, ‘31 =
JIES F45ID USINE KSOZ JISsin Aol IS 48BiCL CloudTraillt S| 320t OILIZH A
S4/0| HIOIES CIZH AIZIE ARAF SEHZ lA4 TAZ AXSICE,

=R iSO T4 012 5, 74 Adia 74| Il EJL 74 QlHt 24 4| SSM Runbook St KISe2
X, 02 HFEDH 212| Config HIOIES SUA S8 F3| 2 B 244 i3t KRS BBt ojF4 % X|20]
QUL

[E 38] AWS Config =@ E&

== LHE
S sS4 JIE CloudTrail0l "B MLCIE JI=ZSHH, Confige 'B210l HEH LFLIH A/YEINE JIE
&3 DL glhA B AN XISQE Wt £, Drift(EM 0IE) 2AI2F X
M =LAEC0IHUA KR | CIS,NIST, PCI-DSS § & Hot HF9| BMZ Config RuleZ 38 Jis
gt 2t Security Hub, CloudTrail, SNS, S3, SSM St S8tz 'EfXI-24-2KI' XSzt JIs

H
1=
I
Pl
RY
m

& NEQ| 2lAA &EHE JSON SnapshotO= SE2Is £ U AlD Al =& WA Jis

[HE 391 AWS Config At1l [HE 1A &et

EHH| AWS Configol| it
A ZHI (Preparation) FQ 2IAA(S3, IAM, Security Group )0l Lt Config Rule JI8E Z4 ZLIHE =43t
EiXl (Detection) TY B = 3N QE X Al HIEE 23 B
24 (Analysis) Al gl AIFQ| 2lAA A AR R HAXHACctor) =l

Ad| (Containment),
£237 (Recovery)

A= JHA (Post-IR) A Ol Drift 24 012 MAZ, HME 72! THHHE
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9) Amazon Inspector

Amazon Inspector= AWS

A
=

QIAEA FHIOIL, AZEQIN THIIXIC| FUBE KIESO= AMotd CVSS

S, THAI &EH S2 JIEIC= Hot IS EIISk= AHIAOIL

R JIsO=E= EC2 QAHA Z|ofF WIL AHHI0ILA 0lOIXI
2406 A === ILL Findings 22|

2
S
w
Im
o
i
1>
>
<

ol 2

Findings X5 &&

Sgt 2t

K& ZLEHE

=
A ZH| (Preparation)
EtXl (Detection)

22| (Containment),
£33 (Recovery)

A= M (Post-IR)

AZH Lambda

9 Q49| 20, KISl 2 2 FX

L= Jfs 225

[H 40] Amazon Inspector =2 E&
LHE

st40| IE, 3K, 74

EC2, ECR(ZIHIOILA OIOIXI), Lambda
CVE #I9td EXI

RALE

AWS Systems Manager(SSM) AgentE Sl EC29| OS, THIIXI,

HERZ F4= &AlZt ot

NVD(National Vulnerability Database) & AWS Xl GIIKIEE J[HIO=

ZoFH QT HiA

CIS Benchmark, NIST 800-53 St HEE! =20t JIE &It Jbs

ol

ZAHCE 2AIGIHLE KIQI X2l Jis

=~
o

Im

XlOtI‘IQ
TFl=o=

EIXl Z0E Security HUbZE Xts A& 5 22| Jis

M QIABIALL M ZHIOI OIOIXIDE HHZIH AS2=Z A ELIA

[E 41] Amazon Inspector At [HS Q1| Efot

Amazon InspectorQ| it

[=]]

=
=] Al

Aot e

=g

X 83 A

0O
<
i
]

gt AIAERLZHHIOI-Lambda #I24E BRI

gl Hot AX

&8 23 =X X

2 RIS Ao

M J0IE RIS
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10) Self-Service Security Assessment (SSSA)

Self-Service Security Assessment= AWS Hot 4 8 2 AXIE NIZ2IAE/JI0IE0 T2t Sz &
Z4 HEE Tilsk= XDF 2ot H&A =210ICL 0l E22 AWS CloudFormation EISZIOZ HHILL|M, HOt
EARIR HIwH S AWS £3S TIISICL

=R JISCEE= TR B &4, S8 2, 2IEE dS0ICk

’

[E 42] Self-Service Security Assessment £ £&

7= LHE

Xt (&I H3) A M ERAYE S

]
Ad

SHEE HE(SY 23 HERIIE JIE)

Hot HE S Al OHE CIS, NIST 800-53,1SO 27001 Sit AWS ZEAR OHE

Set/4s =8 28 =2 Config, Security Hub HIOIEZ XIS &5, 2X-X2 =2 QHE-EN =0
B M2Q| A= QB /M ATN, HM W2 =5

[E 43] Self-Service Security Assessment Atd [HS 1H ot
=g Self-Service Security Assessment9| &=t
AE ZH| (Preparation) IR ZHI= &E&(CloudTrail/GuardDuty/Backup/Access Control/21Eta/=H)

EfXl (Detection) EX EXl &I Jts 221 A HIH
AE A (Post-IR) MHEIIZ Hot F A4St
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11) Prowler

Prowler= AWS Eot &

R JIsC== Hot HE(C
i X HIS, D2 B U2t A, SHA] MHIA S S HH2IK,

UL

[ o

CI/CD & AHIEE 220

XSzt 2 AHZEE KR

CHHIE-2EI2IA R
I

CIZE 2 S8 2t

.|

or

HAEIOOIZ JHsSt

=2 8= 2uR|

RY

Cloud-Native 91HIA

=y
A ZHI (Preparation)
EiXl (Detection)
24 (Analysis)

22| (Containment),
£3 (Recovery)

AlZE JHM (Post-IR)

ZAL SI=8 & Al HSSE XI#6k= CLI ==20ICH

S AWS Foundation, NIST SP 800-53, ISO/IEC 27001, PCI DSS §) J12t =Hot

Z0t T S8, RE ZR|| &= HAEDIZE,

[E 44] AWS Prowler £ E&
LHE

IAM, CloudTrail, Config, S3, Security Group, KMS, GuardDuty &
AWS ZiHIO| AAE XIS ZAt

CIS AWS Foundations Benchmark, NIST SP 800-53, ISO 27001, PCI DSS, GDPR &

=2 80 8= 823 s

CI/CD moIZ2IRl(GitHub Actions, GitLab Cl, Jenkins ) EE= Lambda/CloudWatch

EventsE S8t &J| && Jis
AWS Organizations EE= AssumeRole2 Edll 011 HIE 2IXE SAl0 E&

CSV,JSON, HTML &EHO| 2IEE &3, ZME Security HubZ & Jis
TR0 M2t E& FE(O: CIS Level 1/2) E= Xl & J|HoE &H ais 24 Jis

AWS CLI-API JIEtCZ &=5HH, QIF MIOIME £X 28R

[E 45] AWS Prowler Al [HE2 QiH| giot

ProwlerQ| <igt

:

GuardDuty?t E2| A2t EfXl= OHLIXIZ, H2ZEE S-2st 88 S EHIHA AlD Q0 2AH

SSM, Config Sit &l 2IZE Z10E =HZ XISzt HEE A 22X 28 Jis

A = CIS JIZ0 [MIE 2otd THEIH 2 Mg &Kl &5
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12) AWS Shield

AWS Shieldi= HESIZ/HS/MHE2HAI0IM HBHM 2isk= DDoS SZE EiAl &

R JIsC=Z= &AlZt DDoS EX

XS CHS STHDE QUL

=
T

Al ELIEE & XS 2f=t

CHIIE 2=

24/7 X

WAF-Firewall Manager &t
JIAE & 22

=
AMA ZH| (Preparation)

EtXl (Detection)
22| (Containment)

=& (Eradication),
£33 (Recovery)

AlE JHA (Post-IR)

l.

2totoh= 2t2l MHIAOICH

|

2 2t} CHHIES E3, X IS8 4|, HIZ B, EM &

= B 2 24
[E 46] AWS Shield =2 EZ

=2 HIXI/EEHA ECHE IHES stEoH S22 2AI2HInline) 2tst

L3/L4(UDP/TCP [HUZ AZl SYN/ACK E8iE 5) + L7(HTTP/S E81%)

CloudFront, Elastic Load Balancing(ALB/NLB/CLB), Elastic IP(EC2),

Amazon Route 53, AWS Global Accelerator & XI& E%
CHa/RI& 32 Al MEJF A2 R &L E BY
[HRE DDoS=Z 2Igt AHLZ/HIOIE M HIE ZE52 JnTOZ A4

= 2 =2H/HE X

EtQ| A HHIL, Protection Group &4
=2 HIE/A2/RIEAIZE HIES!, CloudWatch/SNS, AWS Health OIHIEZ 2
[E 47] AWS Shield Al [HS ©1H| Efot

AWS ShieldQ| st

ZQ YHEIIE(CloudFront/ALB/EIP/Route 53/Global Accelerator)il
Shield Advanced Zt&st HA 2LELGIEEEDRT &2 &t AN 24

OH

2 2 Al Shield OMIE + AWS Health 22 24, HIE2CE 32 72 Mt

RIS 2feHL3/L4) + WAF OIS E2 L7 AIEh =R Al DRT ZAl &0
T2 Z2 =0l S A FMOS M =7, ENT AKILIORY/ICIRIA

OH
N

4 ZIZE/HES 2R, WAF E BY, HI2 E3(claim) 2F, Z2I015 SHI0IE
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3.6. AWS E1 XAl

AWSE HIE, HIERIZ, IOIE, MHE2AHI0IM, Hot OIE & HEQ|l 2= HMISsHH, shE 252 Al [HE
EX0IN &= E2Ho=Z 2ZEICE AWSHIM KIS = fEE 2= CiE0 20

1) HE & 22 &S 23
AWS HIFEO| MHENOI atd| 2tsht 2440 24 HA AILE FHGHH, T2 =t ZIAL HHEA FE 4
SXOZ AIBEILL
[(H 48] HAE & 22| &8 21 55
=032 &9
« AWS HENAM Ldisl=s ZE APl 5= 2 2ig| OHIEE JIE
o =Jh A, OICIM O ZAS LAHM=X] AAISHH JISoH HE 2S0l Chst
AWS CloudTrail 2AXSt JINEE HIS
o HAE "2 X2 902 Zto| 22| OIIE 2E0E BE2=2 X3| Jis
e 90 0l&Ql 21 JIES NMEGHAHLL HIOIE OMIEE JIS6IHM HIE 2
o AWS Zl&AQ Y HiF 0lHE JIS6tn ZLIEHE
o ClIAAT} EFE FAE £46H=R "WikstL, HA 0122 =0 7& £4 4EE
. RASk= O =22 &
AWS Config L . R
o HOI QHIE H0l #3E 252 F&ok= Ol =20 k= 2IAA0 st 24 JIE M3
o oY BE0= REF MHIAR 2I4AA9| 1Y a=g JISstd, A2 Toitsk= Ol
HIE 2t
o CIAAN CHEE I HZ RotE 2A6H OIT6HK| 42 SIIH A= A
AWS Identity and oS3 H2I0ILL IAM gt 22 2|AATH QIF HIFOILE AZKIR SRE [
IAM Access Analyzer ETHAQI Hot 2jsig 2AMHF

« OiE NHIA= F= MHIAZ, B @2 RulklXl &2
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2) HESQI3 & Egi 21

AWS HIESI3 LIRIFC| El SES JIS6t 24I6k= Ol ARREICE AWS Z2REMNME HERID EdEE
JI=6k= IEAE HE6HAHLE ECi DIZEE Aol HIERS EHEHO| AlEE 22 MU= HSO=W HIERIS

2=E JIES £ UL HIEYS 85 =Xl o, 2O 2IAL ECHE IHE 24401l 24F0IC

[H 49] HER2 & EfH =10

Hl
[
1
HI
x
2

« VPC(Virtual Private Cloud)9| HEQIZ CIHHOIAS Sutst= IP EHT CHSE &M B2 JI=
o Emo| A4 ENX, IE, IZEE 518 = HE OEE HFO’S’ 2 A0
VPC Flow Logs HES3 =t a0 NACL(INetwork ACL) #AI2 2Est= Ol R
. O 20 QE MHIAZ Z2Q 202 M4 S3LE CloudWatch LogsOiI
MNEsH= HIE 2
« Elastic Load Balancer(ELB)Jt X2lét= 2E HTTP/HTTPS QA [Het EE JI=
« ZZI0IHEQ| IP T4, QF AIZELELBO SE AIZLHTTP &EH IE S

ELB AccessLog AN HES NS HE2HO0N ASS 2AGT CIMZsH: O AR
- oY 20= 222 Aol 4 JUOL} MAE 25 S3 KA KMEGH S3 XE HISO0| 2
+ Global Acceleratorg Sitst= HEXI Edi JI=
AWS Global o AIZRICl XIZIH QIXl, £A H EHI| IP T4, IZES S EY 23 FEE HIZdH
Accelerator Flow Log &Y HESRID ds2 2Mol=0 22 &
- " 2= F MHIAZR 25 Mot S30 XMEsH=e HIZ 2

- 54 -



—_

s OT2OIEUTIZY 25 PLAINSIT AWS SZI2L JlEt DFIR e

3) MHIAZE HyA/ES 23

2t AWS AHIA= RHIERI s =15 MA6H GHE AHIAC| ARZ IHEIN} B2 JIES &MIGHH =2

[H 50] MHIAZ dhA/ZS 213

= A0
=1 3= a9

L

« Amazon S3 HHl CHst RE QA JIE

Amazon S3 o =Jh O, O HAOZ HZIO| M| HZMEXI MRk HAO| AISE2
Server Access Log EAstl Hot ZHIE oiBsk= Ol &2

o Y BE0= REE 4SRN 4 JAOLLE 204 MEEE S3 HZ210| ME HIZ 24
» RDS(Relational Database Service) QIAEAMNAM MAL|= CIZst HIOIEHIOIA
=1 Tt
«  MySQLO| 2Bt 2| 21, il 23, PostgreSQLO| 21 S HIOIEHIOIA ds
EM 9 2R sHZ0 Eest FEE 21 AS
- oY 2= BERZ 45 4 QoL 237t CloudWatch LogsE2 MEEIN]
X O

CloudWatch Logs®l M& & 241 HIE &

Amazon RDS Logs

+ CloudFront %Xl EH0IMCE E0Q= ZE AIZK QEE JIE

Amazon CloudFront o QA AIZI ECI0I9E P, A= Y HTTP &tH Z= S CDN A2 HEZ2
Access Log EAMst0 Al SIEES XASH=E O 282 &

o O BE0= B2 243 £ JAOLL 271 MEEl= S3 H2Ql ME HIZ &

0z

« APIGateway=Z S02= APl QB0 CHet &Ml B JIE

« QFXL SE IL, X A2t S API £ 2t HI0IBE RIStH APl AIZEE
SDLIHESID SMES St Ol K2

o g 2= = MHIAZ, 27t CloudWatch LogszZ HEEI
CloudWatch Logs®l XM& & 241 HIE &

Amazon API Gateway
Access Log
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4) 5ot MHIA 23

ZTHEC! Qi Hot QES AESH JISsh=s 25 Myl 0l 2052 Hot SRS NSHO=E BLIEEGH

[H 51] =20t MHIA 23

] =
=132 a9

o AWS SEE0IM EIHAEL! 2giE Bt 21

AWS GuardDuty o EC2 QAEAQ CHSH HIZANQ! EHZ, HIZASIE IE A § AO|NQI 252 Al
Findings Z(findings) EEHZ JIS
« o8 NHIA= R=E= KX2lEl= CIOIEC| 2t Makl= BRI Zui0ll k2t HIZ 24t

o AWS HIE FHHO| HOt A B F4 HEHHE SEXNO=ZE HOlE
e GuardDuty, Inspector S 0{21 =22t MHIA| EIXl Z1IE St 0l =0t
Y HSBAOE 2l £ A

+ i MHIAE REE EXl Z210E £E6I0 246k= Ol HIZ 24

AWS Security Hub

« 2 OHZ2IAHI0IM 25t (WAF)0I &l 0HE2IHIOIMOILE APIOH CHE & RES
SLIEHEs JI=E
AWS WAF Log « SQL QM I=2A AOIE AIEE(XSS) S & SAHE ALt dAE 215 228
« o€ 2= R= MHIAZ, WAF 235 CloudWatch Logs E= S3 HAIC=

H&sh= Ol HIS 2y

o EC2 QIAEAQ} Z2 2|AAQ| F|9F

o Ol2fst 24 ZE findings' SHEH

o OHE AMHIA= R=Z InspectorIt

0x

£ AHoH HOF FOHNE HE Al QBN AISE AE
IZoH 2ot 2ot RXIE #Iolk= O =22 =

J
IAAS AZHoH FUHE EA6H= Ol HIZ 21t

Amazon
Inspector Findings

)
m
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5) AAE! 2 OHE2IAH0IM 21

EC2 QIAEA ZHOIY, Lambda g+ S BRE ZIaANA 2E H&8k= =2 QIO HE2IHI0IAC
S AIARIO| SEHS =IRIGk= Ol ARZEICE

[H 52] AIAE! & OHEZIH0IM 23

=1 7= Moy
o L[St AWS MHIAQH AF2AE EO| HEZIHIOIMUIM EMst= 2 &, LLIEHE, ME
« ZE1AEEN 21 182 Soll MAHECE 2E Zd|6HH, 01 J|HIoE &S

Amazon
CloudWatch Logs

MESIHLF [HAIEES D&st £ Q2
« ETE L7, ME, 2Mcl= Ol HIZ0! 2sHKIEE 22 EINE NSt 23 E2H5CB)IKlI=

S=2 A2 ‘EA

1%

4>
1o

o EC2 QAEAQ| 2HAM(OS) EOE ZetsHH, S8 Al 2raish= OIHIELE AIAR! HIAIXI JIS

o QIAEAQ| 2El FXILE AAR @BE FEGH= O R

o EC2 QUAEAQ AIAH 21 IHl= FE= MSEIH, 2£0IM HIZ =0l Jks

Amazon
EC2 System Log

» EKS(Elastic Kubernetes Service) 3 ECS(Elastic Container Service)lIM &L=

ZjolLiel 21 i
EKS/ECS
Contai:] L - OHE2I0K 29t AR 202 ESe, ZIENOILSHE OHB2HO0IMDl S5 AEHS
o SUIERISH: Bl B4

« i 20= =2 ZHI0IH 237t CloudWatch LogsE &R XME & 24 HIE 2
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3.7. AWS A1l [HE ZHI0I5 ZAt

AWSHIM= T2H0] 2B £ = HEAQ!I Al ALRZIQE CIED ACMH, Ol= NIST ERE H2F Al K|
JI0IE(SP 800-61 Rev. 2)0| ZAIE JIHIOZ ZHEIUCEL EHI0IE2 EH £&, A9 AH2| & MIH, AI=2EC
S5, A2 2E 28 S 2 EHUIM B0 £ JUAEE FEEI L

0l & £ HF0IM= AtD CHE0 21061 REst 16JH2] ZdI0IFS AL 2 EXI0IS2 DFIR 2 24 IQIE

R 271 X HIOIE, Al THS ZX RACZ IES 2 £ UACMH, DFIR 2 24 IPIE= SH0I5S AR 2

o

=
2 AAZI0| 7S & kst LIEOICE 2F AT R¥E S4I0152 CRE0H 2L

1) Unintended access to an Amazon Simple Storage Service (Amazon S3) bucket

Amazon Simple Storage Service(S3) H210| B2 EXO| 2= FHLI0, QISR 242 212 AZKHHIAHI HIOIE
ZZ20I 512=! AFD AHIOICE

S3= JI=EXO= HISH SEHOIKIEL 2 MLt MHIA 2FAlR SZS 2l H2! ZMOILE ACLE BiZdk=

MEUIM IAM =K EE= 2B ARRRH"Principal™: "™")0IH 2H=st 250l £0ikli= BTt QUL

[H 53] DFIR &8 B4 HOIE - S3 HZI0| Q=X (2 &2 Al

1]
HI
1%

>
HI
1%

ot
i

hY
e
AT
1z

Z2El S3 H3! AR HA (putBucketPolicy)0ll [ SIH &F

=24 =5 CloudTrail OMIE LH GetObject, ListBucket, 215 IP ==
Ak HHO| SHE 2Kl =5, HI0IH {Y, &2 =1 |P Ad
[HE &=t IAM Access Analyzer &Al ELIEE, Config Rule JIEt XIS EXI, S3 && #4 &l 43
[H 54] £2 21 2 HI0IE -S3 H2I0| 9|=X| &2 F= At
=2 HIOIE A4 g EX
OHIE R
CloudTrail H2 & g A2 2ioh B AR AlH
PutBucketPolicy, PutBucketAcl, PutObjectAcl S
AWS Config 2lAA SEH HHE 0 M 43 01 & 2 MY BHE =N
CuardDuty, R 22 M2 Te HEA B2 X
Security Hub
IAM Access Analyzer | IAM 33 QF L= i Al ERE A FX 3 HIRIT HZ EX
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Xt 12

BN 4F A 2HE

(Acquire, Preserve,

Document)

At 22|
(Containment)

A ®MIAH
(Eradicate)

il
1
!
10t
I
Il
z

(Post-IR)

wuxi=o 2y PLAIN3IT

AWS =2iRE JIE DFIR T3

[H 55] At [HE EXt 9 - S3 HZI9| 9|=X| 42 &2 At

£ Q|

CloudTrail 230IA H2! &% ACL, IAM gt B QHIE =0l
(PutBucketPolicy, PutBucketAcl)

AWS Config & DetectiveE Soll #1Z AR &2t2 =KHI(Principal) 24
GuardDuty ZE JHIOZ HIEY &2, APl 3= 01 =&td

270 3 87 AHLKS3 BM |JAM Role S)8 2k EH HAN EE

ok

S3 2£ = CLIE Soll HE=! &= A K

- Block All Public Access &gt

- ACLO| Everyone, AuthenticateUsers &3t HIH

- H2! BN Principal: ™" & Get*/Put* %A HIH

IAM 220K RF JIs40| /= K= SH(Key, Role, STS MIM)E
=& = KEE QIoH EC2 QIABEAOl IMDSV2 A&

aws ec2 modify-instance-metadata-options \

--instance-id <ID> --http-tokens required --http-endpoint enabled

[ =gy § T =1y =T o=

IAM 9=t HId B35t A2l BM(Trust Policy) £&8 & Role Detach

S3 K2 A %4 st 2EOZ SR

S3 H& 2f2|(Versioning) 2 MFA Delete gdat

S3 MHANIE &S3HSSE-KMS) A8 2 Object Lock &EOZ ANl/4~F EX]

&8 L= ARIE 2= HA/HENAM 872

B Ex 3 £ FT| £F MHEE

S B20| BRst B AE MBE URL(Pre-sighed URL) AFZ2Z [HA
DE IAM AIZXH & J| THEE 2 X4 25 HEH
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2) Personal Data Breach

AWS Config =2, CloudTrail, GuardDuty S0IM EX| L= QF HMEE SoH CIKIE £ JUCEL AWS 2HZ0HIM
JHCIBH (Personally Identifiable Information, 0I5t PII)Jt =& B2 KM, A2 38 8|, LIS EXEst
SHO| SOF Qo NI L= Ak AHIOICE

Pll= S3, DynamoDB, Lambda £7, CloudWatch S LiXet ZZ2UHIM =8 £ UOM, Hot ZH| &ELt

ZZ= B2 M, (HIE2RI018 23 JI= &4 S 218 @F K= 88 ER0DH Fx RICI0= AIEI,

[E 56] DFIR 218 24 TOIE - HRINE LZ AT
= sa 24 g

201 24 IAM #3t 0iCt & S3/DynamoDB &3 2F=Z 218t QIF H2 68
324 =5 CloudTrail OMIE LH GetSecretvalue, GetObject, 2|5 IP EIX|

Aok He| KREE HIOIE &=(PII BE), B2 =M, APl 3£ AIE
CHE st IAM %4 23t THAEH|, DLP-Macie JIgt XIS EHXl, Secrets Manager Ats &l 2tdst
[E 57] =2 23 9 HIOIE - JHeIEE Q= AtD
=2 HIOIE A4 st 25
OHIE 3!
CloudTrail GetObject, PutObject, ListBucket, PIl &2 & RCt [IRFE 3| 2ol
GetParameter, GetSecretValue &
VPC Flow Logs HIZA QIF Eiz EX Pll R= Z= &Y
AWS Config ClAA HM.ASH HH A IAM, ElAA &3 Bd AIE F=H
CuardDuty, X 28 HI2I} EIOIE &2 2 9 ol4 EiX
Security Hub
DynamoDB
' HIOIE LH PII et 08 Pll JI2 E= 20 Q= ol
CloudWatch Logs IOIEH Lo : | =
EBS Snapshot
’ TA EN2 2= B Q22| LK PIl &Z HIOIE ==
Hoa| oo H HIZE2l LH 10l ==
IAM Access Analyzer | 2zl #st Q2 & QIE FH| &= EX A0 201 7 g TIJoH =e 24
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[ 58] At [HE EXt 2 - JHAIEE RF AtD

Xt 12 ABH BHO|

e CloudTrail Z0IA PIl 2 AP| S=0HIE 20l
(GetObject, GetParameter, GetSecretValue)
Ej.' AXI Eltl E_’F_ -
= TE = * |AM Access AnalyzerE QIF FHl &2 2lgt & H2!
(Acquire, Preserve, . N .
AWS Config, VPC Flow Logs, GuardDuty Z1IE &l wkt 244K
Document)
Pll E2 FHIAE-Z2 A
* DynamoDB, CloudWatch 21 S0l &=l PIIE A8 5 211 18 AL HE

 IAM & EE= CLIE Stll @ HE 0| A2 SAl A
aws iam detach-user-policy --user-name CompromisedUser --policy-arn
arn:aws:iam: :aws:policy/AmazonS3FullAccess
e S3 2£ 3 &= A
- Block All Public Access &t&st
JUniEzE] - H2 MM Principal: ™" & D=3t 215t ARl
(Containment) o HIEH/RIE HE &2 il (DynamoDB/SQS)

aws iam detach-role-policy --role-name VendorRole --policy-arn
arn:aws:iam: :aws:policy/AmazonDynamoDBFullAccess

aws sgs remove-permission --queue-url <QueueURL> --label VendorAccess

e CloudWatch 23 & H PIIJI Tkl 2= £ AH| E=
27 8z J|Zt B 43

o |AM 92t NN BERst B A2 M L£EOZ STS MM KtEt

o EC2 QIAHAN 1A= A= X IIHA WA,
IMDSv2(Instance Metadata Service v2) HE9Z MHIEHHIOIE == X
aws ec2 modify-instance-metadata-options \

--instance-id i-0123456789abcdefd \
--http-tokens required --http-endpoint enabled

e DynamoDB, Lambda S HIOIE X2l Z=9| FIZEH EE 5t L= AR
aws dynamodb update-item \
--table-name MyPIITable \
--key '{"UserId": {"S": "123"}}' \
--update-expression "SET pii_field = :val" \
--expression-attribute-values '{":val":{"S":"[REDACTED]"}}"

s
(Eradicate)

tot
=
ux
ol

e Secrets Manager % Parameter Store M&EZ & 3|-HIZH
o SRR HIOIE SR KA A2 = WY L= WA 2| 0l JIEt 8537 43
A o Q=E PI I CHSH HIOIE F=HI SXI & FHIJI2 210 43
(GDPR/INQIEHHSE &=4)
o THE HXIE 2/3t IAM Role %14 &5t A3 THAH, PII 2F
tE EXl(Macie/DLP) 23t

il
1
!
10t
I
ol

(Post-IR)

m
tot
1A
[

- 61 -



s QIROIE|LIRIZ=) @ PLAIN3IT AWS Z2IRC J|Et DFIR T3 g1

3) Credential Leakage /Compromise
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4) Web Application Dos/DDoS Attack
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5) Dos/DDoS Attack
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6) Public Resources Exposure - RDS
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JUng=r « CodeCommit M&E4 &= 28t 3|4
(Containment) . S3 =2 M KIS I ™2
o s di= ZIAA(MEA, H2, 3E 2 2tA) EiZ & “Quarantine” HEAl
o QE HAIE TFEJE AN LR KR SR AY 5 EH &td

« HIQIDH AR, 2eiK], EE= QEHME K|H

o LEE XEE Y L ATH I 2F HA
el

At ®MIAH N
. o IAM Role, &% Access Key, Secrets Manager &= &2 3 Eg|
(Eradicate)
o XIS3H OHOIZEIRI0ILE HHE ATEE LH RF Z=2 WA
« CloudTrail2 &8 R= H/AZ APl == 018 AE
o HY XME4A JIECE TE THHHZE
o gEH2 J| & = i 4£F
E3 % 35 XK

(Post-IR) o HOF AA THAZ (S3, CodeCommit, CloudTrail, VPC Flow Logs st &EH =t91)
o JHEXH HIE MFA 243t 3 HIZHs THAR
o 2 27 A FSH 0BI0IE ME (S3 Evidence Bucket S)
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9) Ransom Response for EC2
AWS EC2 QIAEATL S0 ZIEEI HIOIE 2=l AHIA BE = =8 27 HAIKITH EXIE Ald
ARHIOICE. SZHXH= =2 T2 X SH(AM Keys) EXILE F|ofst 2129 BL(SSH/RDP)2 Sl A6, EBS =8
=3t S3 HIOIE 4K, EE= FJt LI OISC= OIE2 £ RUCH AlSst 22|, SH BE, =7 AIE A20] o4y [

IQIECE
[E 771 DFIR & 24 ZOIE —EC

2 T- [ e |
2= sHAl BM i
RO 2N EZEl IAM Key AEE, £(9F8t SSH &2, DIAE IHAIZ lst 7| 2
=4 =25 CloudTrail &2| EBS SstARAF ATl EC2 LHE st IZNIA, 2 C2 S
Aok He| EC2 AMHIA O, EBS HIOIE £53k&4, IAM K 8% =
e 2kt HHOY X}S3h & Q@IZI0! Hat IAM Key FII1E ZAL IMDSvV2 23t
< VPC Flow Logs Xl& £&, EDR JHt &AI2t 2t EFX|
[HE 78] £2 23 & HIOIH -EC2 sHAIH 2
22 HIOIEH &4 s EX
EC2,EBS, IAM, KMS 28 API == SZAUKI0 ISt QIAEA MM ARHAF AR
CloudTrail (RunInstances, CreateVolume, EncryptVolume, == orss) = Ho| AX ' '

DeleteSnapshot, PutBucketLifecycle)

CPUUtilization, NetworkPacketsOut, CIOIE R, =3t TZMA &8

CloudWatch Metrics . .
DiskWriteOps HIZAA 2l4aA 2ot A=

QIE C2 ANH K= SHR IPRIQ|

St 08 =l

VPC Flow Logs VPC W HERIZ E2HE S8

ec2-instance-no-public-ip,
AWS Config ec2-volume-inuse-check,
ebs-snapshot-public-restorable-check S

Ze MY, 2izst I=NA,
LHe SH =

[
0x
H
m
om

EBS Snapshot ZElAl ZAH 0|0l
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[E 79] Al [HE &AL @2 —EC2 2HAIH 2
Akt P2 ABH BHO|

+ CloudTrail2 Soll OIHIE 2 A, (XL API B2 A1E

Al
- RunInstances, CreateTags, EncryptVolume, DeleteSnapshot S IE O

g0l
SH 2T X ES + EBS EE= Edlolf ARN &4
(Acquire, Preserve, aws ec2 create-snapshot --volume-id <EBS_ID>
Document) --description "Forensic Snapshot before isolation”

«  AWS ConfigliA HIEA J& HB(SHH IP 20i, IMDSv1 A S) 01 =l
o S3Evidence Buckettll 20 & AHHAF HE (HEZZ] + KMS 255 ME)

o 2 OIAEIA HIEQIT KtEt
- DE EHT KtEt HOF TOF MY
- JI2 egress 7&l MH & QIAEAQY o1
aws ec2 modify-instance-attribute --instance-id <INSTANCE_ID>
--groups <ISOLATION_SG_ID>

At A e AutoScaling J& = ELBOI &1ZE ZEL 2l
(Containment) aws autoscaling detach-instances --instance-ids <INSTANCE_ID>

--auto-scaling-group-name <ASG_NAME>

aws elb deregister-instances-from-load-balancer --instances <INSTANCE_ID>
--load-balancer-name <ELB_NAME>

+ EC2 Systems Manager(SSM) L= EDRE Stl HIZ2/ZZ2MA B2 S
Sl SH o = 58
o 2% OIAEA T |{EQA A7

——

SAX C2 1P JIEE NACL R 2 HE, ofyd AZJEE, HIFE, AH=E2 WA

+ NACL &4 & HZ 2Xt

- Amazon VPC 2& — Network ACLs — Create — Inbound/Outbound Rules

AL RIH -
(Eradicate) "
-loC JIEt IPCIDR 28 — "DENY” &8 = Subnet0ll 12
.« O IAM AISRHIZLUNIA J] A S AT
aws iam list-access-keys --user-name <User>
aws iam update-access-key --user-name <User> --access-key-id <KeyID> --status Inactive
e OIOIEH 87
- CloudEndure Disaster Recovery &
— B 2 01X 27 AE MEf S QIRE =8
- Y HIOIETJt LZ2ALIK] AUE=X BE T 22 4
o QIAEA THHHIE
20 g 54 x| - AE[E £ U= AMI EE= BHH EBSE M QIAEA MA
- JI=E OIAEIA =2 XN . FHA|
(Post-IR) JIE CIABEA BEF & |AM-KMS J| ZAl

AM M THAE & Eel

o
- BE2GLt &t K4z Al XA S IO

e FJ| DLIHE % ol
- CloudWatch 0l& AZ(HERIZ =
- Prowler-Security HUbE &8st d

- 75 -



s QIROIE|LIRIZ=) @ PLAIN3IT AWS Z2IRC J|Et DFIR T3 g1

10) Ransom Response for RDS

AWS RDST} i1 SZ0l CloH HIOIE st AR, PEH ARA QE AT 2H4485H AL ARHIOICH SHKK=
IAM 3| &%, SIH=l RDS AEIHQIE - Z|Ofst EHZHIM(Security Group, Public Access) S2 &0 DB
OIAEIAN| FZSH, AR MA-2SS-AT| S| APl =S Sl HIOIEIE st =88 @72 St RDS=

EC2HLCH XiSzt=! 8iH-=21 IS0l ZISERIEE =71 21 EFHINIAC] EfXIQt i B2 HS0| SHAOICH

[H 801 DFIR & 241 IOIE —RDS A 2

=2 SHAl 2N o=
2101 2A Sl RDS AEIOIE, ofst OIF |AM Key %] EE= #(QFSt Security Group &3
N CloudTrail@l createbBSnapshot, StartExportTask, DeleteDBSnapshot OIHIE,
R RDS 211 LH CH 2I-AH 9=, Q8 P &2
Aok He| CIOIE 2=sh-AtHl, AL RE QF MHIA S0t &EH 24
e 2kt Deletion Protection gdzat RDS 2=zt & [IE AZ W |AM %|4 2I5H ZH

< AWS Config & Security Hub 7&! &Al DLIEZ, e 22M FI|N A5

[HE 81] £2 &1 & HIOIE - RDS sHAIH 2
=2 HIOIE &4 st 25

CreateDBSnapshot, ModifyDBInstance,
CloudTrail DeleteDBSnapshot, StartExportTask,

HAROl ARHAF MAAR|LHELHD| B2,
7|
ModifyDBClusterSnapshotAttribute -

CPUUtilization, FreeStorageSpace, 2izst IZMA &3 HIOIH 2= &35,

CloudWatch Metri
oudivatch Mietrics NetworkPacketsOut AECIKl =2 B

Q= IPOIM RDS HEZQIEZ &= A,

VPC Flow Logs VPC W HERIZ E2HE S5 bi= =0l AN S OlA EFT Al

SE AR 2391 THEF 22,

RDS Database Log Error/General / Audit Log Export ®2 &Iz o= Stol
oo 2o T |

rds-logging-enabled,
AWS Config rds-storage-encrypted,
rds-snapshots-public-prohibited &

of

—

R
QtJ

=

0
om
HL

orsst T A 2

o

1=
0y
[IH
0N
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Xt =2

EH LE A EHE
(Acquire, Preserve,
Document)

A A
(Containment)

AR RIAH
(Eradicate)

[H 82] Al1! [HE 2Xt 29 —RDS A0 2

CloudTrail0llA HIZ& ARHAF MA/AH| OHIE ==
- CreateDBSnapshot, DeleteDBSnapshot, StartExportTask &= 05 20l
- LETE 1P, B2 XH=(Console/API/CLI) & £ A2t JIE

AWS ConfigQl 2l4&A EIRIZIRIHIM E4 &E E&
- rds-snapshots-public-prohibited, rds-storage-encrypted S
RDS Error/Audit LogE S6ll FEt 2101 Al & SQL Y &g 0if 24
(ALTER/DROP/EXPORT)
VPCFlow LogsZ 2IE &= IP,C2 AH JIs4 EX
E ZHE S3 Evidence Bucket(l 8 & 25SHKMS HE)
RDS M&= &2 Kt
- 2£& - RDS — DB 2IAEIA MEH . Connectivity — Public access "No” &3
Hor O A
- 518E! IP 2I9| QIHIRE/0I2HIRE 7= MIAH
IAM & HE
-RDS 2t 05t #5Hrds*, **)8 ERst Az AIZRH &5t MIH
AL Export SE
- &8 =9I StartExportTask £ =X
aws rds cancel-export-task --export-task-identifier <task_id>
AWS Config & &gt ol
- rds-snapshots-public-prohibited, rds-instance-public-access-check
HIPIOL ARMAF S OIML|X| 242 DB 2|44 KA
- 2£& — RDS — Snapshots — Manual snapshots — 4Kl [H& AMEH
— Delete Snapshot

HER3 loC JIEt RIE
-VPCNACL & — 32Xt IP CIDROI CHoH Inbound/Outbound DENY =& =7t

1AM X2 B =3
- LE JHSA0l s 1AM Key 241
- DEH MAEI |AM AR ALK

aws iam update-access-key --user-name <user> --access-key-id <key> --status Inactive
CIOIEIHIOIA 4tHI Es5(Deletion Protection) IHEHASEH

- 2 DB QUAEAN CHoH &Kl X £4 &3

aws rds modify-db-instance --db-instance-identifier <db_id> --deletion-protection
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Lkt 22 ABH

02

=
o}

o A MHIOIH &5 = S&
- CloudEndure Disaster Recovery L=
Ats 8A(AWS Backup, RDS Point-in-Time Restore) A2

- 57 Al ZE! HI0IE MHER SXIE 2l ARA FEY =01

- A7 RDS QIAEIA HHE
- NZIE 4 Qs A =), HOF IIAM O KHZE S HE
=79 54 XK
(Post-IR) - 1AM JIZE 3| 2N 2 2 st

- TNl HAIA 3| ZHI0IM L
o HOt Y XS A
- AWS Config & Security Hub & 2H&st
- Prowlerg S8t &J| &&
(extra723 - 3 AEHAF EX, extra735-RDS 53t =01
group13 - &Kl RDS =9t A
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11) Ransom Response for S3

AWS S3J} g
IAM 3|,

HeRl0f 22

Szl S3 K2, THE=E! &2

KIEH &3 oA, S3 APl =

CIOIEE == I6EHLE ARISHTE

F

=

Iz

;
HI

0H
N
rlok
A

EZE |IAM 3| EE= DSt 2t J

[H 83]DFIR & 24 IQIE -

S3 Access Log®| [H2F DELETE/COPY 2

02
0%
g
10

25| MKl &t=3t HIOIE RE

=, =

SoHl CIOIEIJH ARl & 2AZ2AC|HLE IFE REE! Al
L

&, MFA DIXS

Ul DIafo} G ARAY A4

AHIOICE

= #lot HE S= Soll 26, F= APIE &0l

— —

=R

,S3 THEE! &= Kt GHAl

CloudTrail@l DeleteObject, DeleteBucket, PutBucketEncryption,

o

S3 Object Lock-Versioning &&st MFA Delete E&, Config-GuardDuty 2LIEZ,

IAM %|& st B =4 CloudTrail Data Event Logging &gt

HI

—
o

CloudTrail

S3 Server
Access Log

CloudWatch Metrics

AWS Config

IAM Access Analyzer

[(H 84] 2 =1 & HIOIE -S3
CIOIEH &4

DeleteBucket, DeleteObject,
PutBucketEncryption, PutObjectAcl,
PutBucketPolicy, PutBucketReplication

L&IHRequester), 2 IP(Remote IP),

QA QBI(REST.COPY.0BIECT, GET, DELETE)

NumberOfObjects, BucketSizeBytes,

4xxErrors, 5xxErrors

s3-bucket-versioning-enabled,
s3-bucket-default-lock-enabled,
s3-bucket-level-public-access-prohibited,
s3-bucket-server-side-encryption-enabled

s3* L= QIF 3R EM(Principal:*)
st o
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Xt =2

BN 4 A HE

(Acquire, Preserve,

Document)

A A
(Containment)

AR RIAH
(Eradicate)

@ PLAINSIT

AWS =2IRE J|Et DFIR T

[H 85] At [HE EXt 29 —S3 M 2

CloudTrail 2ZJ0IA HIQIJE APl == Al
- DeleteBucket, DeleteObject, PutBucketEncryption=Z 0 =0l
- =X IP, UserAgent, B2 ZZ(API/Console) =&

S3 Access LogOllA S2iet 212 IP- BRI st H4X REST.COPY.OBJECT,
DELETE @& =0l
- [H2! Al = OIOIH RF 0R 24

AWS Config =& 2lEt LHY =0l
- s3-bucket-versioning-enabled, s3-bucket-public-write-prohibited

21 5 278 A3 S3 Evidence Bucketlll 2
(SSE-KMS &5t 3 HE 2| HE)

HES A2 KIE 2 & [ist

- 2& L= CLIHIM £Al Block Public Access &3
aws s3api put-public-access-block --bucket <Bucket_Name>

--public-access-block-configuration "BlockPublicAcls=true,IgnorePublicAcls=true,
BlockPublicPolicy=true, RestrictPublicBuckets=true"

IAM 25t Hist

- D3t 53 2SS JIEl ASXUHE AE6 Hiztdst

- 2E AIZXF E2 HiEt 2 MFA HE8

H2! X AE

- Principal: *, Effect: Allow =g} &9l &= HIAH

271 HE

-S3 MH %MNA 23 H CloudTrail 218 Yk HIOZ =ZAt
HIQIOF 24Kl S 212 Argt A
£ - S3 - HA - Objects — Al OFH(Delete Marker) =21 2 XA

I ro

S3 Azo M =Z2
- SR Cloh BiZ=l &
- J&HQI SSE-KMS £

=3t A& (PutBucketEncryption) 87

LE= SSE-S3 &3 MAE

HI2ITH IAM Xt 53 2 Role 2Kl
L=

- aws iam delete-user EEE= delete-access-key= AE6H SZKF M4 HEA A2|

HESIZ JIEr Xt

- CloudFront, APl Gateway S1t QHE 2E Q= Z= A8 = T
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Lkt 22 ABH

0

¢l

o HX 24| 2Kl =&
- Versioning szl H219| 01X HAEWIAM &4 HIOIE S2
aws s3api delete-object --bucket <Bucket_Name> --key <Object_Key>
--version-id <DeleteMarkerID>

o ARE H2 B3
- S 0IECE THMA = WXt 2I™ =RI(Cross-Region Replication) H2! K=

o=
BHY H2U0IM CIOIE S2
B3 % 3% ZXK
(Post-IR) » CloudEndure Disaster Recovery 3 Higl =l

- SHEAIO 24 01X AECE E&1 KIF ME!

- QI HHY £2M(Veritas, CommVault S) A2 Al gl 2

i
%
tot
5

{or

i

i

o HON AWM g}
- MFA Delete & Object Lock(Compliance Mode) &t&st
- 1AM Access Analyzerg Edll I8 SR 44 EH
- AR 2™ XS 23 Z43HSCP/Control Tower &%)
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12) Unauthorized Network Changes

AWS AHAE LH Eot 15, NACL, 2IRE, HIOIEJOl ENI S HIERIZR KA FEL EE= OJAl HZ0| 2Hist At
AHIOICE & £ Sl= 2lAA MA(EC2, LB, NAT 3), 2ot T1F JHEY, 2IRE B1&, HIE =3 S2 Soll ALIE I
2 RUCL

[H 86] DFIR & 24 HOIE _ [{EQI3 XiAF BE 81 At
72 SHAl 24 o5
20 24 EIZ|/QEE |AM X S, =gt ot ZM WA £01 0|ES, [aC II0IZER! @S
N CloudTrail@l Security Group/NACL/Route/IGW HZ i & RuninstancesE 52 2T AN
s Flow Log@l Al 25 Sl
Jok Ho| QIF = =lff, EfE R3I/JI=Z1D], HIOIE RE Z=2 M4, HIE =3
— XA #ohASHEEH, A 21X CloudTrail/Config/FlowlLog &Al &4st
o EventBridge &AIZt EfXl, SSM XIS 8, HAZZ|(CAB)-EHZ-CMDB &gy &2
[H 87] &2 =1 & HIOIE - HERA Rirt BEE B1A A0
22 HIOIE A4 s 55
Authorize/RevokeSecurityGroup*,
) Create/ModifyRoutex, LIHARI/OCIM HEQIE Control Plane
CloudTrail . N
reate/AttachInternetGateway, HZAS si=X| =X
CreateNatGateway, RunInstances
B M §I8/HE EfE SE Hiu,
VPC Flow Logs ENI/VPC/Subnet dil EHE J|=S ol EAI giE B0l
Security B2 EFRIZION OIF AJEH ARt
AWS Config Group/NACL/RouteTable/IGW/ENI 74 HI=A EIJ\/\'*'”‘ '
SIAED) ST e
CloudWatch NAT HIOIEYIOIALBEC2 HERIZ XIH Eflm 2Z/014 ZE A2 S 29 g% B

Network Manager,

= 22 2
VPC 34 EEZ=XEE &2
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Xt 12 ABH BHO|

CloudTrail 2ZJ0IA HIQIJE APl == Al

- AuthorizeSecurityGrouplngress/Egress, Revoke*, Create/ModifyRoute*,
AttachinternetGateway, Runinstances = 015 =0l

- &1L sourcelPAddress, userAgent, 2™ ==

EH 28 ' BEE « AWS Config Bl4AA EflZtOI
(Acquire, Preserve, - HOoF 2 JAl ZIQE HIOIE, NACL B F/E AEH 244
Document)

e VPCFlow Logs ARAF HE
- B AIE +(&/F) 2A12F THEIM HE2t S3 ZH H20 SA

o g

- NAT/ALB/EC2 HIEQI3 XIE(BytesOut, ActiveFlow, 4xx/5xx) &E&

el

—

HO
Jot

o HICH JHE Hot OF Al WHI(Z2l Security GroupZ HIRIE),
R Al NACLDENYZ =7}t Ktet

AT 247 o QA BIAA MMX} AH(CloudTrail Runinstances S)
(Containment) — S |AM AISXY/et 2ot HISHER Detach L= AZ| 2 XIEH

. T2 29 oy A
- 2Rl 2I9E WD HIZASHRS ZR2 2Nl HEN
. HIOD} i ple

—_Oo ==

- AWS Config 0IF && AL JIZEOZ Security Group/NACL/RouteTable/ICW

SH =+
I ey s
- & 4 Ql= EC2/NAT/ENI/LB HMIH, 01 Security Group/Key/Role/EHd &H
» CloudTrail HEE
- &7} 2t #&(AssumeRole, Attach*Policy) & & S5 Q2 =0l
o ANHIA B2 2 AN F&st 2I(ALB/NLB/Route53)
+ CloudWatch Alarm 34
- NAT BytesOutToDestination, ALB RejectedConnectionCount,
EC2 NetworkIn/Out, Flow Log J|Et EIX|
= % 25 2K . XIS EXI/KIE 25
(Post-IR)

- EventBridge — Authorize/RevokeSecurityGroup*, ModifyRoute* O|HIE
ZAl 28

- AWS Config #&l(Eer & Mt JHe, M=E ZE)
+ XIS £&(SSM Automation)

- Security Hub FSBP &5t
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13) GuardDuty: PrivilegeEscalation-Kubernetes:PrivilegedContainer

Amazon GuardDutyJt EfXISt EKS SHAH LH #ist

AbLS
oo

ZHEH ALOE EfXISH ARHIOICE S2Kk= 2i2| &SH0]
Root =It0| ZHI0IH(Privileged Container)E

O= 0|02 Jis40l UL

25l OIDC 213 B, Privileged ZHIOIL 518 &

8&, GuardDuty EfXIl O[HIE

sio =5

8t &5 (PrivilegedContainer) EfXI

I=6HH 20iEl IAM Role EE= Kubernetes HEZ So
ASHSIOZ N SHAH IO, HIOIE R, R HERR && SAH S
[H 89] DFIR && 24 HOIE —EKS Sd1AH LK
=2 Al 2 oig
2101 24 TESH ServiceAccount/IAM Role &8t @
34 =28 Privileged Pod &f®f, HIE& RoleBinding-ClusterRole
Bk HO EKS STAH MO 2], HE HERD =&, HIoOIH RF Jts4
e 25t RBAC %|4 #st 1% & Privileged 2= KHH,
=° Secrets Al 2 TL|E{2! 231 GuardDuty & Config 7%l X% &3
[H 90] =2 271 % HIOIE -EKS S21AH LY 2ot &5
=2 CIOIE &4
GuardDuty o =t o
EtXl OIHIE
Findings CuardDuty S 0 R

CloudTrail Log
CloudWatch
(EKS Audit Log)
AWS Config
Security Hub, Detective

A OIEIME (EBS
Snapshot,
ZHIoOIH 23 3)

AWS HE W APl 2= 21

EKS Control Plane ZAt 21

Ly

2lihA HE 0

B 0= 2 7 I 2

GuardDuty 93H EfX| Zut 24

$H £E OA3, SEY =3
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EKS, IAM, STS 23 AP| &= &

Rt 5% AS Lo =5

Y=}

RoleBinding/ClusterRole Hi&, API =,

MHIA HE 25 A
SHAH 2 IAM ElAAQ| 87 HA 0F =0l
HE, 2™ Bl 2 &2 24

ElohE! ==/PodQl T, TZMIA, ZIE,
HESRZ & S EH E&



sk DROEITZ 25 PLAINSIT S39C JjHt DFIR TS g
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[(H 91] At! [HE Xt 29 —EKS ZS2AH L 2ot &5

Xt =2 &

0%
OF
T

10

¢ GuardDuty Finding J|BtO=Z EKS S2{AH, Pod, User, Node A&
e CloudTrail % EKS Audit LogZ AP| & & =ot HE LY 24
« Pod ZHIOIH 23, IZAHA S5, HZ M2 S 2124 HI0IE &

X 48 U 2E

(Acquire, Preserve,

Document) -
« ZH HZ=2 2Qloi EBS ARAF M4
o It Kubernetes AEXF XIEH IAM Role X &9 Al
AR 247 « EHNI=E Pod ZHE| E= LAl X
(Containment) « 2/H LE Cordon HE(AIF AHEZ KIEH
« ConfigMap & ServiceAccount OHE 2tH ZE
+ Privileged Container 44 2191 24 (A2%El RoleBinding, ServiceAccount &3t §)
At A . N
J'. « HIE& |IAM Role ¥ ServiceAccount &Ml tEE &t =4
(Eradicate)
« CloudTrail JIEIOZ Al ElAA MA QI B1F o] =0l 1 FE|
e Kubernetes RBAC & THEH|
E71 gl 54 XK e OIDC 215 #EH, Secrets 44l
(Post-IR) » GuardDuty, Security Hub, Config =& TH&Z!

»  Kubernetes Audit 21 &J| 2= &3
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14) GuardDuty: Discovery — Kubernetes/SuccessfulAnonymousAccess

Amazon GuardDutyJt Kubernetes S2{AEUHIM QISEIX| 42 AKX CloH APl RE0| 43&0=
== EIXISH AIHIOICE Ol EfXl= Kubernetes API MHC| 213 &2 5IE(Anonymous Access) £&0| Z=EI
22 AARSHH, Ol 74 2@F(Misconfiguration) L= X 3% E%|(Compromise) 2 OIE £ QUL

g

$0

[E 92] DFIR 2" 24 TQOIE — Kubernetes SSAHNIM ASEIX 242 ALZXI0 OISt APl QA
=2 Sy B4 g5
glol 2AM Kubernetes RBAC 274, system:anonymous 812 && X, APl AH C1Z & OIHE
24 25 ol AF=XHsystem:anonymous)2| APl ZZ, ClusterRoleBinding H& 21
ek || SAH MHEHIOIE RF, Pod/MHIA X &, It AQIOZ0| =t Jisd
e &3t ol &= KteHanonymous-auth=false), RBAC && AtS3t GuardDuty & Audit Log ZLIEE 25t

[H 93] &2 21 & HI0IE - Kubernetes SAHUIM ISEIXI 42 AR 2lst APl 2F

7= CIOIE &4 st =X
GuardDut ol Ak=ZXHsystem:anonymous)Oil 2IsH
e GuardDuty EfX| OHIE SEE AP| OMIE Al 2 3 K| Tt
d (IP-ASN-Region &)
CloudTrail Lt AWS HHE LH APl 3= 21 EKS 221 API =8 01 2
oudiranteg = === IAMSTS 221 25 =5
HIZ& API S,
CloudWatch | . == -
di Kubernetes Control Plane ZIAt 21 | RoleBinding/ClusterRoleBinding Hi&,
(EKS Auditt Log} oz AR FZ Lot ol
. EKS Cluster, IAM Role, Security Group S9l
AWS Config glas 83 W 0 HiZ 08 9 Al ofHt £
EXIEl 2 AP =1t CE 9la &9

Security Hub, Detective | GuardDuty 91H Zdt &2t 24 otapy T}

A OIEIME (EBS o5 BME QIS AIAH Y BH HE W
EKS €A E A 0I0IX
Snapshot) i H OlDix! B3 0" 23
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[H 94] AI1! [HE EXAt 9 — Kubernetes SAEUIM QISEIXI 42 AR 2lst APl 2F

Xt =2

EH 28 H HE
(Acquire, Preserve,
Document)

A AZ]
(Containment)

A ®MIAH
(Eradicate)

il
1
!
10t
I
Il
z

(Post-IR)

o~

0%

Q|

GuardDuty Finding JIEICZ EKS E&{AH], Pod, User, Node A&
CloudWatch(EKS Audit Log)Z system:anonymous APl & A& & 244 BF @It
CloudTrail Z0IM EKS & IAM 23 AP| £ LY ZE

EBS AR S 2 ZH HIOE 2&

system:anonymous AISXt Al BR4E ZE

- 29 QFA0| SICHH Ad FZE Hizdst

- OZ2ENM = Hok0| AT HE & 23S 2

RBAC _U\'I I-ID-I

- rbac-lookup =7 S€ &80l system:unauthenticated

= system:anonymous &0 £0{El ClusterRoleBinding A&
- EE@st HIRIE RIAH (system:discovery, system:basic-user &)

SHAH 22IX0H B2 siEt S X 52 2kt AS
CloudTrailE &&dl £I2 9022t EKS 22 APl 3= LY &4

- CreateUser, CreateRole, AssumeRolex, AttachxPolicy, GetxToken

- Runinstances (PassRole &gl & AR 2lAA MM AP
- JIZ BlAAQ| A .AlH EX

[®)

I H=0l 2td=t=l RootCause =21 (API Server €&, RoleBinding S)
Z 3t ClusterRole % RoleBinding KIH

IAM & ServiceAccount X2 S Al

ﬂHII_I

RBAC %4 23t 2IE HAE % systemianonymous AlE It
API ServerQ| --anonymous-auth &% Higrdst Z2E
CloudWatch JIHt EKS Audit 21 &J| HE 243t
GuardDuty, Config, Security HubQ| EIX|l 7&l Al &3
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15) GuardDuty: GuardDuty: Impact — IAMUser/AnomalousBehavior

Amazon GuardDutyJt IAM AKXt EE= i (IAMUser/Role)Q| HIBAZRO! APl SZ2 ElXISt AHI0ICE Ol=
TAQ}HIOIE K, A, 2, HYSHAIER 2EAEI AP| THEIO| EIXIEIRNSS AAKSILE,

[H 95]DFIR & 24 TOIE — |AM AIZXI L= 0| HIZEHQ! APl ==

= Al 24 g
210l 24 IAM AIZX} = Role0l XIZi 52 =%, DiEst A3t H0i, XIS8t ASZE oL

=4 &5 HIZ& API| SZ(peleteSecurityGroup, PutBucketPolicy S), |IAM & L& Access Key M= =5
gk Ho| HE LH 2IAA B2 MHIA SE HI0IE 224 gl
S &gt IAM EZ HMIo MHE>H, Access Key FII1H 24!, GuardDuty/CloudTrail &AI2H 28 St
[E 96] =2 21 9 HIOIE - IAM AKXt EE= 9dsto] HIFAHEQ! AP| 5=
22 HIOIE A4 st S5
GuardDuty HIZ& APl == EXl 2H &
- GuardDuty EXl OIHIE o . -
Findings Y SE FHI(Principal) =l
. - OHE IAM =RI9| FKl APl = LY &
CloudTrail Log AWS HE LH APl 2= =1 OI&t BE AR 24
VPC Flow Logs HEQR E22 JI= QIF 2 IP, IE, EfT IHE 2A
53 Server S3 2K F2 23 GIOIE X 2 ANl QF ol =l
Access Log
. IAM F S3 ZxM Hot 18 S
AWS Config glas 8F HaE LY S ez A
Security Hub, S5t AFZXHEIT0IN 2HAst
y. GuardDuty 91H| EX| &22A A
Detective CHE H=HQot O[HIEQLS| QiH|A Tt
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o1

(H 97] M
Xt =2

X 48 U 2E

(Acquire, Preserve, .
Document) .
At 22|

(Containment)

AR RIAH
(Eradicate) .
E7 Y 54 K .
(Post-IR) .

[HS Xt 22 - IAM AIZXE = 92| HIFSAPR! APl 5=

GuardDuty FindingsE Sdll HIZ4 APl T Q& 2

Z= FHI(Principal ID, User Name, ARN) 418

CloudTrail2 SoHl si2 FHIQ| £I= 9022t RE API &8 Y =t
VPC Flow Logs, S3 Access LogZ IP-E2i® 2 HIOIE &=
GuardDuty Finding0l 2raist AIA 50| 215 S30Hl Yo SH E&

29 ozt Wt

-IAM AI2X} = Role0] T2EM YTARCOH AR Z0IX| 2ol
- ZAI HIEZAS Al MHIA SEO| 2HaEt 4 o0 N 2
st 7|2 B et
- BT st ey

aws iam list-attached-user-policies 3 get-user-policy HH

- CloudTrail 21E 2& L= S32 g
=S MIH K

- Access Key HIEHst

aws iam update-access-key --status Inactive

- 1AM E# Detach
aws iam detach-user-policy --user-name <user> --policy-arn <arn>

- IAM Role?| &2, lookup-eventsZ AssumeRole AI2XH =& & ZAHHE K&t &HE

CloudTrail 23 24 (Athena JIh)

- Kt 902t HIZE 1AM =Ml BE API &5 2| &3

- OIZ HIOIE &2:S3 GetObject, DescribeInstances S

- AT 2lAA MAIEC2, Lambda, RDS, CloudFormation, Beanstalk

- 1AM 23 g|AA REL CreateUser, AssumeRole, Attach#Policy, GetxToken
- JIE BlAaA Al 2 4F: DeleteBucket, UpdatePolicy, UntagResource

EJ} R =W MA e S0l

- CloudTrail OIHIE LH Ot2H OIOIXI == EXI Al SAl Kt
CreateAccessKey, CreateRole, GetFederationToken S

HIZE 2las Eel

- AR MAst IAM User, Role, EC2 QIAEA S HIEtds) L= A
- BAHE| B QI OjAA AR

[y )

IAM AIZXH-AO| %4 &3t IE|(Least Privilege) A

Access Key &l 3 25}

CloudTrail, Config, GuardDuty £ &J| 2& & &2zt EfX| XSt
IAM Z& HZ O[HIEQN| CHSH SNS & 7l =T

—_

- 89 -



—_

s OT2OIEUTIZY 25 PLAINSIT AWS S2ISE JlEt DFIR Zgel3 oix

16) GuardDuty: Execution — EC2/MaliciousFile

Amazon GuardDuty@| Malware Protection A2H JIS0l EC2 2IAHA LHHIM 24 MIKS EXRIZ [H
2Hi5H= AIGIOICE Ol Effl= 6HE QIAEIATDL 0l0] ZlGHTIRIE JIS&0l =22 l0IsHH, 2t MiIo| &=, =& ID,
2

Al
2 E2IA 2121 S2 GuardDuty Finding MISEZ0IA 22! JIsSICE

[H 98] DFIR Zt& 24 HIOIE —EC2 CIAEA LHHIAM 24 T EX
2= oAl 2N o=
2Ol 24 EC2 QIAEIA( HZCEE Of M MY, Z(QF5H MHIA &, 28Rl AMI = S3 QEHE Al
E— GuardDuty MalwareFinding, CloudTrail &9| Ol&l AP| &=
s (RunInstances, GetObject, PutUserData S)
Pk HO| OIAEIA |HE ot AlEH AIAHRI 2lAA AZ(CPU/MIERD), lateral movement Jis4
e 2kt EBS Snapshot At=3st B Malware Protection &AIZE A2H 2ASH
=< IAM Instance Profile %4 &/8tst CloudWatch JIEF CPU/HIEQIR Ol& EX| &E 24
[H 99] =2 21 X HIOIE -EC2 2UAEA LHHIA & M EX
22 HIOIE A4 sid S5
GuardDut .
. Y Malware Protection Znt OfM MIAU0| EAHEl QIABEA EE ARN, I &Z A
Findings
CloudTrail Log EC2 3 API JIE 2=l QIAEAO| MA/EA/AHAE QIHIE =X
VPC Flow Logs HESIR Eci® =1 C2(Command & Control) EE= 2IF HIOIE ME el EFX|
EBS Snapshot
EBS EH EHIE ofM TR IEZMIA, 23 A BEME HE
(L&Al 0/OIK]) I =H = f
Security Group, Hot 1l J|= OIAEIA QIE L= 02 I Zi7| Ji=A mJ}
CloudWatch Metrics CPU, HER3, Disk I/0 HEY DTZNA &= BRIl & 2la4 26t THE =0l
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[E 100] At [HE EXt 9 —EC2 AAHA LHIAM 2t i EfX

Xt =2

BN 4 A HE

(Acquire, Preserve,

Document)

At g
(Containment)

AR RIAH
(Eradicate)

I
4
X
1ot
3
B
>+

(Post-IR)

A
Eal

0%
0%

2l

GuardDuty FindingsOlA CIS &= Al

- Instance ID, Volume ARN, 24 Tt ZZ/0IE, Trigger Finding ID
EC2 MEHIOIE & Hot O 34 L&

aws ec2 describe-instances

EBS HIOIE =8 ARAF M4
aws ec2 create-snapshot --volume-id <Volume_ID>
--description "Forensic Snapshot of Infected Instance"

OIABEIA BF Ho =t43;
aws ec2 modify-instance-attribute --instance-id <Instance_ID>
--attribute disableApiTermination --value true

DeleteOnTermination HIZ&st & EF Al SEE Stopl=E H1A
"Quarantine” EH1E 20ioH A2l &EH HEAl
Auto Scaling 8 % ELBOIM QIAEA HIH

aws autoscaling detach-instances --instance-ids <Instance_ID>
--auto-scaling-group-name <ASG_NAME>

aws elb deregister-instances-from-load-balancer --instances <Instance_ID>
--load-balancer-name <ELB_NAME>

IAM QIABA IS 2

aws ec2 disassociate-iam-instance-profile --association-id <Association_ID>

2ot O wHIE HERIS 22

aws ec2 modify-instance-attribute --instance-id <Instance_ID> --groups <Isolation_SG_ID>

Ze Al QIAEA ZIHl EZ(Shutdown) & 212+ HIOIE
- H2El X, HEZ NM, IZ2HA =5
- Host-based EDR MIOIME = margaritashotgun &

Jot

fe

of8HE HIA
- 2REl QIAEA |HHHIM ASE AV/EDR MIOINEE Sdll &2
- AWS Marketplace E2t £2M(TrendMicro, SentinelOne S) &8 Jis

20IE| OIAEA OX|J} Q& HQ OIAEIA Z=X|

—— 0 O -

AT QIARHAZ LKl & MHIA EF
aws ec2 stop-instances --instance-ids <Instance_ID>

—

ZeE AMI Ol &3

- S2 AMIZ HHZEEl QIABA ZRH Al, S ZAH S THY

0x

0l
B4 OIAEA THHHE 5 MHIA SR
CloudTrail, GuardDuty C1H| & 7&l 2Z
Malware Protection@| A1 Z=J| & 2

[=3
(=] =)
S2 2™ i CIE QAEA AMIQ| B4 AL HH

P b i}
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4. At OIOIE &

SCIRE 2-E0IAMCl A [HE2 2TA0l1A ==&E0 Z2| =2 SHILE AE2XIN 2F &2 & U [H=0),
CIXIE SH =2 ZXPt Aoz A6 CHAl 2oll, S2RE AHIATE 44 2 HR6k= HI0IEE A&t
MHECE £&Gk= 80l DFIR £810| sty Q4= —.*%SHII{ Ol= 20014 =HE0| MSH £E] EAIQF S35t
XOIZ JHEICE
[(E 101] 2ZdI0lA vs. E2RE SZ0IM2l DFIR HIOIE & 2= MAH

=2 2o0|A =2tF CIRE =t
<14 GoIE] SN HI2 Sofl JF 28 Jis HAE OS £ZMAM= 2& Jis
=° (M2, MM, I2HA, HEYS 91 5) (SSM, Agent, 2& Jlgt 202 =)
HIZHS THOIE CIA= OIOIKI, OMIE 21, 88 Y S CloudTrail, Config, S3, EBS Snapshot &
=< 22 A iKMo 25 DIEIE MEAN K= B2E
N JH QIAEIA LHE RIQIEC2) E=
D Al SiE 20| Y| 91 T= 226 FD SSM= St 2 He ':'gaoH
SIOIHHIOIN & SAE Y& F= 27t
Rigt @4 22 DIPIR Ce 22| BH| A2 s ZQ
| A E= =2l 2 HAE OS 2 MHIA AP| HZB &2 Jis
SIS
=HIT = | EQ|33 3H -
=2 B2 ==, HEXS X ==, AWS CLI, Systerns Manager(SSM), SDK =2,
M= AF| K1S8E ATRE S . !
S =3 - CloudTrail, AWS Config, CloudWatch, Athena,
HIB|ErA S3 Export S
CIA3 OI0IKl £, M 20 A7 XI=S3t ATZE S
HIOE BZ EN A= EE(2MIN Qs ==22 XIS EE(MHIAC Clsh KI& 2t2l)
AH| &AL KIS Al 32HA HIOIE 2 SIOIMHHIOIN HIZ2l B2 £t
£F B O ARIQHE JHeA MHIA HIZA2T 0I9S Al HIOIE &2
BIE A0 MistE HR 47 27t AL DS MHIA Qo2 4F =27}
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SCIRE =B0IMCI DFIRUIA HIOIE +& 2X10| I SRt =82 A MStE8S =tHol= Ol JUCH &0l
SIHE|0F SZRDE O ZSto= HZM=XI, 0 2IAAS £FR/=X], O =0t MY
EI2IRl JHoZ THEa &~ UL

=R SO A 8=

MM, 2 2S3F0IAM= AWS S2IRE SZUIMCl AT CHE Al JHS! JISEt HIOIE SHHE SHE £&8 [ 2RE
BHE JIEt HI0IE(Command-based Data)?t =21 JIHt HIOIE(Log-based Data), ZEHIA! O|0JXI(Forensic
Image)E F=5t0 20| & EXIE &0l

S0IM CIE= LiS2 CiEdE 2Lk

(H 102] £ A7 LHE - Al HI0IH =&

EnIN 1= =2 g

[E
Fot

T R AWS EHEMIA DFIR 2812 Qb TARAE =1 AAQL AZ| QI &2 HK|= HOJH
= 7IHO| BHAI 271 M

AWS AL CHEUIA HIOIE RES 2 JIEL 23 Jj8t 34 Ol0IXIZ
=0l EHE 22 =X Mstd =t 20t Al
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4.1. Al EA0IM XIF EEEl= FR 21

SCIRE BN 2MHOZ DFIRE £3oIHE AWS SBUIM HE =02 L2 24 ZF6H0E SiCE 01
Qi BM HHZZE! OHEZZIAIOIMCl P RAEC2, RDS, S3 S)°t SCIRE MHEZIHI0E ABHO| HB(HERIS,
OHZZIAHIOIA, LIOIE HIB)E MIGHOE STt 2 FARQAHEE 21 AAQ| BFQ 28 2N £2 I NE EXIE Flo|

ZO[SIOZ= M, At 24101 28 sl 215 Mst £ QUL FR 22 =70= [0t 2L

1) AWS CloudTrail Log

AWS CloudTrail2 AWS HEQ| HHEA, 78 &=, 28 I 2 2AE XIASk= MHIAOICE ARZXDE 2t
Z&, SDK, 882 == & JIEt AWS MHIAE Soll dkl= Z= ZR2 CloudTrail OMIEE ZZ=ICE OIZH|

2ZEl =70= Hot 24, 2lAaA BiE =, JF 24 2IAL S0l 24201 HIOIEZ 2EE=ICL

CloudTrail2 JI2X0Z 2SI UM, XLt 902 Zto| 2ig| O[HIEDt =0l JEsSICE [MI2tM, 20 Hat2
QI6H Trail2 4846 21 MYES Amazon S3 UM KMEGHOEF SHCE CloudTrail 2= JSON SAI0Z JI=SL|H,

2t OIE= 0424 JHO| J|-gt 4o= F&=l 2EES Haloit

2) AWS VPC Flow Logs

AWSVPCFlow Logs= AR2XIR| Amazon Virtual Private Cloud(VPC) L HIERIE CIEMHIOIAZ Sidkol= IP
Efi FHE 2XSk= JISOICE 0l 230= St OCIA, 2Kl 0l ZEES Soll SAM=XI0 CHSH ZAlSt JIES
NISoHH, HERID EcHE IHE =24, &N Qg B, Hot & HE 4 Q7R SF0 B4X021 HIOIEE
NISSICE Flow Loge 44 = Amazon S3 EE= CloudWatch Logsl MEE £ UCH, 21 ME & MEM=

ZJt HIZ0| 2siTt

VPC Flow LogsE S30Hl M&g &L 28t HIAE L= Parquet &Al(Czip =2 AlZst= & JIEt HIOIE
gA)O=Z JIEE|H, CloudWatchdl MEE B CloudWatch AHIA 2&0 JISEICE
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3) Amazon S3 Server Access Log

Amazon S3 Server Access Log= Amazon S3 HZU0l CHet 2= A (Request) BEE JIE6k= JISOIC Ol
E0= 5J5 2RI, OCIM, HEH S3 H219| HKI(I)0ll BZU=KI0H CHS Mt EHE MISSICE 01 Sof S3
H2I0H CHEE &2 THEIS SA6EALE Hot & 78 Z4 2IAL AId 28l Al 20| A Kiz= &2 £+ UL

AWSHIM S3 H210| 24| HQ| =2 2 1= S3 Server Access Log®t CloudTrail S3 Data Event0lA =Rl
JISOHRIE! =& 22 HOHHIAM KI0IE0l ZMSH S3 Server Access Loge SHOZ JEEl HES0| 5E0=

TEE HIAE TIIY S40= JIEE|H, 2 =7 HEE= B S3 Q&0 CHet =S 510 AL

[E 103] S3 Server Access Log vs. CloudTrail S3 Data Event

= S3 Server Access Log CloudTrail S3 Data Event
Tl B . Hize (EE A% EQ) - HiEse

(TrailOll M Data Event &gt ZQ)

e S3 K2, CloudWatch Log,

O KE QK . RIS A i
23 KA K| =8t S3 Hi CloudTrail Lake

IIoH » Text (Apache access log?t RAH + JSON
JIIE HeJ « 2&(Request) Jlgt e API = OMIE J|gt
o QXL QA AA(UTC), 2 IP, o OHIE AIZH OMIE AA
Tst A R QE(GET/PUT S),HTTP &EH 3L, OIMIE 0| (GetObject, PutObject S),
HME HIOIE £, User-Agent S QAL 2F IISHIE, S 24, 28 S
22 Al o 220 X% M Jis o HARZHZEZ
o O IPOIM 2HHI0 EZM=Xl =X e APl == Q| =0l
=g 55 - L[I22L/YZC 2 o =N e |IAM 25t QR EX|
» DDoS/H2F &= 2| =l - E& AEXYYE JlH B2 FH
HIS . 27 KRS S3 WA HIS 2 » DataBvent 25 Al a5 22

(APl == 100,000 EQI+21 K& HIZ)

Al o S22
e - HF @8 35
o

HTTP &H(User-Agent, | « CloudTrail EZ OIHIE HEHO=

Bytes && S) =l Jis CIE2 AWS 279} o3 24 20|
e JSON ZZXJt OtLIZ| THE « HTTP EHE =21 2T}
SHH| =JHAQOI A N e (User-Agent, Bytes X% 5)

+ CloudTrail&& IAM/STS MM &H =01 2t «» 15 25 ZM
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4) Amazon CloudWatch Logs

CloudWatch Logs= Amazon CloudWatch AHIAJE AWS 2l4AQ9F OHEZHIOIMOERH &St =71
HIOIEE X&-22[6k= JISOICE O] JIS2 LSt 210 AA(EC2 QIARHAO| AIAEI 271 [ amibda &8 271 VPC

Flow Logs, CloudTrail OIE 21 S)E S2UIM Set 22I61== ZHIZIH ULt CloudWatch LogsE St
2% o Hot OHIE = HIZY &s= BRIE £~ UCL
Z 1= JSON J[HIo| Xolzl YAOZ JISLIM, 2 Al 21 18, 21 AEE! HIAIK SOl EHE HSBHH,

T Q| Al 211 ABIRMS 435t 4 QU0 DFIRC| 4 HIOIER ZSEICt

5) Amazon RDS Logs

Amazon RDS Logs= Amazon RDS DB QIAEANIA Ebelsk= Cifst 2tsit O[HIEN| CHet JIE2 B U=
IIZOICE Ol 2E3=2 HIOIEHIOIAC| 2 SEHE ZLIEEGH ds SXIE SHZGHH, HoF ZIAIE L8360 AR
HOt Q&g ElXlst= Ol Z2EAQI Ast2 S Amazon RDS DB IAEAN M= HIOIEHIOIA HIEIOZ MariaDB,
Microsoft SQL Server, MySQL, Oracle, PostgreSQLE KIZISHTE.

Amazon RDS Logs= DB 22l LHIR0IAM 2rish= OIMIEES, 2| &, 2F S)0ll CHoll J1=6k= HIOIEHIOIA
Z719F AWS DB QIAEAQL Az B Artl CHoH J1=6k= AWS DB QIAEA OHIEEZ F=2EICE HIOIEMIOIA
E79| FXE= HIOIEHIOIA AHRI(MySQL, PostgreSQL, MariaDB S)tt 23 &0l [i2t CIECEL 20=
CIOIEHIOIA HIXN S20H T2t Cifst REI0| 25 NISHHH, CHEXR! 2= CEE1H 2L

[E 104] HEEQ!I Amazon RDS 21

21372 1=
eF =21
o CIOIEHIOIA AE 2 EF A2t 2F, 31, &1 Al S & HAIXKIE JIE
(Error Log)
Slow 2l 221 - &8 AIZH0l 22 Zel= SQL FUZIE JI=dH HIOIEHIOIA ds Kool elg metst= Ol
(Slow Query Log) C2BE &
ud 32| 23
- ZCI0INEQ| o1 I oA GHAI, AlEl BE SQL AUZIE JI=E
(General Query Log) =7 Q
ZIAL 21 « CIOIEHIOIAN CHEF B2 & &S FH61| QIst 202, 2701 &3 & A,
(Audit Log) EZ HIOIE0 CHEt 2, HIOIE BE 89| ess JI=E
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6) AWS GuardDuty Findings

AWS GuardDuty Findings= GuardDutny AWS 2t3 LHUHIAM ETHERI Hot IS EIXRIS [ &46k=
SMlet E2t ZAT0ICE GuardDuty= Lt HIOIE 24 (VPCFlow Logs, AWS CloudTrail OMIE =7, DNS 21
SE HAldE, Ol &Ql EXl, St QIE*. QIEIFINMAE 280l 241610, QRICE HEtE! HR FindingS A4&dsH

AEXHHH ZEICH

Zt Finding2 EfXI=l 22t ZXI0ll CHet S8t FEE H10 A0, Eot HERDE &alS LS5 M6 HEst
TRIE Zl £ UEE S=LL HIE S0, EF EC2 QABAT} Y |P AR SAIGEHLE BARL CIE XIYMIA IAM

ARZRIC| API Z£0| &elish= SOl 2S0| ZXIEH 2t Finding0l &&=IC

GuardDuty Finding2 HEZ2tel JSON 412 JHKIMH, &6 Al 244011 24H21 CiYet MR E2E oot
UL,

7) AWS WAF Log

AWS WAF Log= Amazon Web ServicesMIAl MISsH= & 0HZ2IHI0IA it AWS WAFHI CloH K2I=!
BE & Q&0 CHat XHMiet BEE MESID U= Z0ICH ZAOIELL &l 0RE2IHI0OINCE ENHR= HTTPHTTPS
A0l AWS WAFQ| HEI0 QlsH S1E(ALLOW), KHEEHBLOCK) EZIRE=XI SOl M2l ZtE HakoH 2F Q&9 Al

LHolS sfolst A ULt 0] 20E S6Hf HOt EEXf= ZMHAQ! QEs Alisin HIRARO! 2 AEE 2M6HH,

== T —_— O —- Oo OO TIL— = =

2=l 2ot 70| 2UEOE HEoh=Al ZELIEEE & ULt

AWSWAF Log= JSON g4lo= JIZRIH, 2F Q&M CHet Cifst 2E FEE Heisd U 23 2= WAF
HHZI01 [t &0l 4~ ALK
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4.2. 2% HIOIE @€ 2

A1
o
1
A
b
>+

AWS =H-Z0| At CHSUHIM & HIOIE= & 2alnr EM0 et Y= J1H HIOIE(Command-based Data),
Z71 J|2t HIOIE(Log-based Data), ZE&IiA! O|0IXI(Forensic Image)= F=2=ICk

HIOIERl Qa2 22 AAZE [HS(Detection, Containment)t Al2 244 (Analysis, Post-IR) EHININ &
E. E

HRIMO=Z EE Ol2fet EXF 722 Soll Al [HSCl EHIE =HE &=f6| 6t & HI0IEQl AlZl&nt

[ 105] CIOIE & 2XMil [IE !
PS

x| A g o =
£F &M = =x 9 =3

o =X
- A AIEQ| QIARA A, 24 EH S AAIZt HIOIEIE =HEsl
e FH BHE
1 & JIBLOIOIE 28 | « =@ EA
- NZIOl RILFHA KiS B 2 AfIE £ U= 224 HI0IE
- AWS CLI, AWS SSM S£ Sl APl B8 =2 =td
- -0 B £EG6H0E & (HE Js40| =] [HE)

2 EIJIELHOE £&8 | « =9 EA

- CloudTrail, VPC Flow Logs, S3 Access Log, CloudWatch & &&stEl 21
- 3 J|Et HIOIEELT HS40] =0t ZAF AN s~Eoi: 2E

« =X
- AD A5 EME HIOIEE == AlD 2191 &0t sy 23
3 ILEIAL OI0IXl & . =Q Ex

- OA3, HZel, A4 S HILA HEE SHE 74

- NS 27 9 BE B 228
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FEE HOIE & 22 Ci30t 2L

]

) 3 J|H HIOIE £& (Command-based Data)

2 JIEt HIOIEH= 2 32! QAEALL MHIAC| S &EHE AAZICE FHE M APIE Soll Z3Ist HIOIEE
oldleiCt. =2XHi0IA 2HE0IM= 22t 2eO= ZE HHEES &l =Hok= AIAR! &EH HIOIEE SE6HL AWS
AlS e S

SCIRE 2RHlIM= 22 3 2 [HA API, SSM, 2£ FHS Sof RIA &8 F2E= HIZIC

ot

J

hY

[HE 106] AWS =HE0IMCl &= JIEr HIOIH JHe

] A0
T= =3

t

L
o

.
>

0 S & 22IXt EE= AiS= =71 APIQH BEE Soll 2AI2F 3| = £&6h= HI0IH
QIABIA HE HEHIZNAHERDR A2 S 2 &Hi(State) & BE
«  AWS Systems Manager (SSM) Run Command / Session Manager

» EC2 Instance Connect CLI
« AWSCLI/SDK

o 2& ANEO D2t LIZ0I HEE - 22t (Volatile)
Al
CIOIE E4

A& HIOIE(Instance State) &4
el Tt & Ol& IZNIA =0l

B met & 22| ™ AL

DFIR 22 =&

e AWSSSM Run Command: ZZNA S=(ps), HERT 2B(netstat)
Gl Al » EC2 describe-instances, describe-network-interfaces: QIABEA A AEH =0
»  AWSCLI get-console-screenshot: QIAEA oM AEH S
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AWS =2iRE JIE DFIR T3

S JIE HIOIEC| CHEAQ! 28 242 AWSCLI, SSM, ProwlerE Sgt £Z0
f

28 Al 2F A2 CEEot 2T

O AWSCLI
AWS CLIE

Soilk= HE & 215

UCE 2 MHIAS Sot & St

Zid|, QIAEA SN SEH, HIERS 78 = 2IEMOIA, AEZIK 23, 21

L DLHE 2, OE2HI0I/MHEIA 74, 7] 2i2l/2=sl JIE 28 FEO= =6 28 4~ ALk

[E 1071 AWS CLIE 225t 33 JIEt HIOIH & 2E

HE 2 ol

=

—
o

=

(IAM ARZXRL,

HY & o5 2

2HA5LEl Access Key)

QIAEIA S1 A AFEH
(EC2 QIAEA 2E)

OIABIA S MH &EH
(=2oF )

QIABRIA S NH &EH
(HIESIZ ACL, 2IRE HIOIS)
RIAEA S A &EH
(IAEA MHIEHHIOIE)

HELQIR 74 2 2IEMH0lA
(VPC &)
HERZ 74 & 2IEHM0IA
(ENI(Elastic Network Interface))
HEQ3 74 & OIEHMI0IA
(Elastic IP)
AEZIK| 2t
(EBS E8)
AEZIK| 2t
(EBS ARiAH
AEZ|K| 2t
(S3 H2 E5)

1>

2 9 A B2 oA

HIZ AA/AR, 2t 8124, olA HE 2ol

O |-
- aws iam list-users
- aws iam list-roles
- aws iam list-policies
- aws iam get-account-authorization-details
QlEl J| L= BE MY J| =01
- aws iam list-access-keys --user-name <user>
MFA O™E HE EX

- aws iam list-virtual-mfa-devices

S MIA9] IAM YIEIEI(AFZXH/Role) &0l

- aws sts get-caller-identity

STl &3 Z0I QIARA ZAXL MA OIARA BT
- aws ec2 describe-instances

IE JH 0%, QIHIRE/OIRHIRE =&l 2ol

- aws ec2 describe-security-groups

HESRIZ Z=Z HX 08 =4
- aws ec2 describe-network-acls
- aws ec2 describe-route-tables

IAM Role, AM|, IP, region &H =t
- curl http://169.254.169.254/1atest/meta-data/

VPC 7E @ AEs 23 ol

- aws ec2 describe-vpcs
CIZEI P, HOIIE, Edm H2 stol

- aws ec2 describe-network-interfaces

SARD} ALZSE QF |P O &S

- aws ec2 describe-addresses

ClA3 Fd, 371, HEEl QABA A

UE

- aws ec2 describe-volumes

DIEH MA/MR| AL SOl

- aws ec2 describe-snapshots --owner-ids self

BIZt HIOIE H2! EM 0iF =tel

- aws s3 1s
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s OI2OIE|LIRIZ Q)

T (FQ 48 Y

AELIK 2t
(S3 Hzl &

AEZR| 23
(S3ACL &£7)

Bt

)

20 2 3 |gE &%
(CloudTrail &)
20 2 3 |gE &%
(VPC Flow Logs)
=7 2 JdLHE 43
(CloudWatch 21 18)
20 2 QL &8
(Config &&)
OHEZIAHIOIM/MHEIA 24
(Lambda &%)

a4

OHEZIAHIOIM/MHEIA &
(Lambda =& Hi%)

OHEZZIHIOIN/MHEIA 74
(API Gateway)
7| zt2l/2=st
(KSM 3))
7| ztdl/2=3t
(31 =)
JIEt 28 74

(CloudFormation AEH)

JIEt 28 74

(ECS/EKS &SEH)

JIEt 28 74

(Elastic Beanstalk/RDS)

AWSCLIZ & Al #E3kl=

@ PLAINSIT

AWS =2IRE J|Et DFIR T

8 S8 & 2l B Al

orn | o | St &
S E= &3, H2! 2ot =40

- aws s3api get-bucket-policy --bucket <bucket>

HICIJIA} O =0l

- aws s3api get-bucket-acl --bucket <bucket>
2 2tdst A, 23 Ha B2 =0l

- aws cloudtrail describe-trails

HESZ Eci =22 0E
- aws ec2 describe-flow-logs

20 ME Xl X LF A
- aws logs describe-log-groups

glaAs HE JIE oF =0l

- aws config describe-configuration-recorders

S4A [E AR = oS Lambda EX

- aws lambda list-functions

S24AF [E AR = oS Lambda EX

- aws lambda get-function-configuration --function-name <fn>
HISAEO! AP| AIEZOIE A

- aws apigateway get-rest-apis

—

23t 7| 22| & A= Aot HE
- aws kms list-keys
I B2 B AE 0 20l

- aws kms get-key-policy --key-id <id>

SZAXTL KIS HHE ABHES AR=RHEX =0l
- aws cloudformation describe-stacks

ZIHIOIH J1Er & 018 EX
- aws ecs list-clusters
- aws eks list-clusters

OHEZIHIOIM-DB =8 74 =5
- aws elasticbeanstalk describe-environments
- aws rds describe-db-instances

A2 Ct=10t 21Tk
(B TO8] AWS CLIE Stll & Al 2ETI= Atg

e LS
. o AWSCLI| &2 BIEA| JSON THOZ KE
- &l 3 (|AlL aws ec2 describe-instances --output json > ec2_status.json
5 o BEY =
- &8 W3 KAl sha256sum ec2_status.json >> evidence_hash.log
« ZH XNE HACE HEE (Read-Only &)
3 - A [mE =]

IsH M2 (|Alaws s3 cp ec2_status.json s3://dfir-evidence-bucket/
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O SSM (AWS Systems Manager)
SSM(AWS Systems Manager) ZHEE &6 216148 AR F&6H0F St= ARE0I QUL

[HE 109] AWS SSM AIE 24 Aret

HS LHE

1 CH& CIAEAN SSM Agent &X| & &3 EL

2 OIAEIAN 91ZEl |IAM Role(lnstance Profile)0ll AmazonSSMManagedInstanceCore 3t Z@
3 S3 HZEEE &t &R AEHA TN s3:Putobject &ot ER

4 4 AEXHE= ssm:SendCommand, ssm:GetCommandInvocation &gt B

SSM 2= & ARE= 30HK| SEHE 222 4 UL
[HE 110] AWS SSM 2= Alsih 31X
J= LhE

o QIABIAQIM 2HEIN Z0E H8ol= =2 3F

—

- 0Ol) Linux: ps awx, Windows: tasklist

o  AWSII HISSIHLE AF2XIDt BIE AlgH HIZEl
SSM EA (Document) - 0ll) AWS-RunshellScript (Linux Bash 2424 &lgl),
AWS-RunPowerShellScript (Windows PowerShell &igt)

o ANl HWHES QAAEANHM 2%
AWSCLI & - 0ll) aws ssm send-command --document-name "AWS-RunShellScript"
--parameters commands=["..."] --instance-ids ... EEE Z=

SSM EHE &5t HIOIE &2 AWS CLINIM SSM EME =S50 QIABA LHNIM E2 BHE 2H0=
=]
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SSM & &3H (flAl= LIS 29, QIAEIANIM adll= AN WA WMHOZ W HI|E| UCE SLHMIF
S20ll H SSM 2M f&(--document-namedt &Rl BE(--parameters commandsE TREHIEZ =M
&IH0| JISBIL,

(B 111]SSM 38 &8 GilAl

e SRR
aws ssm send-command \
--instance-ids i-0123456789abcdef@ \
--document-name "AWS-RunShellScript" \
OIAEIA HIEHHIOIE £E& —-parameters commands=["curl -s http://169.254.169.254/latest/meta-data/ >
(Linux) /tmp/metadata.txt", "sha256sum /tmp/metadata.txt > /tmp/metadata.txt.sha256"] \

--output-s3-bucket-name my-evidence-bucket \
--output-s3-key-prefix "incidents/IR-2025-10-12" \
--comment "collect instance metadata”

aws ssm send-command \
--instance-ids i-0123456789abcdef@ \
--document-name "AWS-RunPowerShellScript"” \

OMHIE =(IHY4) £& --parameters commands=["Get-WinEvent -LogName Security -MaxEvents 200 | Export-Clixml
(Windows) -Path C:\\temp\\SecurityEvents.xml","Get-FileHash C:\\temp\\SecurityEvents.xml | Out-
File C:\\temp\\SecurityEvents.hash"] \

--output-s3-bucket-name my-evidence-bucket \

--output-s3-key-prefix "incidents/IR-2025-10-12"

ZUNIIIY)2 SSMOI OHLIZH B LHRN| &I, S30 AISC=E XMESHH &8 £ ULk

[H 112]SSM B2 Soff &atist 20t =01 5 =& Biot
— S
SSMOI| stdout/stderrE S30ll Xis M& send-command &8 Al SSMO| 448t stdout/stderr MS
(‘--output-s3-bucket-name’ S8 AE) KEst S3 K2 ME (& EH H20 ME = B2Y 2F)

S3 KIS NEE o KO [I2C=Z JHE FHO| Z1E X9

# F2 g oAl
aws ssm get-command-invocation --command-id <command-id>

- - i (@) 27 XS
get-command-invocation2= Zit £el —-instance-id i-123456789abcdefo

*command-id= send-command & Al HizkzEl Z110|
Command.Command]
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—_—O

LEStH ‘—-targets “Key=tag:name,Values=webserver-+'Qt Z2 [HAS KIE6H 0 CIAEAQN SF HHif| &=
JISSICE
[B 113]1SSM Q24 AlsH (i Al

a1 S Al

an
HI

aws ssm send-command \
--targets "Key=tag:Role,Values=web" \

01 QUIAEAN
--document-name "AWS-RunShellScript" \

St B0 &

--parameters commands=["ps aux > /tmp/ps.txt","sha256sum /tmp/ps.txt"] \

--output-s3-bucket-name my-evidence-bucket

SSM RS SHM= QIAEA HEOE, TRMA 22, HEY3 912 0/, 91 2 &4 21

RACE EESH Ok & 21 SEHE 2SS0 Al THE0 2Rt =Tt HIOIES £&8& & UCH)

o
1o
e

A
I}
1

(B 114]SSM ZH= =St 3F JIE HI0IE +& 2E

'T"E' = xx 2o oo
e« QOIAEA D, AMI, IAM Role, Local/Public IP, AZ S
OIAEA AMHZ MHIEHHOIE =t
OIAEIA HEHHIOIE] # Linux
(Linux) --parameters commands=["curl -s http://169.254.169.254/1atest/meta-data/ >

/tmp/metadata.txt", "sha256sum /tmp/metadata.txt"]

# Windows
--parameters commands=["Invoke-RestMethod -Uri http://169.254.169.254/latest/meta-data/"]

o 2l IO IZHA =X LT (UL ZZ2HA, XIS &8 T=2 AlE)

=20 T d - =20
# Linux

oohA 22 --parameters commands=["ps aux > /tmp/ps.txt","sha256sum /tmp/ps.txt"]
# Windows

--parameters commands=["tasklist > C:\\temp\\tasklist.txt",
"Get-FileHash C:\\temp\\tasklist.txt"]

o ET01 AIZXL & MA JIE, 2R 32 FH

# Linux

A2X/HIA --parameters commands=["w; who; last -n 10 > /tmp/login.txt”]

=701 0| .

! # Windows
--parameters commands=["Get-EventLog -LogName Security -Instanceld 4624
-Newest 20 > C:\temp\logon.txt”]
o AIAE! G Hot Aty 27 st (22 All, =t 45 S)
AAEY/Eot 211 # Linux
= --parameters commands=["tail -n 500 /var/log/auth.log > /tmp/auth_tail.log"]

# Windows

--parameters commands=["Get-WinEvent -LogName Security -MaxEvents 100 > C:\temp\Security.evtx”]
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=
T

CIA3 ORE 84

ZEIOIH &N
(ECS/Docker)

MHIA,
EelolE =8

HES3 &3 82

HES=3 &2 32

iy
=
e
It
!
e
H
n

@ PLAINSIT

CIAZ AIZ Big, OIRE &Y, QI 28 HZ =2

=S,

# Linux
--parameters commands=["df -h > /tmp/df.txt; lsblk > /tmp/lsblk.txt"]

# Windows
--parameters commands=["Get-Volume > C:\temp\volumes.txt”]
ZIHIOIH JIEH S 0F Al

# Linux
--parameters commands=["docker ps -a >
/tmp/docker_ps.txt; docker images > /tmp/docker_images.txt"]

52 A IS S5t ZAR Y5 =X ol

# Linux

--parameters commands=["~/.bash_history > /tmp/history.txt"]
# Windows

--parameters commands=["Get-Content (Get-PSReadlineOption).HistorySavePath >
C:\temp\history.txt”]
s &8 3 XSS QK AFHIE EX

# Linux
--parameters commands=["crontab -1 > /tmp/cron.txt; ls /etc/cron* > /tmp/cron_dir.txt"]

#Windows
--parameters commands=["schtasks /query /fo LIST /v > C:\temp\schtasks.txt”]
otd AHIA & E2I01E £ 0F X

# Linux
--parameters commands=["systemctl list-units --type=service > /tmp/services.txt"]

#Windows

--parameters commands=["Get-Service Select Name,Status,DisplayName > C:\temp\services.txt”]
HESI3 CIEHMIOIA, 21*E HIOIZ, DNS 74

# Linux
--parameters commands=["systemctl list-units --type=service > /tmp/services.txt"]

#Windows
--parameters commands=["Get-Service Select Name,Status,DisplayName >
C:\temp\services.txt”]

QE A& glAd EE C2 Y& 20l

# Linux
--parameters commands=["ss -tunap > /tmp/netstat.txt”]

# Windows

--parameters commands=["netstat -ano > C:\temp\netstat.txt”]
47 HIOIE 2B 1% % S3 5H MY

# Linux
--parameters commands=["tar zcvf /tmp/evidence.tar.gz /tmp/*.txt; aws s3 cp
/tmp/evidence.tar.gz s3://my-evidence-bucket/"]

#Windows
--parameters commands=["Compress-Archive -Path C:\temp\* -DestinationPath
C:\temp\evidence.zip; aws s3 cp C:\temp\evidence.zip s3://my-evidence-bucket/”]
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SSM SHO=Z £& Al 0| Af22 Ci21t 20

(B 115]SSM 3= Sl &8 Al 2BEl= Al

[E
fot
=
0

2AM ER(--document-name) Z=9|

! (Linux » "AWS-RunShellScript”, Windows » "AWS-RunPowerShellScript”)
S3 AS NE 24 28
2 (--output-s3-bucket-name my-evidence-bucket --output-s3-key-prefix "incident/IR-2025-10-12")
2 NS 22 izt
(SSM Manager A2 Al, CloudWatch/S30ll MM 22 22)
2O/ SEHO| HUHE EXHSE HHY & FO|
4 --parameters commands=[“cmd1”,”cmd2” JHIN HMHEE 2R HIEE =

(EMsSH/Z OIAHIOIZH =Cl5H0FSHH, Windows Powershell 332 PowerShell 2EIOZ £H4)
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O Prowler

Prowler= SSMilt 20| IAEA LHRNHAN & SHS ZH6HI= =Zokd, AWS HE TER| 78-EF &AM
M MFA &E,CloudTrail £%,S3 S 0F S)E APl === HEH AZH6H HOF A AR MA6H= Ol ZE0I
UL

Prowler= £= &3 JIEE ZADI MENH “SIt Xz MIAM =300 FeiE & SPIX"et 22 EER-

=0
SHE MISGHKl= =L

= B4=Ch S ProwlerE Sgt 33 JIE HIOIEl= AWSAPI SE Z1IE £EI5k= SEH0D | =20
SSMO= ZJt £Ef6H HIOIE =2t0| 2RSICL

Prowler= AWSQ| 31 & &F0| oIl SEHE HiEH 8 £ AT| [HE0 DFIR == EHHININ IH? RE5HH
2=2st 2 ULk &8 Jisst 3 JIER| HIOE GIAl =2 Ci21t 2Lt

(B 176] Prowler2 £& Jisst & JIEQ| HIOIE &=

HI

—_
o

LhE
IAM ASRY/AS/EM(ZHQ| 2ot FE AR, 2ehEl HHAT| S)
CloudTrail Trail 2tdzt IR, =10 I HHXl 21X, 2t2| OHIE JIE &3
S3 H2! S04 0L, HA2tdl/&sst 258, ACL 38 S
VPC & HERIZ Flow 21 283} 0, HE= MEH 78 S
KMS 7| M 2 QIR 2 Iisd
Config AWS Config st EH(EIAaA BB A 0F)
JIEL EBS =3l RDS Hot &%, Lambda =gt Mt S

ProwlerQ| 2t &=2 LIEXO=Z M3 ID=E EOIZIH AN, B & Al check IDE A6l HE =EGHH,

check D2t HE M= SZH=2 Prowler HEI0 2t 2 &~ QUCL
[E 117] Prowler HA & H3 SE =0l 2
=2 =g
S Prowler HA =tol prowler -v EEE prowler --version
A2 Jisst {13 22 =01 prowler aws --list-checks
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AWS =2iRE JIE DFIR T3

ProwlerZ && J|Et HIOIEE £2 [ 28T = QIFEZERQ F&=2 L3+ 2Lt
[E 118] Prowler &8 Al Z& QIFEZL
=N 7= LHE
TAE A= IZ2M)0 AT HE(X|ASHO|) 25t &2
] S— \; ( IH) Ol 2471 (X|4sto]) & 0
CHAIE ZAtH AssumeRole &3
2 Prowler &g (ALHAF M A) CH& HIB/EIFOZ Prowler &8 — JSON/CSV =3 MM
=3 (0 prowler-results.json)g &H S3 H2UM S==st0
3 210t HIOIE ME SHAIZE AtAd T
4 stol o TR Prowler ZM0IAM ‘High/Fail' 222 &lolsh 24 [HS &= M3
(0l: 3IH S3, CloudTrail HIZAM 5)
ProwlerJt &2 9|&l XI&E JHICZE SSM HHE Solf
5 SSM Q1| £& SHEt OLAEIAO| AAIZH AEHE AR
6 H1 g ElIZIRl =R Prowler@t SSM ZIIE O1H EA6H 2101 78 5! AHKIHE Al
[E 119] Prowler &8 Al & 324
B Lig
1 Prowler &8 Al -M json EE= -M csv &40z =&
2 20t TR0 CHEH SHA256 BHAl 484 S B OFMXE
3 Prowler &3 2 (%=t oAl &EM=R)E CloudTrail/Cl 2101 22
4 Prowler2 EIXIE! High/Fail 252 XIS EHAIZ Bzl SSM =kl HIES S&
ProwlerE Solikl= &AM AE =2OF &tH, IAM B9t 24 BA CloudTrail 2t&st &, S3 H2! &= SX| &

S0l JtsolCk

J
HI

FH| HE
IO AEH ARAF

IAM HE 2

st 74 FA

Access Key H
A EE 22

[E 120] ProwlerE gtgst &3 J|E HIOIE & 2H (v5.15.0)

32 HlAl

Si=1{e]

I_I_—-l

+ AWS HE

./prowler aws --compliance cis_1.5_aws -M csv

-4 & 2ot 45 Sy H

. ZE B NS MFA DIEE, ot HIZss F8 S
./prowler aws --checks iam_root_mfa_enabled 1am_avoid_root_usage \

-
HE B2 HoE A

iam_user_mfa_enabled_console_access \
iam_password_policy_minimum_length_14 \

iam_password_policy_symbol \

iam_password_policy_lowercase \

iam_password_policy_uppercase \

iam_password_policy_number \
iam_password_policy_expires_passwords_within_90_days_or_less -M csv

o FJ| AZ0AE T AE R H
./prowler aws --checks \
iam_rotate_access_key_90_days \
iam_user_accesskey_unused \

MH 3| R= g I

iam_user_two_active_access_key iam_no_root_access_key -M csv
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AWS =c2IRE JIE DFIR Z2iel3 2+

1
HI

CloudTrail 21

ARl M XAAH
TH To oo

CloudWatch

EX 28 &3

GuardDuty && =0l

VPC Flow Logs,
Security Group &&

EC2 & EBS

X M ™AAH
HT To oo

KMS 3| 22| A

RDS ot 114 sfol

Lambda 74 &

oY

CloudFront, Route53

-8 &8

my
=
Pl
0
!
HL
TR

2O AT A X DY AS 2 ol 20l

(CloudTrail &4 015, 21 2234 &Z, CloudTrail 239| Cloudwatch 91S 0i8)
./prowler aws --checks \

cloudtrail_multi_region_enabled \

cloudtrail_log_file_validation_enabled \

cloudtrail_cloudwatch_logging_enabled -M csv

O QHIE BIX| & 22 4F 2tdat (1R =0

—

Jot

./prowler aws —checks \
cloudwatch_log_group_not_publicly_accessible \
cloudwatch_log_group_kms_encryption_enabled \
cloudwatch_alarm_actions_enabled -M csv

HIOIE = o & 22 245t dE &3
./prowler aws --checks s3_bucket_public_access s3_bucket_object_versioning \
s3_bucket_default_encryption -M csv

(S3 =74 042 =101, S3 HE BE| B OfF 20l S3 JIE A3t G H0)

GuardDuty AHIA 2&st 02 =l

./prowler aws --checks guardduty_s3_protection_enabled -M csv

Flow Log &t&st, HOITIE NSt QIHIRE & =tol

./prowler aws --checks \

vpc_flow_logs_enabled \
ec2_securitygroup_allow_ingress_from_internet_to_any_port \
ec2_securitygroup_allow_ingress_from_internet_to_all_ports -M csv

(VPC Flow Log &&st 0i, Dt=st QIHIRE EE(0.0.0.0/0) == 0iF, EF TE = 0iF)
PIABIA A3} MEMHIOIH 23, Q8 & =l

./prowler aws --checks \
ec2_instance_imdsv2_enabled ec2_launch_template_no_public_ip -M csv

(IMDSv2 HEZ 0if, == IP & 0i5)
KMS A2 0iF =2l

./ prowler aws --checks kms_cmk_are_used -M csv
B =N, ME =3t e Jis &3
/ prowler aws --checks rds_instance_no_public_access rds_instance_storage_encrypted -M csv

(RDS HEE! E2 &8 02, RDS N& &zat &8 0iF)

ZIHIOIH &% =rZ0| Ao dzst 08 =20l
./prowler aws --checks \
awslambda_function_inside_vpc awslambda_function_not_publicly_accessible -M csv

(Lambda VPC L HHXIl, Lambda H=E! &2 K= 015)

HTTPS Hg &7 ol

./prowler aws --checks cloudfront_distributions_custom_ssl_certificate -M csv

Z0 JSON IE A HAS3)MI XMEHD SHAl &
./prowler -M json -r ap-northeast-2 -g all; aws s3 cp prowler-output.json \
s3://dfir-evidence-bucket/IR-2025/prowler-output.json

5 44 (224 2F)
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2) 23 JIHt HIOIE £& (Log-based Data)

Z77 J|E HIOIEH= AWSTH XISC=Z dd Ei= XMES! OHIE HIOIEE Ql0BiCh APl =&, E2il S5, &= 01

—d BiE S= 2ol S AAS THSIGEHLE &2t A [} 2S=ICt

[(HE 1211 AWS 2HZ0llMel 23 JIEr HIOIH

| A4
T =2Oo

o AWS AHIATL XISQE e HESH= #?l(Behavior) JIEt JIE HIOIH
A

o HE ZE HEYD Ef, FZ 0

o =35,

N
on
0z
S
o
b
010

, 74 HiA
« CloudTrail, Config, VPC Flow Logs, S3 Access Log, WAF Log € Atg 21 £&
2 £F 24 « Security Lake, S3E E3t 23t
o TP 2& L= HE JHOERE 270 Jis

« HZ= Jis - HIZIEZ&(Non-Volatile)
o XisHut KI&H

CIoIE EA o AHIAZ IZCH &
o ZJIH EIAZIRI EA0 At

o 25 20| AL, ZEAD 20 22 E

. B2 ZE X I ¥ ERER Y
DFIR 28 =5 . HY =X NPIEN 9 IS KiSs

o AE ZAEEZI0IRA &S

«  AWS CloudTrail: APl & 01

« AWSConfig: 2l4&A HE =X
GIAl + VPCFlow Logs: HE&Q3 32

» S3Access Log: ZiHl &= 23

* GuardDuty Findings: ¢/&l EfXl OIHIE

Z71 J|Et HIOIEC] CHEAQI £Z A2 2t 2L = NHIALE H2IS Solf 28 £ UL CIEL 22 2710] B
2} E|RU=

A0 2t8=F 2R06P| [H=20 e
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CloudTrail

VPC Flow Logs

S3 Server Access
Log

CloudWatch Logs

[E 122] 23 JIEt HIOIE & 2
AZ

- ZEAWS 22| & - CloudTrail Console — Trails

- S3 B2t CloudWatch Logslil X& Jts

- Event history= XS Z4&3it/LE JI2XOZ 9020 sHEsle 28 Hat
(7] HE6IHM TrailS BAIFSZE MA6H0F &)

Trail0l EMHsHX = B2
- ZEAWS 22| 2£ - CloudTrail Console — Event history

S3 H20 XME

- ETE CIEEZ 220 JSON ®EHel 20 MY =6 OHet 212 =0 ME
(s3://<bucket-name>/AWSLogs/<account-id>/CloudTrail/<region>/<YYYY>/<MM>
/<DD>/<filename> json.gz)

CloudWatch Logs0ll MZ

- A2 CloudWatch Console — Logs — Log groups0ilAl shE 18 &J|

- Actions — Export data to Amazon S3E€ Soll E11E S3 HAICE LIEY £ U
- S32 CloudWatch 235 Export 2 CIREE

mio

S3 K20l XIE

- S CIRIEZI 20l JSON SHEHe| 2 MY 2i==6H OkeHet 22 ZZ20 ME
(s3://<bucket-name>/AWSLogs/<account-id>/CloudTrail/<region>/<YYYY>/<MM>
/<DD>/<filename> json.gz)

CloudWatch Logs0ll MZ

- &= CloudWatch Console — Logs — Log groupstlA s
- Actions — Export data to Amazon S3E Sl 21 S3 HAQ
- S3= VPC Flow LogsE Export & CIREE

st Ol =tol

- ZEAWS 2| £ — S3 Console — Bucket &84 — £ (Properties)
- AN 2t 26, S3 HAU XE Jis

- Server access logging &=92| &EHi(Enabled, Disabled) Q!

S3 H20l XE

- JUHOZ L= WE HIAE HEHZE ORHQY 22 Z20 NE
(s3://<target-bucket>/<target-prefix>/<source-bucket-name>
/YYYY-MM-DD-HH-MM-SS-<UniqueString>)

M3t 01 =l
ZEAWS 2| 2£ — CloudWatch Console — Logs — Log groups
- A 2 &3PF 2R, S3 MR XE Jis

S3 H20 ME
- Actions — Export data to Amazon S3E& Soif E1E S3 HIICE LIEY £ /US
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23138

RDS Logs

GuardDuty Findings

WAF Log

AZ

1 HJE
0 0z
ot

L=

ir

Jot

re

15 H
0% mwr >

mazon RDS Console — Databases — DB QIAEA MEH — | ogs & events
FASLJE 2R6HH, RDS 2%, S3 M2, CloudWatch LogsiM 42 Jis
&EIH CloudWatch JE0ILE 27 IFY RHKIDE ETHSHA 42

1
T >

po)
O
0
HJ

_4\_ | .I III'I J\XI

[t—}

:Amazon RDS Console — Databases — DB 2IAHA MEH — | ogs & events —
21 Y ME - OIREC

o
H

S3 H20 ME
- OfeHet 22 Z=0 ME
(s3://<bucket-name>/AWSLogs/<account-id>/rds/<db-instance>/..)

CloudWatch Logs0ll MZ

- ZE: CloudWatch Console — Logs — Log groupsHIA sHE 1
- Actions — Export data to Amazon S3& Soll E11E S3 H3IQ
- S32Z RDS LogsE Export & CIREE

AT 018 =2l

ZEAWS 2| £ — AWS GuardDuty Console — Detectors
- AN gdeb)t BQRoHH, GuardDuty 2&1 S3 HANM 28 Jis
- DetectorE BHEX| 2#9HM Findings AHIJH ZH6HK| 242

GuardDuty 250K 2& £
- ZEAWS | £ — AWS GuardDuty Console — Findings
(EXl OMIE =91 = [I2EE)

S3 H20 ME
- ZE: AWS GuardDuty Console — Findings — Export — S3 &%
- XI&st K210l JISONSZ Of2Het 22 A=Z0 ME
(s3://my-guardduty-findings/AWSLogs/<account-
id>/GuardDuty/<region>/YYYY/MM/
DD/findings.json)

st o ol

- ZEAWS WAF — Web ACLs — Web ACL MEi — Enable logging

S3 H2l0 XE

- 2R CIRIEZ X0 23 THE0l 2=(Czip)Tlol ME
(s3://<bucket-name>/<prefix>/AWSLogs/<account-id>/AWSWAFLogs/
<web-acl-name>/region/YYYY/MM/DD/HH/<file-name=>.gz)

CloudWatch LogsOl Xi&

- A= CloudWatch Console — Logs — Log groupsOilAl siE 2& &J|

- Actions — Export data to Amazon S3E S E1E S3 HACE LHEH 4 U
- S32 WAF LogE Export & CI2EE

ol
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O EC2 Z&i4 HIOIE & ZAt

(B 123]EC2 Z2A! H0IEH & EAt =25

=M =2 LHZ

oot QIAIEl= EC2 QIABEIAE =Tt MisH At HIXIE RloH SA HIERIR A2 &

&

ALIE Soll SZHAIC| MAS KIS, A [Hah QIAEAO| AEHE

OIENOZ 2X| (HEl= QUAHAO| AFILE = 8101 ot 1 M74)

- HOt O KIE ME Ol2Het 2001 A
(Ingress: 2447t IP 1JHEF SSH EE= RDP 818,
Egress: ZE E2HT XIEH (D12 allow all HIAH)

1 ZloH Q& QIAEA A7)

o AWSCLI 3d 0lA
aws ec2 create-security-group
--group-name Quarantine-SG
--description "Forensic quarantine"
aws ec2 authorize-security-group-ingress
--group-name Quarantine-SG
--protocol tcp --port 22 --cidr <EAM7} IP>/32
aws ec2 modify-instance-attribute
--instance-id i-xxxx --groups <Quarantine-SG-ID>

ZAZIEl OIAEAN [HeH T2 BEQt =2t T4 QAE £

PSS
- OIAEA |D, EIY, AMI ID, Private/Public IP,

VPC/Subnet/Security Group, Attached EBS Volume ID,
A AIZE S 2IA BY
OIAEIA AR

aws ec2 describe-instances
--instance-ids i-xxxx \
--query 'Reservations[].Instances[].{Instanceld:Instanceld,
Imageld:Imageld,PrivateIP:PrivateIpAddress,PublicIP:PublicIpAddress,
SecurityGroups:SecurityGroups[*].Groupld,
Vpcld:Vpcld,SubnetId:SubnetId,LaunchTime:LaunchTime}'

SA e HXIE 25t H 43 ME

« AWSCLI B3 - & YXl(Disable APl Termination)
aws ec2 modify-instance-attribute
--instance-id i-xxxx
--disable-api-termination

3 OIABA Hs &

o AWSCLI B3 -EBS =& 4l 2X
(DeleteOnTermination HIZASH
aws ec2 modify-instance-attribute
--instance-id i-xxxx \
--block-device-mappings \
"[{\"DeviceName\":\"/dev/sda1\",\"Ebs\":{\"DeleteOnTermination\": false}}]"
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LhE

CIA= SEHE EESH| ol EBS AHA &Y

1]
HI

(ARAE2 204014 2=Z0| CIA3 0l0IZN sHESHH, HIOIE £& 101 SH =&
ts)
o AHAM XE'le.
1. QIABIA ZXI (EE S 2Fal)
2. 9zl EE ID =
- &4E QABA MEH S Storage EICE OISt == ID =Rl L= Ok

EBS 23 24 AWS CLI 2 &3

aws ec2 describe-instances --instance-ids i-xxxx \
--query ‘'Reservations[].Instances[].BlockDeviceMappings[].Ebs.VolumeId'

3. AEHAL
aws ec2 create-snapshot --volume-id vol-xxxx \
--description "Forensic snapshot - i-xxxx" \
--tag-specifications 'ResourceType=snapshot,
Tags=[{Key=Forensic,Value=True}]"

EHE 2N M8 TAHIOIMECR)E S22 HHIA =HEH 2
(ZAF A& VPC, 8 HHE, Golden AMI JHIOZ 14 HQ)
o AF ZF Al
- AMI: AHS 2=El Forensics Golden AMI AME
- HIERIR: 2F CIE4! KIE, S3 Evidence Bucket &2 o
- Hot O EFJ\W POt SSH/RDP [31=3
-IAM Role: 847] HM& S3 &= ¥ Snapshot =Rl &t 204

0l

LA IFAHI0IM ZHI

e AWSCLI & HIAl
aws ec2 run-instances --image-id ami-xxxx \
--instance-type m5.1large \
--subnet-id subnet-forensic \
--security-group-ids sg-forensic \
--iam-instance-profile Name=ForensicRole \
--tag-specifications
'ResourceType=instance, Tags=[ {Key=Purpose,Value=Forensic}]"
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H>
x
11
HI
=
0t

AHAOZEH M EBS EE2 M&6t0, ZEIA 2TAH|0AN A&
o MM HX (AWS HA HIAl e
1. &l CIAEA EBS AHAE JHIOE ME2 EBS E8 44
aws ec2 create-volume \
--availability-zone ap-northeast-2a \
--snapshot-id snap-@abcd1234efgh5678 \
--tag-specifications
'ResourceType=volume, Tags=[{Key=Source,Value=ForensicSnapshot}]"

2. EH BEAIE ZHIA IAH|0IM0 EE A2
aws ec2 attach-volume \
--volume-id vol-@abc1234def5678gh \
--instance-id i-0123456789abcdef@ \

--device /dev/sdfaws ec2 attach-volume \

3-a. E8 214 & 27| M2 DIRE (Linux) — S GIAl Zgt
- QIAEA H& (SSH)
ssh -i key.pem ec2-user@Forensic-EC2-IP>

- CIHIOIA Q14] ol

= =

1sblk
=Y == A O 0z
© SHEsSe R as - TIUAIAE) EfR Al
sudo file -s /dev/xvdf
- 2171 &&(Read-Only) OIRE
sudo mkdir /mnt/evidence
sudo mount -o ro /dev/xvdfl /mnt/evidence
- DI2E =fo!
df -h | grep evidence
3-b. 2 Q1A I 27| M2 43 (Windows) — B3 0Al Z&t
- RDPZ HHIA] ITAHIOIM &L
- CIA3 22|RF & (diskmgmt.msc)
- M CIAZ QlAl =10l (UHINOZ Offline &EHE HA)
- CIA3E Onlinelz HFsi, AJ| HXIE 2l “Read-Only”
£4 20 (Ol BE=2 ML BE WAl
Get-Disk | Where-Object IsOffline -Eq $true |
Set-Disk -IsOffline $false
Set-Disk -Number <DiskNumber> -IsReadOnly $true
- ClA3 E2H0(ETt QAL A 3= B2 Jis
(CIAZ ZEIRIHIA “Initialize Disk"E ZIH S2XI 200t &)
; oA sy DI2ES 2ES 4O T SS S 241 43
e (242 fi= 220| Ol ZRIZ0IA £3)
8 2L TK SH =t 2iF Al QIABHAE EZ6I] 2R A= AMIZ EHZ=

- 115 -



s OT2OIEUTIZY 25 PLAINSIT AWS S2IE JlEt DFIR THelS o7

—_—O

O EKS ZIA] HIOIE & Xt

(B 124] EKS ZEIA HIOIE & 2t S5

= 7= LS
EKS AWM= Pod, Deployment = E CIQIZ EoHIt gt 4 QUL
EC2KNE CIAEAE HIZE AHHSHK 210 Kubernetes M HEOZE =cI& A
2IE $8isiY,
*  kubectl B& - Pod Az|
- ZloH 9l Pod cfg 204
kubectl label pods -n <namespace> <pod-name> status=quarantine
-Pod 21 &= AIEE Qo HIERIT 2 NE
kubectl apply -f quarantine-networkpolicy.yaml
1 51 O|&! Pod. LE 247 »  kubectl B& - Node 22l (Cordon + Drain)

- L0 A7 Pod AHZEE =X
kubectl cordon <node-name>
- (MEH) & =01 PodE [IE LEZ OIS

kubectl drain <node-name> --ignore-daemonsets --delete-emptydir-data

« AWSCLI B3 -EC2 E XIEt (EHR Al
- oHE LLE9| EC2 QIAHA D M8 5 AWSCLIZ Hot IS
| HE JI8C=E HE
aws ec2 modify-instance-attribute --instance-id i-xxxx --groups sg-
quarantine
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o913 o1

&M e L2
Kubernetes & EKS HZEQ| =X L =t
(F= 0™ 3ZCT OCIM Ad=X 246H= Al HIOIETH &)
o AWSCLI B3 - EHAH HIEHIOIE
aws eks describe-cluster --name <cluster-name> --region ap-northeast-2
e kubect] 3 - LE & QIAEA [HE
kubectl get nodes <node-name> -n <namespace> --show-labels \ -o custom-
columns=NAME: .metadata.name, INSTANCEID: . spec.providerID
-EC2 QIAEA DB =&
* kubectl get nodes <node-name> -n <namespace> --show-labels \ -o
custom-columns=NAME: .metadata.name, INSTANCEID: .spec.providerID | sed -
e 's/aws:.*\///g’
- Node OIE1t EC2 2IAHA |IDE HESH EC2 ZIAl HXIQF O1H| Jis
» kubectl E& - Pod/Deployment/Service IHZ
- E& Deployment?t S1ZEl Pod Al
kubectl get pods -1 app=<deployment-name>
- E& 2HI0IH OI0IXIZ &8 =9l Pod A&
SHAE @ kubectl get pods --all-namespaces -o json | jg -r --arg image
2 - "<image_name>" \
L MIEHHIOE £& -
= ".items[] | select(.spec.containers[] | .image == $image) |
"\(.metadata.namespace) \(.metadata.name)"’
- EX MHIA HAOZ AlsH =01 pod Aled
kubectl get pods -A -0 json | jq -r \
".items[] | select(.spec.serviceAccount == "<service_account>") |
"\ (.metadata.namespace) \(.metadata.name)"'
- MHIA 1P Al
kubectl get service [--all-namespaces, -n <namespace>]
- E& HIQAIIOIA LH Pod?@t Cluster IP, Worker Node =1
kubectl get pods -n <namespace> --show-labels -0 wide
kubectl get pods -n <namespace> --show-labels -o json
- E& Pod &AMl EE =0l
kubectl get pods <pod-name> -n <namespace> --show-labels -o wide
kubectl get pods <pod-name> -n <namespace>
-o=jsonpath="{.spec.nodeName}{"\n"}"
o kubect| BE — Qo2 dl4aA SiHE
kubectl label pod -n <namespace> <pod-name> status=compromised
kubectl label node <node-name> status=quarantine
3 H L& Bz 2K 843 EC2 2&0IM sHE 2IAEA 5 Termination Protection &gt
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&M = LiE
PodLt NodeQ| &g =9I IZNA &L ZHHIOIH &EHE B
(ZHIOIH Etel HHEOZ 2|2M HIOIEE = Jts)
e docker 3& - ZHIOILH &EH EE
- ZHI0Id ZZNIA =0l
docker top <container_id>
- ZHI0IH 23 £
docker logs <container_id> > /tmp/<container_id>_logs.txt
- ZHIOI 43 & =218 - £F
docker inspect <container_id> > /tmp/<container_id>_inspect.json
4 M2l ¢ & &E & o 22 WM - LC HEZ HI(AVML)
- SSME EE0IHLE £329= 0 Eol ET 4
(Amazon EKS Addon & SSM Agent AddonE HHEGSHH 212 HHS
OIMGIH falist 4 UI)
-AVML [IR2EL & &
sudo curl \
-LO https://github.com/microsoft/avml/releases/download/v@.3.0/avml
sudo chmod +x avml
sudo ./avml /mnt/forensic/memory.dmp
EKS Worker Node= EC2 QIAHAQIEE, EC2 ZaIAN S2AGHH EBS AR
& JHIOE [|AT BH -
e AWSCLI %3 - LLE(EC2) EBS ARHAF MA
-EC2 2IAEA ID =H
NODE_INSTANCE=$(kubectl get node <node-name> \
-0 jsonpath="{.spec.providerID}' | sed 's|.xinstance/}}"'
5 EBS AEj4F M4 - OiZE| ERS 22 |D ==
aws ec2 describe-instances --instance-ids $NODE_INSTANCE \
--query 'Reservations[].Instances[].BlockDeviceMappings[].Ebs.Volumeld' -
-output text
- ARAE M
aws ec2 create-snapshot --volume-id vol-xxxx --description "EKS node
forensic snapshot”
Kubernetes APl $Z, Pod A4/AH|, Role B 52 Audit 20IM =0l
Jts (A 237t CloudWatch LogsHl 2H&sttI] QA0 6t CLIZ &2F £
Z Jts)
« AWSCLI %3 - Kubernetes Audit 21 £Z
aws logs filter-log-events \
--log-group-name "/aws/eks/<ClusterName>/cluster” \
6 Kubernetes Audit & --start-time "$START_MS" --end-time "$END_MS" \
Pod 21 £& --output json > eks_audit_logs.json

« kubetcl T -Pod 2 ZEHOIL4 21 £
- 2 3=
kubectl logs -n <namespace> <pod-name> --all-containers > pod_logs.txt

AAE HIZAHOIA(kube-system)
kubectl logs -n kube-system <pod-name> > kube_system_logs.txt
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&M = LiE

+EE OEMEMRZE, AA, 20)= Al S3 Evidence H2I0 =E611,
BZ24S S0 A =0 et
« AWSCLI 33 - oAl 84 2 S3 HZE

- SHAl &8 (23)

7 EH HE X HOt EjE sha256sum memory.dmp > memory.hash
-S3 ZE Al
aws s3 cp memory.dmp s3://forensic-evidence-bucket/EKS/memory.dmp \
--sse aws:kms

aws s3 cp eks_audit_logs.json s3://forensic-evidence-bucket/EKS/audit/
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5. Al 24 JIE

SISC SFMIMOI DFIR 24 o] 814l SX2 4ZEl HOIEE IO 32 #9l2 Isin 1 182
ElRiElol SEHR At 200 QUCH Fats 271 shaint MHIA so| Ammiaes St Z2Xjol ARl B2, 2ot A5

CIOIE & & R= 0F S2 73 £ AN, Ol= Eot 2ot 240t 02t JHE &KX =XIC| ZHE SEEICH

AF0IM= AWS ZHBUIMO| Al 242 KIHRISH| 2foH 23 X MHIAZE 2 24 ZEQF SAUIM BIRHSH
ih’ilEIE OMIES EOlotl, &2 =22 =R 277 OHIEES [H&6H DFIR CheatSheetE JHRRAC

EEst 2AJDF AWS 2HR-E0HIM ALD EME f8ist [ =282 AT 216 CloudTrail, VPC Flow Logs, S3
Access LoglilM S E= JIEt 27 OHIE B4 &l J= J|Ht OHIE JtARD JISOIEE 24 =75 oIk ol
E7= &Rl SAM K= 2RlEl= =1 THES EfXlo 247D QUEo= EiS6H0F & 241 IOIES NIAISITE

Z0IM CIE= LiS2 CiE0E 2Lk

[H 125] &2 &7 LI - Al 24 JI™

Bz AHI= 2 L=
] 28 = B TE 91 OHIE 24 CloudTrail, VPC Flow Logs, S3 Access Log, CloudWatch Logs S
AWS L 271 QEHE DFIR SENHIM HANOE 2EZk|= T OHIE 24
5 =2 e 27 QHIE HY MITREATT&CK &= JIEIOZ AWS 2= HE & 2=l
DFIR CheatSheet JHZ! Fi=E A OHIE/QIHHIOIMN DFIR 24 JI=2 A2Ist CheatSheet MIAl

CloudTrail, VPCFlow, S3 2= Xis 246t= AWSDFIR =2 (bitParsen=S

1T EAM = =13
3 | AWSDRRZ] =4 = M JHEWSH Fizs 7|8t 20 2AD} SHAl EFX| ZOIE RIZ
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5.1. 2108 R 4] ZC I OMHE 24

CloudTrail, VPC Flow Logs, S3 Access Log, CloudWatch Logs & AWS £ 271 QEE=Z DFIR 2tEMIA

SHAFOR SIRC|= WO OMIES SALH

L——= L "T1AA

1) CloudTrail

CloudTrail 2= JSON g4loZ Z2L|[H, 2t OIHIE= 0i21 JHe| J|-8F AO= FHEI HEE SIS Al
2401 28tl= £ EC= L3 2Lt
[E 126] CloudTrail Log GIAl
=1 WAl 22

{"Records": [{ "eventVersion":"1.08", "userldentity": { "type": "lAMUser", "principalld":
"AIDAGONGE4XEGITEXAMPLE", "arn": "arn:aws:iam::888888888888:user/Mary", "accountld": "888888888888",
"accessKeyld": "AKIAIOSFODNN7EXAMPLE", "userName": "Mary", "sessionContext": { "sessionlssuer": {},
"webldFederationData": {}, "attributes": { "creationDate": "2023-07-19T21:11:57Z", "mfaAuthenticated":

"false"}1},
- OISt &2 -
[E 127] Al 24 Al £2 2= CloudTrail 23 EE
ZE 1= a9
eventVersion CloudTrail OHIE 3X0| HA

QES L3S FHI CH &
- [H& IAM ARZXY, 2igH(Role), AWS MHIA SE2 AE Jis
- type(Root, IAMUser, AssumedRole S)1t arn(Amazon Resource Name)2 Sl

AR S=totH EF Jis

userldentity

eventTime O[HIE B 2AA| (UTC JIE)
eventName ezl OHIE H
awsRegion OIHIET} 2t AWS EIX

APl 20| AIXE 1P 4

|PA
sourcelPAddress ooy by} Ly Ip2 il SQ8t ST} E

=

—_

fio

userAgent RES P SA0IAE(AWS CLI, SDK, & 2& 8) 8-

AP| =0 AR2E OEHIE

requestParameters | i alaAS [HAOE O ZHS ASHH QA=K S0l J

ar

AP| =£9| & &t

[= =8
- 85 0Set 4&E 2oL B

responseElements mat

omn

AP| Z£0| &Izt 22 02 HIAIXI HAI

errorMessage - Q8 Al 2191 Tet Jis
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CloudTrailll 2Z6k= 2 OE= 2| OMIE, HIOIEH OE, QIANIE OBEEZ 222 £+ UCL MITRE
ATT&CK Zi=0ll [IF= CloudTrail OIHE= Ci=1t 2Lk

[HE 128] MITRE ATT&CK &=0fl [[IE £ CloudTrail OIHE

OHIE 2 LHE
SAXTE AAE 2EZ HESHE &0 CHSt JHAIE JHi=S
(AWS HE BZ6HHLE AFRKL 2stg =S6k= Q| EfX)
Initial Access * ConsoleLogin: AWS 2i2| 2&0 21
(E1= AF) e PasswordRecoveryRequested: HI2HE S @&
*  AssumeRoleWithWebIdentity: &! AtZ SEHE AIZdH Al HOt XA SHOZ st ~3
* GetSessionToken: AWS APINI Al NIM EZ F
SAXD} B2 SF0IA AoIXel ACE Alsist= S0l CHSH JIAIE RIS
(AWS 2t LHHIM EEE 2IAAE AZGHHLE B3 A el EHX)
Execution * StartInstance: SXIEl EC2 QIAEIA AIE
(Eoh &) « StartInstances: ZKIEI [K0| EC2 QIAEIA AlZ}
o Invoke: AWS Lambda & 5=
» SendCommand: EC2 QIAHA( HH NME
AR XA Y BZ 0120 A=2E QA= KIS S0l CHSE JHAIE ’i=S
(AWS HIE LHUIM HHEHE MAGHAHLE SFEQ01 M2 2otg =i-6idis @l ER)
* CreateAccesskey: AWS AFEXt EEE SIS0 CHSH HAIA I] A4
* CreateUser: MME22 IAM AISXt &4
» CreateNetworkAclEntry: NACL =2 =JI6H HIERIZ &= 3= &4
« CreateRoute: 2IRE HIOIEN E=E FIIH HERID &= &2 &4
e (CreateLoginProfile: |IAM AIZAIR| 2101 TZE MA
Persistence * AuthorizeSecurityGroupEgress: HOF 1=09| OIRHIRE & HE
(EoH XI) * AuthorizeSecurityGroupIngress: HPI T1E9| OHIRE H&l H&A

* CreateVirtualMFADevice: Jt&f MFA LCIHIOIA 24

» CreateConnection: Direct Connect 912 44

e ApplySecurityGroupsToLoadBalancer: EE HHEA HoF I8 AME

e SetSecurityGroups: EE SR M| 2ot O &

e AuthorizeDBSecurityGroupIngress: RDS HIOIEIHIOIA EOF OE9| CIHIRE HA!
» CreateDBSecurityGroup: RDS HIOIEHIOIA HOF 1F A

e ChangePassword: AR2At HIZHS BiE

ot
0l
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SR E2 eI O =2 2Ete=2 dstldi= A0 et JtAd ’IE
(IAM 2SS B0 O B2 AWS ClaAN B2 £ JAEE Q| EX)

e (CreateGroup: |IAM & M4
e (CreateRole: |[AM g MM

e UpdateAccessKey: J|IZE MNIA I LHIOIE

Privilege Escalation * PutGroupPolicy: IE0I CHSt QI2tO1 AxH FJ} Sl HA
S AR "
(et 45) * PutRolePolicy: Yet(Role)0l CHSt QIZIRI &A Z=JF 3 B1A

t
»  PutUserPolicy: AFSXIHI CHSH ClEtOl &M =7t 5 B
* AddRoleToInstanceProfile: &gt(Role)2 TZEOILt OE0 F=Jt
* AddUserToGroup: AIZXIE TZEOILI IS0 =Jt
e AttachUserPolicy: AFE2XIH IAM ZiZ|ad 2 1A

e AttachRolePolicy: gf(Role)l 1AM ZiZ|& & o1A

SR X A 20 MAHIE FH6= A0 CHet JtAE RIS

e StopLogging: CloudTrail 2& &t
* DeleteTrail: CloudTrail E&I(Trail) 4%
* UpdateTrail: CloudTrail E&lIg(Trail) 74 HIOIE
* PutEventSelectors: E&I(Trail)el OMIE M
* DeleteFlowLogs: VPC Flow Log 2!l
» DeleteDetector: GuardDuty EXIJ| &K

Defense Evasion * DeleteMembers: GuardDuty ZH HZE A

(201 =I) e DeleteSnapshot: EBS LE= RDS ARHAF AR

* DeactivateMFADevice: AFZ2XI HEQl MFA EXK| HIZ&st
* DeleteCertificate: SSL/TLS QIZAM 2Kl
» DeleteConfigRule: AWS Config &l AR
* DeleteAccesskey: HNIA J| A
* LeaveOrganization: AWS OrganizationOiAl HIE EE|
 DisassociateFromMasterAccount: GuardDuty ORAE HIZMHIM HE 3 SHA
* DisassociateMembers: GuardDuty BHOIM HE A2 sHA
» StopMonitoringMembers: GuardDuty HIH HAE ZLIEE St

SAXIL A=A S X6 CHE JHAIE RIS

= 20
(HI2R= L= Hot 0I5 HH Xg|, My, HHF giel EiX)

*  GetSecretValue: AWS Secrets Managerl MEE! AT gt =0l
* PutSecretValue: AWS Secrets Managertil M&E AT gf B

Credential Access o
(K= &) e GetPasswordData: EC2 CQIAEIAQ| [HSH Zt2|At HIZHS =0l

* RequestCertificate: AWS Certificate ManagertilAl QISA QA
e UpdateAssumeRolePolicy: @& (Role)Q| AlZ| A% AH|0IE

* CreateSecret: Secrets ManagertlAl A3 A4

* DeleteSecret: Secrets ManageriAl A== AR
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OHIE R LiE

o

SARITL AAED HIERIT 2HZ0H CHoH Eriotzd= SHQIMI CHSE JHAIE RIS
(AWS 2t L 2lAA, AFZAL 23t S2 Lot FEE £E6kd= el BRI
e ListUsers: IAM AIEZXI SE L&
¢ ListRoles: IAM 2gt(Role) S5 L&
e ListIdentities:|AM X} S =22 Li¥
* ListAccessKeys: |AM AEZXI HNIA I| LI
e ListServiceQuotas: AWS AH|A ZEHEF LI
. e ListInstanceProfiles: EC2 QIAEA IZ=T [ tH
Discovery
(E$A) e ListBuckets:S3 H2! L&
e ListGroups: IAM & LI
» GetSendQuota: SES(Simple Email Service) &M1& =&k =0l
e GetCallerIdentity: ®IfH AISKIC| Xt S &HH =0l
* Describelnstances: EC2 QIAEAQ| [HSH NIE EH =0
*  GetBucketAcl: S3 HZIO| ACL =0l
* GetBucketVersioning: S3 H219| H& Zt2| &EH =0l
¢ GetAccountAuthorizationDetails: AWS HIEQ| |IAM Entity(AZXl, JF, g S)0I CHSt
Mg 25t - =01

SAXDL HERIS Ll CIE AIARICE OlSsid= &Il CHat JIAIE KIS

O] oistH ofsti= A >4 =313{= sHO| EF
Lateral Movement (SHLtel AN CIE Ytz M=t AWS 2 LHUIA OlSsidi= &9l EfX)

(LH=2 0I=)  AssumeRole: B SHOIM CIE Asto| B2 AAIROZ H(f
* SwitchRole: BIH USHIM [IZ2 sto| RstS AXMOZ H(f

SR B 2B0IM IEZ HIOIEE
(S3 HZI0IM CIOIEIE CI2ZEE, AR

SEGIH= S0 CHEH TS ’IS

SR HOIE EZE REdi= &Rl EX)

e GetObject:S3 HHZUGIM K| =tol
e CopyObject: S3 HZIHIM 24K SAt

e CreateSnapShot: EBS AHAES MAHH 2IHQt SR

) ) e ModifySnapshotAttributes: EBS ARHARO| £42 £H5H QEQt SR

Exfiltration . -
(o) *  ModifyImageAttribute: AMI(Amazon Machine Image) £42 £Z6H Rt L
T

e SharedSnapshotCopyInitiated: SREl AHAF 2A}

e SharedSnapshotVolumeCreated: SRE AHHAQ| 22 MM

o

e ModifyDBSnapshotAttribute: RDS HIOIE] ARHARO| &4 LA

e CreateDBSnapshot: RDS ARAF MA

*  PutBucketPolicy: S3 HZIQ| HHMS HAH SIHECE &= JISOIEE &
H

e PutBucketAcl: S3 HZI9| ACLS BiZol SHNCE &2 JISOIEE &3
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SAXDL HI0IH, AAE, HESIZN SE OIXid= 410l CHEE JtAIE RIS
(CIOIES AR, AIARY SE SOf el EXI)

* PutBucketVersioning: S3 HZ!0| & &2 |E =HAsiotHLE HIgkdst
* RunInstances: MZ2 EC2 QIAEA AIE
(OIHIE &l HIZS 2MAIF] AHIA HE S0 4E Jts)
* DeleteAccountPublicAccessBlock: S3 IHEE! MMA KIEH HE A
e DeleteObject: S3 HIZ! ZHA| AR
* DeleteDBInstance: RDS [HIOIEIHIOIA QIAEA

Ab
* ModifyDBInstance: RDS HIOIEIHIOIA QIAEHA £H

Impact

(=)
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2) VPCFlow Logs

VPC Flow LogsE S30Hl M&Z ZL, 2Ht HIAE| | Parquet &4l(Czip =2 AlEol= & JIEt HIOIE
gia)oz 22|, CloudWatchOll MEE &L CloudWatch MHIA 2£01 SZEICE AHD 240 28tl= =
ZC= L2 2Lk

[E 1291 VPC Flow Logs 0lAl
=71 Al

123456789012 eni-1a2b3c4d 203.0.113.10 172.31.5.10 54321 22 6 1 40 1678886400 1678886401 REJECT
OK

[E 130] Al 24 Al T2 &2El= VPCFlow Logs 21 EHE

Z2E =2 23
account-id EZjH0l 2E2El= A4 HIESIZS QEHOIA AR AWS HE ID
interface-id Efmo] E2E= HER3 QEMIoIA 1D
creaddr 241 EgfImol A: EgHE Soure IP,
sS4l Efiiol H: EEE MEsh= HWESRIS HMIoIAS] 1P
dstaddr S4l ECiol A ET [HE IP,
20 EZfEOI AL ELHTO0| S02= HIERIS 2IHMI0IAS] IP
srcport EfiO| srcaddriilM AIZE ZE
dstport EZHTO| dstaddrUiiM AIEEl ZE
protocol EzZjmo| IANA IZEZ HS(TCP6,UDP 17 §)
packets HERIZ EcHEUIN BSEl TH2!
bytes HE2IZ EHTIAM HEE HIOIE £
start ZIH 2t LHOIM HIERIZ E2imol A Hil TH2I01 2418 A2t (Unix Timestamp)
end ZIH 2t LHOIM HIERIS E2imol OIS TH2IE A5t AI2E (Unix Timestamp)
action Ezfmint IAE ZY(ACCEPT, REJECT)
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MITRE ATT&CK &=l = VPCFlow Logs OIfIE= CE=1t 2L

[HE 1311 MITREATT&CK &=0il [IE F2 VPCFlow Logs OHIE

o
=
Im
10
0

Reconnaissance
(BH)

Initial Access
(X=X E2E)

Lateral Movement
(LHE 0I=)

Command and
Control
(= JMol)

Exfiltration
(R=)

LHE

SR Y HIERYS EHE £E6k= @il EX
(QIF IPEZRH HIZEH ZE AJHE Q| EX)

+ Q22 IP(203.0.113.10)0IM LHE MHEZ SSH ZE A A=ZOLL,

2ot O & HIERIR ACLE Soll AEEHREIECT)E! 23 KAl

123456789012 eni-1la2b3c4d 203.0.113.10 172.31.5.10 54321 22 6 1 40 1678886400 1678886401
REJECT OK

123456789012 eni-la2b3c4d 203.0.113.10 172.31.5.11 54321 22 6 1 40 1678886401 1678886402
REJECT OK

123456789012 eni-la2b3c4d 203.0.113.10 172.31.5.12 54321 22 6 1 40 1678886402 1678886402
REJECT 0K

TARDE AAL0 252 HSsts $9| EX

(QIF IPEFE &Lt He| EfX|, LXKl &2 QR IP E= 2 H

od 1P &

rl
Ool'

EtXI)

o
$

« Q2 IP(203.0.113.10)0IM LHE AH(172.31.5.10)2 RDP &2 433t 21 Al

123456789012 eni-la2b3c4d 203.0.113.10 172.31.5.10 54321 3389 6 1 40 1678886400 1678886430
ACCEPT 0K

SARD £EZ2 EESH AARAM CHE IR AIARICE OlSsid= &Ql BRI

(Bh SAGH E AIAER! 2t0| HIEAEPR SAl 24)

LHR0IAM CHE LI IPZ SMB EEE Soll HIZEZQ! SAI0] 2ot =71 HlAl
123456789012 eni-la2b3c4d 172.31.5.10 172.31.5.20 445 55555 6 100 10000 1678888000 1678883010
ACCEPT 0K

TARDF HESE AL SN FBS

PHLE &by

&S EE NoskH= &l EXl
(AETET QIR C2 MHte| Sl Jisd 24)

LHE MHOIM QI IPZ 5CB HIOIE &&
123456789012 eni-la2b3c4d 172.31.5.10 198.51.100.1 54321 443 6 200 20000 1678889000
1678889030 ACCEPT OK

SAXDL HESH AARINIM CIOIEE QUEE REHHE= Al EX
(BAQt CIE AIZITHON CHEMO| OI2HIRE EcHHO| 2 Al HIOIE R= 2l&))

« L= MHOIM I IPZ 5CB GIOIE & =1 GilAl
123456789012 eni-1a2b3c4d 172.31.5.10 203.0.113.1 54321 80 6 100000 5368709120 1678890000
1678910020 ACCEPT OK
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3) S3 Server Access Log

S3 Server Access Log= SHIO=E FEEI ZES0| =02 4| JCMH HIAE [ Hilo= 2ZEICE 2F
| S| o o

dIEE= EHY S3 QENI CHSH BEE B0 /U UL A 2401 28tl= &R EE= L3t 2Lt

ror

[H 132]S3 Server Access Log 0lAl
=1 MIAl

123456789012 eni-1a2b3c4d 203.0.113.10 172.31.5.10 54321 22 6 1 40 1678886400 1678886401 REJECT
OK

[H 133] Al 24 Al T2 &8El= S3 Server Access Log 21 EE

Io g A
1= =k

=— T

Bucket Owner S3 H2 ARl AWS ID
Bucket QEQ| 2 S3 HA H
Time SOl A=E A2t (UTC)
Remote IP RS HHl SA0ILE IP =
Requester QEXIL IAM AIZXIC] B, IAM AEZXt Ol AKX &3t AWS HIE
Request ID Amazon S30IM 2 QEE NQTHH MRS Qo MAst ID
Operation LES =il S3 HANAM £E =Y
Key QEO| 2K H
Request-URI HTTP & HMIAIXI LA Request-URI LIE
HTTP Status QEO CHst HTTP SEf FE(200, 403, 404 8)
Error Code QT S FR S3 28 IE
Bytes Sent SE2 Soll ISE HI0IE £
Object Size 24719 37|
Total Time S3 H20l RES Melsh=ml Z2!l A2t
User-Agent QS HHl EN0IIE HE2AHI0IM EH
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MITRE ATT&CK &=l [IFE S3 Server Access Log QIAHI0IMZ CiEutk 2Lk

[E 134] MITRE ATT&CK M=0l [IE R S3 Server Access Log 2M#0I1M
OHIE Q¥ LHE

SR E2 M O =2 2Ee=2 d5tldi= R0 et JtAd ’IE
Privilege Escalation  (z4y| = 3 w310] St

(@t &5)

ro

OH
00}
1
m
pal

e REST.PUT.ACL: ZHX| LE= S3 H2I9] ACL £&

SAXDE S3 H210| 2HE0I CHoll Erstzd= ALI0 CHSH JIAE RIS

(S3 S=nt 2ot 83 0 CHet = & Q| B

Discovery e REST.GET.BUCKET: S3 HZ S X3
(Er4H) *  REST.GET.ACL: Z{{| EE= S3 HIZI0] ACL X3

e REST.GET.BUCKET.LOCATION: S3 Hi2! 2|X BH X3

e REST.GET.ENCRYPTION: 255t &% FH I3|

SAXIE S3 K2 QIEE HIOIEHE REstd= &0 st JAIE XIS
(S3 HZI0IA CIOIE CHREE, SAX S3 HZICE SAKH IF REsl= &2l EiX)

Exfiltration
(R3) «  REST.GET.OBJECT: 24Kl [IR2C QA
e REST.COPY.OBJECT: ZHK| SAt @&
SRt CIOIE ¥&s OIXIZ= Il CHEt JtAE RIS
Impact (S3 HZ! LH 24MIQt S3 HAIZ AHlst= &Ql EXI)

(&) «  REST.DELETE.OBJECT: ZHH| ARl @K

e REST.DELETE.BUCKET: S3 H2! 4iH| @&
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4) CloudWatch Logs

CloudWatch Logs InsightsE 2t&51H AWSHIA £Ekl= 205 [HYOE 01 2= JIEH EfX| Z2IE £2HoH

S H=0l S £+ QUCH CHEAR 27 @EE Xl =41t (Al R2l= C3ot 2L

==L

[HE 135] CloudWatchE 2Zst 014 &l Xl GllAl

Q| X 7= LHE
X2 24A12t=0t Alist 2£ Z=9(consolelogin) OHIEE |P TAHE ZAHIGH
HIEAHO!I 27101 Al IHEE 2EMSCZN 2XE Y S Al X
HIE&
EFT| 3
] fields @timestamp, @message
| filter eventName = 'ConsolelLogin' and errorMessage = 'Failed authentication
(CloudTrail Log) L filt tN "ConsoleLogin' and M 'Failed authentication’
| stats count(*) as login_failures by sourceIPAddress
| sort login_failures desc
MY RS AT HHA JIE ASoH B2 AIZE LH OOl APl SES Al

.
-
L o
I L

o
7| €=l E= HE ¢l EX

AT HAHA 3 o EIXI 2l GllAl
jele==9N| fields @timestamp, eventName, userIdentity.arn, requestParameters.userName,
(CloudTrail Log) sourceIPAddress
i filter eventName = "CreateAccessKey"
| sort @timestamp desc
I limit 50
HERZ Eci =& HR(REIECT) SEO| HIEMNOZ =2 Z2X| IPE A8
ZE AJid S EM =0l sigste QlAAM2 ECiT EX
TE AJf ErX « EXI 22l GlAl
fields @timestamp, @message
(VPC Flow LOgS) | filter action = 'REJECT'
| stats count(*) as rejected_packets by srcAddr
| sort rejected_packets desc
I limit 10
H2U0 SIZCIXl 22 IP E= IAM AIZRIC| B2 AEE AlE6H
CIOIE 2F HN=0 sHEot= olal &l EfX
HIPIDIRL &= EHK o EKI 2l GllAl
(S3 Access Log) fields @timestamp, requester, bucket, requestUri, status

filter bucket = 'important-data-bucket' and status = 'AccessDenied’
stats count(*) as denied_access by requester, remoteIP

I
I
|
| sort denied_access desc
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5) RDS Logs

HIOIEHIOIA 29| == HIOIEHIOIA HIRI(MySQL, PostgreSQL, MariaDB S)1t 21 S0 2+ 0I5t
2 271= AHIMOZ A2 3, 01 JE OHIE i S SE& Z2EE TSNS NIREC! SAl= KHOIDF UL
AWS DB 2IAEA OHIE(AWS DB Instance Events)?| &= JSON Aoz Z2E|[H OMIE JI2 IAX=
Ci=Snt 2Ck

[H# 136] RDS Logs 0IAl
=71 0IAl

{"version":"0", "id": "68f6e973-1a0c-d37b-f2f2-94a7f62ffd4e", "detail-type": "RDS DB Instance Event",
"source": "aws.rds", "account": "123456789012", "time": "2018-09-27T22:36:43Z", "region": "us-east-1",
"resources": [ "arn:aws:rds.us-east-1:123456789012:db:my-db-instance" ], "detail": { "EventCategories":
["failover"], "SourceType": "DB_INSTANCE", "SourceArn": "arn:aws.rds:us-east-1:123456789012:db:my-db-
instance", "Date": "2018-09-27T22:36:43.292Z", "Message": "A Multi-AZ failover has completed.”,
"Sourceldentifier": "my-db-instance", "EventID": "RDS-EVENT-0049"} }

[E 1371 AWS DB Instance Events JIE2 32X

Z2E =2 23
ID OMIE ID (IR &8)
Detail-type OIHIES|] FHIMCI QE (EventBridge &0 EE JIZE ALS)
Account OIHIEE HHHAIZI AWS HIE ID
Time OIHIET} ErHAI2I AIZE (UTC)
Region OMHIES ZHAIZI AWS 2IX
EventCategories OMIEQ| EX(availability, security, configuration change )
Data OIHIET} st AlZE (UTC)
Message OMHIEN CHet &
Sourceldentifier OIHIET} graiist 2|AA0] 01
EventID grfist OIHIENI CHE 1REH ID
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MITRE ATT&CK &=l = RDS Log OMIE= Ci=1t 2L

OMIE 28

0

Defense Evasion
(Mot &5)

Exfiltration
(R=)

Impact
(&8

——

[HE 138] MITREATT&CK &=0l [IE F2 RDS Logs OHIE
LHE

SAXDL EXl & 20 MHE Ricizi= &0 st T JMS
(AWS DB QIAEIA OHIE 22

* RDS-EVENT-0332: M 21 2 HI=tAst

SAXI} QIEE HIOIEE REsk = &0 et JAIE IS
(DB 2AEA SeHAN CHE SIH B2l 82 B0 ARZ =A5I2= el EX)

e RDS-EVENT-0014: DB QIAEIA SHAN [HSt £& Alet Hg 2=

SAXTL CIOIEN Y2 OIXI2= U0 CHst JU\IJd pS[F=
(DB QIAEIA AfH| 35t X HHRY HIEM ARHAF AT S &Q| EFXI)
e RDS-EVENT-0003: DB QIAEIA AR

o RDS-EVENT-0041: AF2X} AEHAF A|

e RDS-EVENT-0028. KIS HHQY H|EtAlg
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6) GuardDuty Findings
GuardDuty Findings= JSON ®AI0Z Z2L|H, At 2401 2i4X01 Cist M8 HE kst UL I
SHAKOI R4v= Finding TypeC= Ol= EfXI=! 2880 RES LIERMCE Finding Type #*&= L2t 2Lk

[E 139] GuardDuty Findings Type #%&
Finding Type &% &4

ThreatPurpose:ResourceTypeAffected/ThreatFamilyName.DetectionMechanism!Artifact

A0q

|
=T =3

HI

3
ThreatPurpose Q|80 =R =H(Backdoor, DefenseEvasion, Discovery, Recon &)
ResourceTypeAffected | S HE AWS 2la4
ThreatFamilyName Q8 L= Qlo|Xol ==Y
DetectionMechanism Qg st 2H-H(TCP, UDP 3)

Artifact el 2= OIEIHE(RIt HBE)

0l Q0= Findingslil= Ci2ut 22 &2 F==0] Ze=ICE

[E 140] GuardDuty Findings &2 &&

= a2g
aZe 9| 2" £EE LIEHHH, E2(High), &2ZHMedium), ¥Z(Low)Z F&
HE ID &0l EfXIEl AWS HIEQl ID
=l 0l st AWS 21X
gliaA H- Yets B2 2IAAN CHEE PHIRQ EZ(EC2 QAEA |ID,S3 HZ! 01 S
SHRAX = SAS Ast FHI0 Chet F2(P, @Kl 32 I8 S)
OIHIE EreHf A2t e AT MS LSt AIZI OHKIRCE EXIEl AIZE JIE
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GuardDuty Findings && 2et2 Ci2dt 2Lt

[E 147] GuardDuty Findings &8 Hot

== PS]=t]
= =S

Amazon EventBridge?t AWS LambdaZ 1St E& QEO0ILt AT £F0|
FindingsJt IS [ XISQZ &l 2L THE =XI Jts

MAE Findingse Amazon S3 HZUCE LHELH &J[2F 226,

=9t BlIZAl Amazon AthenaZ =6l SQL FZIZE B4 Jis
20 2M o A2} Amazon OpenSeacrh MHIALE QuickSight@t 22 A2t =70t =6l [HAIEES

TEGH AIZH [ 98 EBE Iof & ATHAQ! HOot ForN AZEN =20! =IC

AJH 2SI, Findingsl ZSEl SAXL P, Sgk2 B2 2lad, OHIE 2 24| S9
INNES =g dHE JIHOE CloudTrail Log, VPC Flow Logs & CHE £ HIOIEQt 12t 2

—_
SAO| MEXQI SENF g #e| It Jis

Iz
1o
1
02
g

e £ A= 1P A A2 1P S=0 Y 1P =S=2 2F 2ol 2R F=IEE 52 £ AUS
e QHBA =2 22 (SRE= A48 IP ==2 21e =0 FJrH 224z A0 CHol AlSsHA BXXIsHD S Jhs)

- 134 -



s DIROIEITIZ) @ PLAINSIT AWS Z2IRE J|Et DFIR T3

7) WAF Log

WAF Logi= JSON g4lo=2 Z2k|l, 2F Q&N Chet Cidst 2E FHEE Hatold ACEL =23 FX= WAF
HHZ0I [CEE XIOITH /JIZ £ ACH, LEHOZ [IZ1 22 £ ZES0| ESt=CL

[HE 142] AWS Logs WAl
27 MAI 22

"timestamp": 1758865233531, "formatVersion": 1, "webaclld": "arn:aws:wafv2:ap-southeast-
2:111122223333:regionalAvebacl/STMTest/1EXAMPLE-2ARN-3ARN-4ARN-123456EXAMPLE",
"terminatingRuleld": "Test_SQLI_XSS", "terminatingRuleType": "REGULAR", "action": "BLOCK",
"terminatingRuleMatchDetails": [{ "conditionType": "SQL_INJECTION", "sensitivityLevel": "HIGH", "location":
"HEADER", "matchedData": ["10","AND","1"11}],

- Olot &Et -

[HE 143l WAF Log & EE

ZE =2 a3
timestamp EJ ZHE AIZ
formatVersion 270 HAo| HiA
webaclld RES M2t Web ACLOI ID
terminatingRuleld QES HEHOE 68 L= AHE 7& D
action 0l Ol £3El ZXI(ALLOW, BLOCK, COUNT &)

terminatingRuleMatchDetails | Q&0| 70}t 2XIst FHIHI ZA

HTTP Q&0 CHSt &Ml EE

- clientlp: &S B SCI0IIE9| IP T4

- country: S2I0IME IPQ| It FE(KR, US S)

- headers: & 6l EH

-uri: QEE URI Z2

-args. QM L=l 2| SRS

- httpVersion: HTTP H&

- httpMethod: QEUHIM AFSEl HTTP HIM=(GET, POST S)

httpRequest

rateBasedRuleList £ J18E FEIN Clo 2i2Ikl=E 1P 22 [GHE Al

WAF Log 241E Soff Cifst Hof 2Jg & HIZEHPO! 252 BRI £+ UCH, TR &E 2ot

r1
[
o
B
M
]

] A0q

SQL eIMM

, . . ils == a AHE| [HEIQ| EHRIEl AL
(SOL Injection) terminatingRuleMatchDetails M SQL ZZIet IHEOI

JZ2A AOIE AFEE QEO| URI, 2| EXHE = 220IM AIBIE EH(<script>, </script>)Qt &2
(XSS) oty A3EED} 2AL= 3R

CIEEE| EciHd
(Directory Traversal)

or

o
£

CIEEZI(./)ZE 0ISst2d= AI=Jt URILE TRZHIENIM 224E= &

MHIA HE 32 (DoS/DDoS)

m

g SC20IE IPUIM HIZEHCZ B2 Q0| EtAIZE LHoI 2ddl= 32
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5.2. 34 =2 21 OHIE [HE DFIR CheatSheet JHE

MITRE ATT&CK N=2 JIEC= AWS Z1(CloudTrail Log, S3 Access Log)E IHE & 2Z0H At CHEMIA
22 JISSt DFIR CheatSheetE HMIABICEL HIAIE! Kiz= S o4 OMIE, X QA= OMIE, St 242 THE
ol 2

S 2t OIHIE0N] Chst DFIR s 2iES Jedelol §Xl & 240| 22ttt 2=8E APl AE SH=E SiCh

Cheatsheetil= CloudTrail Log@l 175 OIHIERQ} S3 Access Logll 471 LIHHI0A0] ISt UL

DFIR CheatSheet - AWS CloudTrail Logs

2% F=4
agent : AWS CLI, Console, SDK § T2
Initial Access
A= WE (23 948 ¥Y)
Cansolelogin AWS 200 SR} 2 o 2 0l 3/ Ee) sdditions lEventoats Mraused - MFA MG D1 (false?] %, MFT OIS 2 191)
(Bl 0jut Sell 6B (credential stuffingl O BS 3! At S 0188 =712 A%, ZAA MFADIXE AZ oz 24 Had esponse Lenents - 191 £ 2/ 01 ( “Success” or “Failure” , brute-force phishing 615 EIEh
GUIZ N £ B3 43 URETA /TEH 78 53 270 e e: Failes suthent

=7 |l (g ticn THE!)

#THE HHE = o] ME

PasswordRecoveryRequested 1AM AP R AE 2| vl U s =7 (Password reset) 2%
(BT} oo™ = TS T U REE YU WS0R AF EH AL URA B A ZIE IR AP 22 2 F D)

tsd - olEHx ge sr ey
=1 B 23t ("Success” )

£t sl s

AssumeRoleWithWebldentity T SUS AR YA Hot Ty sHoz oY 48  EFFYEHE

(215 0IDC E2 EX2 2 W Role Assume (E2 25 W), HAEHRSA 2H(EKS MUl AE)0 Zos A8 45, Z2AZ2LERI0| Jofst=
IdPS Aol AWsSH =E E2)

#XF @AEl = oliE

GetSessionToken STS(Security Token Service)0il A A MY E;
(EFIE 1AM User= STS S22 M4af 7| MM §
URA AZSE MME B8 FAPIHE 53)

= MFAALE 5 84 2F 25)
7 MFA RIS AT (44 27| E2 92 F RS EE TS BE,

#i% eiAlsls s

GetFederationToken

stionSeconds 1 E2 RE217H

= 2 oy

#3i% eiAlsls s

StartSession SSME Eofl EC2/RIAT An| E13 MM A=} BE (e 2B AID
[} 2§ IR L8 HolE MM 2 932 EX 20 A SSM M APREE
=345 dsls ol

GetAuthorizationToken ECR 0|4 0]0|x] AE ez EEEYS ssurceTPasdress | E2 B #i3l
(215 S202 H|Z 4| 0|0|X| FA/E 2 0[0|X| IRE-ZHE|0|L 2| B CIUCD R HE) egistryies  HT CHY ARIAED
izavionDats | E3 YHE 08
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Reconnaissance
Operation LIE (23 42 24
REST HEAD.BUCKET Wzle] Z0 oisiel W2 HHE Helst?| ¥id) ¢ W= HTTP weso 24,
C40[Ef 2 CHREEHE| 21T W2 HEHI0|EHACL Policy S B2 7Hs5H)2 HLsI| e A8
(SATH= W3 E0 02 Bl Y HE| 2 o 4K 2R
# R eAlEls 2naold
RES CL , RES
REST.OPTIONSPREFUGHT ~ H2t7| i 22}0[¢E7} CORS(Cross-Origin Resource Sharing) 58 #I 2 21517| it HTTP o

& HITA( Access-Control-Allow-+ ) 8 S8 1% E0f0! U2 7154 el

.'2211?'7}COR5"=‘7‘:;0I BT ahA HBE Wal B AT F 2abe T Tl dolE 23 Its)

# X fAEE 2n2olM
REST

OBIECT , REST.FUT.0B

Privilege Escalation

WE (@ g gy

Operation
RESTPUT ACL AH == 53W3le| B2 MMACL +F

(SHX7E Fhtlo| Y= ET obd T Bd)o] B2 ATE o
Zio| AT B0 VUM CHREE Frs3H )

#1137 Al QA0

PUT.OBJECT —

a2

TR

HE

L ]
1) SATIZH T2l MBS Aot ST i s S 1S 43  Z0 Y B 33 oz A%
EEEEEEE TR 1)

(3) 403 2 W3! ()22 Credential S T F4 93| & MA| Z(GET/UST) - H2 &2
#2I W
SEUTH cenote_ip [ user_sgent OfA] B AJZHU] 0121 B2 CHA HEAD R B2

- http_status 200/403/404 7t ZE5|0 LEILH, 403 SE0| Uil 2 E8 el ¥ di2 75
-0|E S IPTE S MMM REST.LIST.OBIECTS / REST OBJECT 7} i s

3k

ekt
- £ IP/User-Aent 7|9k CHEk HEAD RE0AIZE W Th 3] thah) = A7 ©7] e

#xR 22 W
M SHI et A
RN

EECL LI
EEELECECPS

0|84 oeT PREFLTGHT @& ¥ CORS{Cross-Origin Resource Sharing) &

-Allow-Origin 210| £= 23X EMQICZ SHE0 U=X| Tl
(244 ol K| S0iA ceT ECT B M2 2(utHolE RE ME

T /B

=
-8 HIC( Acce: Al low
- OPTIONS 3 S Z#l(Key) (42 T

» T 2|2 Origin(Referer H{C))0| A OPTIONS 23 w2
130] T& S TH2 -+ CORS HY 24
2% Chp w4 A BB R 7Y HE 9

ekt
- 5% 1P/Origin®ilA| &2 AlZH Ch4: OPTIONS 2% — CORS 274 IHH

#FR 22 W

() SHAIL 248 e Y= ( e
28 T ACLE
3 2AR0M B2 ( e

L= ]

- User-Agent7h o i/ curl /g

+p4 B

- HE TH £ - 2 (exposure) T AIE HURE H/FHD)
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HI

Initial Access
(XIX EE)

Execution
(ol &)

Persistence
(ZloH XI)
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2t T= & iy OHIE= CIZ0H 2L

[E 145] DFIR CheatSheettll ZHA=l F=H A QHIE

OIHE &
ConsolelLogin
PasswordRecoveryRequested
AssumeRoleWithWebldentity
GetSessionToken
GetFederationToken
StartSession
GetAuthorizationToken
Startlnstance
Startinstances
Invoke
SendCommand
CreateAccessKey
CreateUser
CreateNetworkAclEntry
CreateRoute
CreateloginProfile
AuthorizeSecurityGroupEgress
AuthorizeSecurityGrouplngress
CreateVirtualMFADevice
CreateConnection

ApplySecurityGroupsToLoadBalancer
SetSecurityGroups

AuthorizeDBSecurityGrouplngress
CreateDBSecurityGroup
ChangePassword

CreateFunction

Createlags

DeleteBucketCors
DeleteBucketPolicy

Createlmage

AWS =2iRE JIE DFIR T3

- CloudTrail

OHIE Mo

ZE0 ARXH E= Y=t 2701

IAM AFSXtE HIBO| HIZHS =7 (Password reset) Q&
gl X2 ZYS AZoH Al 2ot X2 ZHOZ ofst 48
STS(Security Token Service)HIM Al NIM EZE 25
2Nl KI2AZH(AccessKey/Secret/SessionToken)2 25
SSME Sl EC2/RIAEAN| 2121 MIM(E) A

ECR SO0llA OIOIXI Z/ZAIE ¢
SXIE EC2 QIAEA A
SXIEl L0l EC2 QIAEA AIZY
AWS Lambda &4 =

EC2 QIAEA( & XS

AWS ARZAtE=
M IAM ALEX} 284

Il CHEE KA T) e

VPC HIESIZ ACLHI QHIRE/0IRHIRE =& F=Jt
cILE! HIOIE0 M Z=(Route) It

IAM AKZRI 2 ETRIE HIZHS &Y

-_

SOt 0] SA1 FEI(QI/OIRHIRE) BiZdh HIERIT S4l 612
T2/ 0IZHI2E)S HiZs

7t MFA CHIOIA g

-

HOF A=0| 4 HHERD SM 68

Direct Connect 91& = VPN Connection 444

1

ZE BHNELB)MI 22t OF M

EC2 Network Interface, Lambda, ENI S RKI04I
2 B2 MO| Hot =S ZIN B

RDSZ DB =2t =0 QHIRE 618 & It

RDS HoIT1E 4y

IAM AtSX HIZHs B4

MZE2 Lambda g~(EE + 78) &4

AWS EIAA0 HIEHHIOIE EHT =0t

HZ! CORS(Cross-Origin Resource Sharing) &3 ®MIAH
S3 H2! 3 AR

EC2 QIAEIAO| AMI(AIAE! OIOIX]) 444

- 138 -



s OI2OIE|LIRIZ Q)

Persistence
(eSO IDNES)]

Privilege Escalation
(Zlst &5)

Defense Evasion
(0] 2l
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OIHE &

Createlnstance
CreateKeyPair

CreateRepository

Putlmage
PutUserData

EnableSerialConsoleAccess

CreateGroup
UpdateAccessKey

PutGroupPolicy
PutRolePolicy
PutUserPolicy
AddRoleTolnstanceProfile

AddUserToGroup
AttachUserPolicy

AttachRolePolicy
AddPermission
UpdateFunctionCode
CreatePolicy
UpdateFunctionConfiguration
CreatePolicyVersion
CreatelnstanceProfile

CreateRole
PassRole

StoplLogging
DeleteTrail
UpdateTrail
PutEventSelectors
DeleteFlowlogs
DeleteDetector

DeleteMembers

AWS =c2IRE JIE DFIR Z2iel3 2+

EC2 QIAEIA 24

SSH F&E JIHIN(ESIHFIIHIFNE &adstn
JHRIFI(31 AR EJhE Hist

ZIHIOIH BIKIAEEI(Repository)E 444
ECR 2lIZZXIEZ|0Hl 2Ol OIOIKI H==

EC2 QIAEIAQ| User Data(RE Al &8|= ATEE)E
AR L= AFGH QIABEA AR Al KIS & 23 1M
EC2 Serial Console JlIs &&lst

RE(AE) ERIO| |AM O

EZ 1AM AERIQ| Access Key AEH HIZ(EA/HIERA) L=
AccessKey gt ZHI0IE

E3 |IAM IS0 I21R! Axs FTI6IHLE B

E3 dst(Role)0ll 21211 BMS F=IIGIHLE B
EZ 1AM ARZXI0 QI2IQ1 2 H0J

EC2 QIAEA IZMRIN| 2t (Role) =Tt

EF 1AM AREXIE ER J=0 3Tt

AWS-managed fE= custom 2 Exis
IAM ARZKI0I 12

T IAM RIBIE TR 01
BIAAN CHH S5 Principal R0 $352 4 UTE Za 20}
JIZE Lambda 40| AC IHFIX| LA

M IAM E&H e

EC2 QIABEAN| Qi 4 U= IAM Instance TEMIY A4A
M 1AM st MM

E3 MHIA(Lambda, EC2 S)0il IAM H== 2(2ioH
SHE MHIADHOHE 2iBtE AZOIEE £

CloudTrailel £& Trail 22 St
CloudTrailol EHI 2t AR
CloudTrailel EdIiZ &3 HA
CloudTrailel EXMI OHIE(Data/Management) 22 &3
VPCFlow Logs 4l

GuardDuty EfXIJIE AHlcH EfXI JIs EXI

GuardDuty B HE A
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Defense Evasion
(201 ZIml)

Credential Access

(Falek 2is)

OHIE &
DeleteSnapshot
DeactivateMFADevice
DeleteCertificate
DeleteConfigRule
DeleteAccessKey
LeaveOrganization
DisassociateFromMasterAccount
DisassociateMembers
StopMonitoringMembers
DeleteLogGroup
DetachUserPolicy
DeletePolicy
DisableKey
ScheduleKeyDeletion
DeleteDBCluster
DeleteDBClusterSnapshot
DeletePublicAccessBlock
RevokeSecurityGrouplngress
RevokeSecurityGroupEgress
PutMetricAlarm
DeleteAlarms
StopConfigurationRecorder
PutDeliveryChannel
PutKeyPolicy
DeleteAlias
CreateAlias

DeleteBucketTagging
PutBucketLifecycle

ModifyNetworkinterfaceAttribute
GetSecretValue

PutSecretValue
GetPasswordData

RequestCertificate

EBS L= RDS AEAF AHR|

ARZXL HIEOC| MFA ZA| Higtadst

IAM Server/Client QIS AM(SSL/TLS) A4Hl

AWS Config 72! Al

IAM AKEXIC| Access Key 4Hl

HEOI AWS Organization (£ ZiZ]| HIZ)HIM EE|

AWS GuardDutyLt SecurityHubOIA OAE! HE ot 2122 SHA
GuardDuty HH HZDIO| ZtH 21 sHA

GuardDuty ORAE HEOI 2 ZIAl SE

CloudWatch Logs®| =1 15 AfH|

IAM ARZRICIN 2i2/e E&(Policy ARN) 22l

IAM Zi2[e Za Alg|

KMS 3| Hiztadst

KMS 3| ARl GIF

Amazon RDS 220N DB SHAH ZA| 24Kl

DB SAH9| ey AHAHDB Cluster Snapshot) 44Kl

S3 Public Access Xt &3 HIH
EC2 MHIA EPt 1E0| QHIRE HA! AR
EC2 AHIA =2t 50| OIRHIRE & Al

12 A

CloudWatch &
CloudWatch 22 Al
AWS ConfigQl 2|44 T B ZIA| SH
AWS Config HIOIE &S 12 B

EF KMS 3| Z¥ HHH

KMS, Lambda S0IM Z&(Alias) 24Kl
KMS, Lambda S0lIAM 2&(Alias) &4&
HH2! EHZ(A/E HIEHHIOIE]) 4K

S3 H2LO| Lifecycle TAIS AR(QEME B2 S)H
RIS AR, E2H & 1

ENI £4 2

AWS Secrets Manager0ll &=l AT g 3|
AWS Secrets Manager0ll M&=! AT 2t Z=J/HI0IE

EC2 QIAEAO| Windows ZiZIXt HIRHZE =3lEl

0t

EHZE =3
AWS Certificate Manager0IX M SSL/TLS QIZEM 28
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AWS =c2IRE JIE DFIR Z2iel3 2+

Credential Access
ZHE =I5)

Discovery
(Eah)

Lateral Movement
(LHE2 OI=)

CreateSecret
DeleteSecret

UpdateAssumeRolePolicy
ListSecrets

ListUsers

ListRoles

Listldentities
ListAccessKeys
ListServiceQuotas
ListinstanceProfiles
ListBucket
ListBuckets
ListGroups
GetSendQuota
GetCallerldentity
Describelnstances
GetBucketAcl
GetBucketVersioning
GetAccountAuthorizationDetails
ListObjects
HeadObject
GetBucketPolicy
DescribeDBClusters
DescribeDBClusterSnapshots
GetPublicAccessBlock
GetObjectAcl

GetConsoleScreenshot

BatchGetCommits

DescribeTrails

DescribeSnapshots

AssumeRole

AWS Secrets Manager0ll AI3=! A
AWS Secrets Manager0ll AI3! A5l
IAM SJSi0| AlZ| FxH A

AWS Secrets Manager®iA KMEE! AIZ=IO| HIEHHIOIEIE, &
&,ARN S) £3|

IAM AIZAT =5 22|

IAM gt E= 3|

Cognito/AWS Identity Pool LH ALZXt S2 X3
IAM AIZRIC| Access Key =& £3|

AWS MHIAEE Bi: 3|

QIAEIA IZMRIEC2 Role HEE) B2 =3
EF K2 LHEO| 28| 5= X3

S3 H2l == X3

IAM 8 =5 =3

SES Hig &

Ok

St XI5

Bl STS MIM/HIE S =3

EC2 QIABA NEEH X3

S3 29| EZRIOIACL) £3

S3 H210| HXaR| &3 =0l

IAM S ARZKL, A2t ZH| NR S8 =2

S3 H2! LH 2K SE X3

S3 ZHAIO| HIOIEZ LH2AREXI 210 HIEHHIOE ==
S3 HZ10| B2l M X3

RDS SdiAH 74 & AIELOIE XT3

RDS SciAH S AL 25 X3

=
0
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=
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I
>
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3
0
i
fot

S3 24| E= MIACL =3

EC2 QIABIAC| B& ATEIAHIIY 312 Q&6
0I0IXI(Base64)=E E2

CodeCommit X&4A0| 03] HA HHE XT3[oH
TC BiH LY =0l

CloudTrail EdIg &3 - X3

EBS ARZHCIAS 80| = & MIEHHIOIE X2l

STS(Security Token Service)E S LIE 1AM Q==

2IA X 83 2=
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Lateral Movement
(LHE Ol=)

Exfiltration

(R

SH]

(Impact)

SwitchRole

CreateVpcPeeringConnection
AuthorizeSecurityGrouplngress

ReplaceRoute

CreateGrant

CreateNatGateway

GetObject

CopyObject

CreateSnapShot
CopySnapshot
ModifySnapshotAttributes
ModifylmageAttribute
SharedSnapshotCopyinitiated
SharedSnapshotVolumeCreated
ModifyDBSnapshotAttribute
CreateDBSnapshot
PutBucketPolicy
PutBucketAcl

ModifyDBClusterSnapshotAttribute

RestoreDBClusterFromSnapshot
PutObjectAcl
PutPublicAccessBlock

CopyDBSnapshot

RestoreDBInstanceFromDBSnapshot

InvokeFunction
DeleteBucketPublicAccessBlock
CreateKey

DeleteBucketEncryption

StartExportTask

PutBucketVersioning

AWS =2IRE J[Et DFIR Z&I3 A7

OMHIE &%

AWS Management Console LHOIA AKZXDE Q&2
it CIE RoleQ| #SIOE MM AIE!
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VPCO| Route Table L &=E & EfHTIO| SXX| HHA

KMS KeyOll CHet =SIE CHE A0 IRi0H
/=53t 512

IPOIE! MELHI0| QIF HIERDZE SXIEt 4+ JUESE
NAT HIOIELI0] &4

S3 2KI0| &Kl LiEE C22E E= 21D
S3 2HIE S H2! LH EE= LI H2lo= =4t
EBS EE9| 4EE AHMO= iR

J

I

AHE LIS 2IR/HECE St

EBS Aol BQ 2Bt 47

S3 H2! &= FIACD 3

RDS SdiAH ARAO| SR =iot 3
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SAH AL 0120l M SciAH =R
S3 Kol CHSH &2 R SE(ACLE 43
S3 HEE! E2 KIEt 83 (Public Access Block) £

DB AHIAES 2 2/HE 2t St

S3 Hi2! B9 THE=! &2 K 83 Al

KMS OAET| 244

S3 HiZ19| &l=st AF Al

CloudWatch Logs, AWS Config & 21 HIOIEE
QI [HAHS3 S)2Z L= Export Z2d AIE

S3 H2I0M 26K B 22| JISE 2t&lst = SK
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Runlinstances M EC2 QIAEA £fcH
DeleteAccountPublicAccessBlock AWS HIE THIOl S3 HES! E2 KITh Z&H Al
DeleteObject S3 H2U LH B 2HK] ARl
DeleteObjects S3 H2! LH CrOl ZHAI(XICH TO007H) 22 AN
DeleteDBInstance RDS QIAEIA AfR|
ModifyDBInstance RDS QIAHAO| MF HA
PutObject S3 2| HZE=(MY = FHOAMI)

DeleteBucket S3 2! Kl AR
DeleteBucketLifecycle S3 H210| £8 FJ|(Lifecycle rule) MIAH
o1t DeleteDBSnapshot RDS AEAF A

(Impact) DeleteBucketReplication HIZ1 2t GIOIES =1 A28 A
DisableKey KMS 3| Higt&dst
Terminatelnstances AWSEC2 QIABA S=
DeleteVolume AWSEBS =& 2{H|
DeleteRecoveryPoint AWS Backup?| S2! K[ A4l
EncryptVolume EBS S&2 2261 =3t 74 B
PutBucketEncryption S3 H2I9| M & 25t 8RS Dt EE= B
PutBucketReplication S3 H2! 2t SRl 72lg A6l HIOIEIE RIS MSHI=E 74
AttachinternetGateway Internet Gateway= VPCOHI 2325 QI QIELI SA &H
DeleteSecurityGroup REE =2t =2 A HIERIR &2 Mo =& ’MIA

- 143 -



s OI2OIE|LIRIZ Q)

@ PLAINSIT

AWS =2iRE JIE DFIR T3

S3 Access Logs@|

2t Fz

= Sl QTHI0IM2 CREot 2 CH
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Reconnaissance
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Privilege Escalation
(et &5

Persistence
(XI5)

Discovery
(EraH)

Defense Evasion
(01 ZIml)

QHHIO0ME B

RESTHEADBUCKET

RESTOPTIONS.PREFLIGHT

RESTPUTACL

REST.PUTOBIECT
REST.PUTBUCKETNOTIFICATION
RESTGETBUCKETNOTIFICATION
RESTGETBUCKET

RESTGETACL
RESTGETBUCKET.LOCATION
RESTGETENCRYPTION
RESTGETBUCKETACL
RESTGETBUCKETPOLICY
RESTGETSERVICE
REST.LISTMULTIPARTUPLOADS
RESTHEADOBIECT
RESTGETOBIECTVERSION

REST.LISTOBJECTVERSIONS

REST.DELETE. BUCKETPUBLICACCESSBLOCK
DELETEOBJECTVERSION
RESTGETOBIECTTAGGING
REST.PUTOBIECTTAGGING
REST.PUTBUCKETVERSIONING
RESTGETBUCKETVERSIONING
RESTGETBUCKETLIFECYCLE
REST.PUTOBIECT.RETENTION
REST.PUTOBIECT.LEGALHOLD
REST.PUTBUCKETLOGGING
RESTGETBUCKETLOGGING
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Defense Evasion
(01 2Iml)

Exfiltration
(R=)

Impact
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LIHH0IM B
REST.DELETE.BUCKETLOGGING
REST.DELETE.BUCKETNOTIFICATION
REST.DELETE.BUCKETREPLICATION
RESTGETOBIECT
RESTCOPYOBIECT
REST.PUTBUCKETACL
RESTPUTBUCKETPOLICY
REST.PUTBUCKET
REST.INITIATE.MULTIPARTUPLOAD
RESTUPLOAD.PART
RESTCOMPLETEMULTIPARTUPLOAD
REST.ABORT.MULTIPARTUPLOAD

REST.PUTBUCKETREPLICATION
RESTGETBUCKETREPLICATION
REST.RESTOREOBIECT

RESTGETOBJECTTORRENT
REST.DELETEOBIECT
REST.DELETE.BUCKET
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(s OIOIEIRIZ) @ PLAINSIT AWS Z2IRE J|Et DFIR T3 o172

5.3. AWSDFIR 23 4 =4 J{i

AWS ZEIRE SHEMIMC| Al EfXl & ZAIE KRG 26 AWS DFIR 21 24 =3 (bitParser for AWS
Log)E JHERUCEL 2 =F= CloudTrail Log, VPC Flow Logs, S3 Access LogE £& & IIA6H &Kl SZMIA
HIHGHH 2HELl= 210 IHEZE XSOE EXsl, BAJD QURNMOZ AEGH0F 2 aidl BM IQIEE HIAlsk= A
SHZ SHE

LSt CloudTrail Log®t S3 Access Logtl CHoHAE= 2A RIAISH DFIR CheatSheetll E2lEl &R OHIEOS| ENX|

OFE &l 2MSIO= N H= J|HO] oA &2 2EMIM O =2 JIAIESE MISSICE

[

+= +

CloudTrail Log Folder Path: C:\Users\kelly.jang\Desktop\Artifacts\AWS_LOG\CloudTrail Log (S3)
CloudTrail path set: C:\Users\kelly.jang\Desktop\Artifacts\AWS_LOG\CloudTrail Log (S3)
VPC Flow Log Folder Path: C:\Users\kelly.jang\Desktop\Artifacts\AWS_LOG\VPC Flow Log (S3)
VPC Flow path set: C:\Users\kelly.jang\Desktop\Artifacts\AWS_LOG\VPC Flow Log (S3)
S3 Server Access Log Folder Path: C:\Users\kelly.jang\Desktop\Artifacts\AWS_LOG\S3 Server Access Log (S3)
S3 Access path set: C:\Users\kelly.jang\Desktop\Artifacts\AWS_LOG\S3 Server Access Log (S3)
Output Folder Path: C:\Users\kelly.jang\Desktop\Artifacts\AWS_LOG
Output path set: C:\Users\kelly.jang\Desktop\Artifacts\AWS_LOG

CloudTraJl = \Users\kelly.Jang\Desktcp\ArtlFacts\AWS LOG\CloudTraJI Log (S3)

VPC Flow: C:\Users\kelly.jang\Desktop\Artifacts\AWS_LOG\VPC Flow Log (S3)

S3 Access: C:\Users\kelly.jang\Desktop\Artifacts\AWS_LOG\S3 Server Access Log (S3)
Output: C:\Users\kelly.jang\Desktop\Artifacts\AWS_LOG

Would you like to start the analysis? (y/n): y

[START] Starting ana1y51s

AWS Log Parser

Parsing CloudTrail log files: 100%|#iHHHEEHEHEHEHEHEHERRNRNIH—HE-IBHREHHGHRHRRRE | 8u2/802 [00:01<00:00, 665.90file/s]
Converting 5,193 CLOUDTRAIL events to DataFrame...
Saving to CSV: cloudtrail_log_20251618_050511.csv

(22! 8] bitParser for AWS Log &g S GlAl
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[H 147] bitParser for AWS Log £R JIs
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HI
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» CloudTrail Log: AWS APl &&= QOIHIE TIHA (JSON HEKSH
VPC Flow Logs: HE2IT EZHE =1 TIHA
e S3 Access lLog:S3 H2 &= 21 TIHA

o
i
I
I
=
0r

« OMIE ZZ &9 2001 IPQl &2 012 SH (RIZ/0KI2 HZ2Al, &
« EOF AlZF (22:00-06:00)0 OIHIEE =8t |P SH
« EOF AlZt (22:00-06:00)01 24ist OIHIE EI: 24

i
ot

2)

« Tl OMIE Ji= SH & B 24
o User-Agent &Nl 28 & SHl (AWSCLI, SDK, EeI2X &)
CloudTrail Log 24 o HA MA 0™ 2A

e MITRE ATT&RCK &= OMIE EH (DFIR Cheat Sheet0ll JITHE! 17571 OIHIE)
+ MITREATT&CK Zi=E QHIEN IHEE 2= CloudTrail Log &Al 23
o HEEF JIE &2 20 IP (srclP, dstIP)
o A2 2070 EEQ| HESL3A Eim SH
VPC Flow Logs 24 o EOF AlIZF (22:00-06:00)0 2raist &IA &2 OMIE (RDP,SSH S)
o A2 2070 MIA X AlZt SH|
« 42| 2071 = HIOIE JIE UIERZ Eci =3
o A2 2001 Q&L ARN & P S|
o QU{HIOIA 2 HI 2 SH| (QIHI0IM, S3 K2, Prefix, 2 2l4)
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(D8 9] *= 21 I 21t KAl 2t (CloudTrail Log)

Source IP Destination IP Port Protocol Service Total Bytes  Total Packets
85203214 172.31.345 RDP 144579 1271
85203214 172.31.345 RDP 3780 3
31495926 172.31.345 RDP 2056 25
20.64.105.251 172.31.34.5 RDP 1009 14
3.86.50.115 172.31.34.5 RDP 772 8
125.142.157.171 172.31.34.5 RDP 720 18
78.128.114.130 172.31.34.5 3389 TCP RDP 400 10
78.128.114.126 172.31.34.5 3389 TCP RDP 360 9
38.156.75.247 172.31.345 2222 TCP SSH Alt 240 4
54.144.248.116 172.31.345 22 TCP SSH/SCP/SFTP 240 4
91.231.80.234 172.31.345 5986 TCP WinRM HTTPS 60 1
93.115.123.69 172.31.34.5 23 TCP Telnet 60 1
206.168.35.195 172.31.34.5 5901 TCP VNC Display 1 60 1
212.36.28.254 172.31.34.5 23 TCP Telnet 60 1
206.168.35.31 172.31.34.5 135 TCP RPC Endpoint Mapper 60 1
206.168.35.59 172.31.34.5 22222 TCP SSH Alt 60 1
206.168.35.48 172.31.345 990 TCP FTP over TLS 60 1
206.168.35.189 172.31.345 21 TCP FTP 60 1
199.45.154.187 172.31.345 990 TCP FTP over TLS 60 1
206.168.35.22 17231345 5902 TCP VNC Display 2 60 1
42.112.116.49 172.31.34.5 23 TCP Telnet 60 1
< > Access_IP_Statistics_(Top_20) Port_Protocol_Statistics Nightshift Remote_Access Events Session_Duration_Statistics Connection_Statistics_(Top_20) - H

.‘

(T2 101 23 24 Z1t AIE OIAl 2t (VPC Flow Logs — EOF AIZI0I 2&ist 2123 HZ O[HIE)

Mitre ATT&CK eventTime eventTimeLocal swsRegion eventName userAgent it ity.princi
Credential Access 2025-10-01120230+00:00  2025-10-0121:0230  ap-northeast-2 _ GetPasswordData ec2.amazonawscom 852032138 Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AID,

Credential Access 2025-10-01 120909+00:00  2025-10-0121:0909  ap-northeast-2  GetPasswordData 2 2229952250 Mozilla/5.0 (Windows NT 10.; Win6s4; x64) ApplewebKit/3Root 231307122651

Credential Access 2025-10-02 04314940000 202510-02 133149 ap-northeast-2  GetPasswordData ec2amazonawscom 852032156 Mozila/5.0 (Windows NT 10; Win64; x64) AIDATU W
Defense Evasion 2025-10:01 12235390000 2025-10-0121:2353  ap-northeast-2  PutEventSelectors loudtrall, 2229952250 Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/5Root 231307122651

Defense Evasion 202510-01 12254240000 2025-10-01 212542 ap-northeast-2  Stoplogging cloudtrail amazonawscom 852032167 aws-clif231.5 md/awscrt#0.27.6 ua/2.1 os/windows#11 md IAMUser AIDATLWX2STNANWSSSOWS
Defense Evasion 2025-10-01 12:32:52+00:00 2025-10-01 21:3252 ap-northeast-2  DeleteSnapshot ec2amazonaws.com 852032112 aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11 md IAMUser AIDATLWX2STNANWSSSOWS
Defense Evasion 2025-10-01 12343240000 2025-10-01 213432 ap-northeast-2  DeleteSnapshot ec2amazonawscom 852032120 aws-cll/231.5 md/awscrt#027.6 ua/2.1 os/windows#11 md IAMUser AIDATLWXZSTNANWSSSOWS
Discovery 2025-10-01 10:31:10+00:00 2025-10-01 19:31:10 ap-northeast-2  GetBucketAc! 3. loudtrail. ! il AWSSenvice

Discovery 2025-10-01 10:31:10+00:00 2025-10-01 19:31:10 ap-northeast-2  GetBucketAcl 3. loudtrail, Joudtrail AWSService

Discovery 2025-10-01 10:31:15+00:00 2025-10-01 19:31:15 ap-northeast-2  GetBucketAcl 3, loudtrail. 2 oudtrail AWSService

Discovery 202510-01 1031:15+00:00  2025-10-01 193115 ap-northeast:2  GetBucketAc 3, loudtral, Joudtrail AWsSenice

Discovery 202510-01 10311740000 2025-10-01 193117 ap-northeast-2  GetBucketAcl 3. loudtall, oudtrail AWService

Discovery 2025-10-01 10:31:17+00:00  2025-10-01 19:31:17  ap-northeast-2  GetBucketAcl 3. loudtrail. Joudtrail. AWSService

Discovery 2025-10-01 10312340000 2025-10-01193123  ap-northeast-2  GetBucketAcl 3 loudtrall oudtrall, AWService

Discovery 2025-10-01 10:31:32+00:00 2025-10-01 19:31:32 ap-northeast-2  GetBucketAc! 3. loudtrall, Joudtrail. AWSSernvice

Discovery 2025-10-01 1031:34+0000  2025-10-01 193134 ap-northeast-2  GetBucketac! 3 loudtral foudtrail AwsService

Discovery 2025-10-01 1031:34+0000  2025-10-01 193134 ap-northeast-2  GetBucketac! 3 loudtrai, oudirail Awssenice

Discovery 2025-10-01 1031:36+00:00  2025-10-01 193136 ap-northeast-2  GetBucketAcl 3 loudtrai, oudtrail AwsSenice

Discovery 2025-10-01 10313940000 202510-01 193139 ap-northeast-2  GetBucketAcl 3. loudtrai Joudtrail AWsService

Discovery 202510-01 10314540000 2025-10-01 193145 ap-northeast:2  GetBucketAcl 3 loudtr loudtrail AWsService

Discovery 2025-10-01 10314640000 2025-10-01 193146 ap-nontheast-2  GetBucketAcl 3. loudt Joudtrall AWsService

Discovery 2025-10-01 10:31:46+00:00 2025-10-01 19:31:46 ap-northeast-2  GetBucketAc! 3. loudtr loudtrall. AWSService

Discovery 2025-10-01 10314740000 2025-10-01 193147 ap-nontheast-2  GetBucketAcl 3 loudtr oudtrail AWSSenvice

Discovery 2025-10-01 10:31:51 +00:00 2025-10-01 19:31:51 ap-nontheast-2  GetBucketAc! 3. loudtr: Joudtrail. AWSSenvice

Discovery 2025-10-01 10315140000 2025-10-01 193151 ap-nontheast-2  GetBucketAcl 3 loud Joudtrail AWsSenice

Discovery 2025-10-01 16315140000 2025-10-01 193151 apenortheast-2  GetBucketAd 3. ! Joudtrail AWsSenvice

Discovery 2025-10:01 1031:53+00:00  2025-10-01 183153 ap-northeast:2  GetBucketAcl 3, loudtral, Joudtrall AWsService

Discovery 202510-01 1031:54+00:00  2025-10-01 193154 ap-northeast-2  GetBucketAcl 3, loudtrai, oudtrail AWsService

Discovery 2025-10-01 10:32:46+00:00 2025-10-01 19:3246 ap-northeast-2  GetBucketAcl 3. loudtrs Joudtrall. AWSService

Discovery 2025-10-01 10331340000 2025-10-01 03313 us-east-1 UistBuckets s3.amazonaws.com 229952250 [Mazila/5.0 (Windows NT 10.; Win64; x64) AppleWebKit/ Root 231307122651

Discovery 2025-10-01 10:33:18+00:00 2025-10-01 193318 p- thy 3. 29952250 [Mozilla/S.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/ Root 231307122651

Discovery 2025-10-01 10:33:18+00:00 2025-10-01 19:3318 ap-nontheast-2  ListObjects s3.amazonaws.com 2229952250 [Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/: Root 231307122651

Discovery 2025-10-01 10:33:23+00:00 2025-10-01 19:33:23 sp-nontheast-2  ListObjects s3.amazonaws.com 2229952250 [Mozilla/5.0 (Windows NT 100 Win64; x64) AppleWebKit/ Root 231307122651

Discovery 202510:01 103323+00:00  2025-10-01 193323 ap-northeast:2  ListObjects s3amazonaws.com 2229952250 [Mozilla/5.0 (Windows NT 10.; Win64: x64) AppleWebKi/ Root 231307122651

Discovery 20510:01 10332490000 202510:01 193324 ap-northeast:2  ListObjects s3amazonaws.com 229952250 [Mozilla/5.0 (Windows NT 10.0; Win6; x64) AppleWebKit/ Root 231207122651

Discovery 2025-10-01 10:33:28 +00:00 2025-10-01 05:33:28 us-east-1 ListBuckets s3.amazonaws.com 2229952250 [Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/ Root 231307122651

Discovery 2025-10-01 10333040000 2025-10-01 19:3330 i 3. 229952250 [Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/ Roat 231307122651

Discovery 2025-10-01 10:33:50+00:00 2025-10-01 19:33:50 ap- th 3. 2.99.52250 [Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/: Root 231307122651

Discovery 2025-10-01 10:3357+00:00  2025-10-01 193357 ap-nontheast-2  ListObjects s3.amazonaws.com 2229952250 {Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/ Root 231307122651

Discovery 2025-10-01 10:3406+00:00  2025-10-01 19:3406  ap-northeast-2  ListObjects. 53.8mazonawscom 2229952250 [Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplewebKit/ Root 231307122651

Discovery 2025-10-01 103409+00:00  2025-10-01 193409 ap 3 2229952250 MozilerS0 (Windovws NT 10.: WinG#; x69) Applewebi Reot 231307122651

Discovery 20510-01 10341140000 2025-10-01 193411 ap-northeast-2  GetBucketAc! 3, ! 1 AWsSenvice

Discovery 2025-10-01 10:3416+00:00  2025-10-01 193416 ap-northeast-2  ListObjects s3.amazonawscom 2229952250 [Movaa/S.I! (Windows NT 10.0; Win64; x64) AppleWebKit/ Root 231307122651

Discovery 2025-10-01 10341940000 2025-10-01 193419 he: 3, 29952250 [Mozilla/5.0 (Windows NT 10.; Win64; x64) AppleWebKit/ Root 231307122651

Discovery 2025-10-01 10:34:19+00:00 2025-10-01 19:3419 ap-northeast-2  ListObjects 3. 2229952250 [Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/ Root 231307122651

Discoverv 2025-10-01 10353440000 2025-10-01 193534 ao-northeast-2__ GetBucketPolicy s3.amazonaws.com AWS Intemal AWS Intemal Root 231307122651

< = Nightshift EventName Statistics  EventName_Statistis | UserAgent Statistcs  Failed_Auth Satitics  Rogion Statists Mtz ATTACK Tactics  Mitre ATTACK Fvents + t e

[ 11] 23 24 21t AE WAl 2 (CloudTrail Log — DFIR Cheat Sheet JIgt QMIE EIX| 27)
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O

Summary Analysis Report (CloudTrail Log)

Generated on 2025-10-15 22:13:46

1. Access IP Statistics (Top 20)

Top 10 IPs by Access Count

N 222.99.52.250
I cloudtrail. amazonaws.com
I delivery.logs.amazonaws.com
BN config.amazonaws.com
53.amazonaws.com
852032151
852032126
85203219

I AWS Internal
I 25.203.21.49

IP Address Access (UTC+0) Last Access +0) Last Access (Local) Access Count
222.99.52.250 2025-10-01 10:29:42 2025-10-01 05:29:42 2025-10-02 04:57:15 2025-10-02 13:57:15 1569
cloudtrail.amazenaws.com 2025-10-01 10:31:10 2025-10-01 05:31:25 2025-10-02 04:56:42 2025-10-02 14:33:11 1291
delivery.logs.amazonaws.com 2025-10-01 10:35:34 2025-10-01 19:35:34 2025-10-02 04:53:36 2025-10-02 13:53:36 573
config.amazonaws.com 2025-10-01 10:29:19 2025-10-01 05:29:19 2025-10-02 04:46:59 2025-10-02 05:46:59 524

(T2 12] 24 20 29 H1M 2t GlAl (CloudTrail Log)

4. MITRE ATT&:CK Tactics Statistics

Top 10 MITRE ATT&CK Tactics by Hit Count

W

Persistence
Discovery
Exfiltration
Discovery
Discovery
Discovery
Exfiltration
Discovery
Exfiltration

Impact

MITRE ATT&CK Tactics Operation Operation Hit Count Operation Statistics (%)
Persistence REST.PUT.OBJECT 41 15.83%

Discovery REST.GET.ACL 36 13.9%

Exfiltration REST.COPY.OBJECT 20 7.72%

Discovery REST.HEAD.OBJECT 15 5.79%

Discovery REST.GET.BUCKET 12 4.63%

Discovery REST.GET.ENCRYPTION 5 1.93%

[O2 13] 24 20t @ H10M 3t WAl (S3 Access Log)
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6.1. 34 AlLI2I2 JHR

2X= MY HIZES S WO 2=l 22K PCE &S HE 22| MY LH E/Hsls AWS IAM HIE
&N} M DRY(PEM)IE ==3HEL 2S5t AWS IAM HIE 32[HIEZ AWS Cloud 2&0 &2 1AM
AIZRIS MAHOM, MAMsH IAM ARBKIEE Sl AWS CLI HZOZ Cloud HEE £ERICEL LS ARKN &Sst
F|HI0 M(PEM)E Soll EC2 Instance HIZHSE SIS

Ol=, &K= EC2 Instance AEHAE AfHIst | 2I2(RDP) EZol CIATE 2=oRICM, AWS CLI SH= Sl
S3 Bucketo| IS CI2EE 81 IR MIXES S2K SSE_CKey= 222fRACL

| 2 2& UCLI "2 |

A
o=
BRI PC AWS Cloud
22zt L TEN
Ok ¢ o@o
- 7

e dR AE JEI me =g IAM ALZR HE Cloud B& =% CloudTrail HIg &zt QIABIA H/UHS £3|
.admin sadmin AWSCLIZZ &8

e e

y % /“ \
a EC2 Instance E 53 Bucket

. =
#2(RDP) 2 / llv

AAL A Cl&5 Y25t oY CHZRE o gzt
Bitlocker Top_Secret SHEC Kay

(T2 14] 32 AL HRE
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Initial Access
Al 12 E3&} HY A rE
= AE) o 4 MHIYES Sot ey 48Xl =
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Discovery & Collection  + JIHO IIZ(PEM) E=

(HE £7) « AWS S2IQC 2& &4 3 EC2,S3 5 ol
« AWSCLIE E&t 3- 2F
Persistence « 3 HME |IAM AIZAL A (access.admin)
(RI) « AWSCLI HHE 9=

Lateral Movement

. OIAEIA 2121 T2
Ui o1=) AWS EC2 (RDP)

Defense Evasion . AWS CloudTrail HIEtAst

(201 210
* AWSEC2 QIAEA AL HIOIE AHKl
Impact * AWSEC2 2IABA [|A3 Y=ot
(B + AWSS3 H3Z! HIOIE CH2ZEE

+ AWSS3 HZ! HIOIH =3st
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6.2. AlLi2I2 =41 21}

AWS SCIRE SHEMIA EHAYII0TH S [H HEH 242 £ A=Kl ATHED| 26 £ =3(CloudTrail, VPC
Flow Logs, S3 Access Log)E £&iol 243100, LISt 22 0HIESS Soll {2 Al 4~ UAAULL

ok

1) 221Xt PC HIAl 258t 32|HIdS 285t AWS Console 2191

CloudTrailtlM Zt2IXIe] IAM AlXHaccess.admin)t MFA 8101 85.203.21.5(&71E=) IPHIA Chrome

OTHE= = M3 S S SISt A O

HEIRKNE Sl AWS Consolelll &5XO= =015t 1S =101t £~ QUL
2025-10-01T11:32:37.2752
{"eventVersion":"1.11", "userIdentity":{"type":"IAMUser", "principalId":"AIDATLWX2STNSJAGFFTJW", "arn":"arn:aws:iam::2313
07122651:user/access.admin", "accountId":"231307122651", "userName":"access.admin"}, "eventTime":"2025-10-01T11:30:00z","

eventSource":"signin.amazonaws.com", "eventName":"ConsoleLogin", "awsRegion":"ap-southeast-2", "scurceIPAddress":"85.203.
21.5","userAgent”:"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36", "requestParameters”:null, "responseElements": {"ConsoleLogin":"Success"},"additionalEventData":{"LoginTo"
:"https://console.aws.amazon.com/console/home?hashArgs=%23&isauthcode=true&nc2=h si&src=header-signin&state=hashArgsFr
omTB ap-southeast-2 56595ecf92c30140", "MobileVersion":"No", "MFAUsed":"No"}, "eventID":"77d3119%a-5dbl-44d4-bacc-dO0bfb77¢c
d3c4","readOnly":false, "eventType":"AwsConsoleSignIn", "managementEvent":true, "recipientAccountId":"231307122651", "even
tCategory":"Management","tlsDetails": {"tlsVersion":"TLSv1.3","ciphersuite":"TLS_AES_l28_GCM SHA256","clientProvidedHos
tHeader":"ap-southeast-2.signin.aws.amazon.com"}}

[J2! 15] CloudTrailtlM &flkl= AWS Console 21921 OHIE

[E 150l AWS Console 2791 QHIEQ| =2 EE LHE

=2 ZC L8

1]
HI

« userldentity

- type: IAMUser
-arn:arniaws:iam:231307122651:user/access.admin
- userName: access.admin

* eventTime: 2025-10-01T11:30:00Z
* eventSource: signin.amazonaws.com
+ eventName: ConsolelLogin
» awsRegion: ap-southeast-2
AWS Console 212! + sourcelPAddress: 85.203.21.49

» userAgent: Mozilla/5.0 (Windows NT 10.0; Win64,; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36

* responseElements
- ConsolelLogin: Success
» additionalEventData

- MobileVersion: No
- MFAUsed: No

- 153 -



s OIOIEUIRIZS) 25 PLAINSIT AWS SZIRE JlEt DFIR Z3IZe3

bitParser 241 Z11} TINIAE oS HRIS CiS0t 201 2l £ AL

Mitre ATT&CK - - ocal - - x - P - -
Initial Access 2025-10-01 11:24:06+00:00 2025-10-01 06:24:06 us-east-1 CanseleLogin signin.amazonaws.com _ 222.99 52250 Mozilla/5.0 (Windows NT 10.0; Winé4; Root
Initial Access 2025-10-01 11:25:30100:00  2025-10-01 12:25:30 _ eu-north-1 ConsoleLogin signinamazonaws.com 2229952250 Mozilla/5.0 (Windows NT 10.0; Win64; 1AMUser access.admin
Initial Access 2025-10-01 11:30:00+00:00  2025-10.01 21:30:00  ap-southeast-2  ConsoleLogin signin.amazonawscom 85203215 Mozilla/5.0 (Windows NT 10.0; Wing4; IAMUser access.admin
Initial Access 2025-10-01 11:40:31+00:00  2025-10-01 21:40:31  ap-southeast-2  ConsoleLogin signinamazonaws.com  85.203.2167 Mozilla/5.0 (Windows NT 10.0; Win64; IAMUser acces.admin
Initial Accass 2025-10-01 12:06:22+00:00  2025-10-01 07:06:22  us-east-1 ConselaLogin signin.amazonaws.com 2228952250 Mozilla/5.0 (Windows NT 10.0; Winb4; Root
Initial Access 2025-10-01 12:22:42+00:00  2025-10-01 07:2242  us-east-1 ConsoleLogin signin.amazonawscom 2229952250 Mozilla/5.0 (Windows NT 10.0; Win64; Root
Initial Access 2025-10-02 D4:26:26+00:00  2025-10-01 23:26:26  us-gast-1 hsolel aws.com 99, 0 Mozilla/5.0 (Windows NT 10.0; Win64; Rost
Initial Access 2025-10-02 04:26:36+00:00 2025-10-01 23:26:36 us-east-1 ConsoleLogin signinamazonaws.com 2229952250 Mozilla/5.0 (Windows NT 10.0; Winé4; Root
Initial Access 2025-10-02 04:31:00+00:00 2025-10-02 14:31:00 ap-southeast-2  Consolelogin signinamazonaws.com 852032153 Mozilla/5.0 (Windows NT 10.0; Win64; IAMUser acces.admin

[O2! 16] bitParser A 211 MMM RIS AWS Console 2191 OJHIE

EESt bitParser 24 21t 209F H11M IO ‘ConsoleLogin Statistics’ 2FFHMHIA JIENI =GR AU |IPLE
QIR IPJI EMSH=KI 2fRl6H AlZst £ QUL 24 AENIM= 2£ 2321 K| 012 24101 JFS6HLEL 210N Hillki=
X122 300l sHEoh= O1ZEBt =l JISTICE

0

| 8. Consolelogin Statistics (Last 30 Days)

Login Status Distribution

Success

(EJ:_E; Time f::;:tl)'rime Source IP : User Agent
i EEOR BIOR o Mok ion N o ey
acces.admin 5?2450';?'01 i??ﬁ;;[‘?-m 85.203.21.67 Success xg?::;ﬁsﬁsg:iz\;mc}?;;%ﬁ:\[‘;?8?&);Ziljfzg?gv;bmvsy-%
ot OO WO NS U T 0 et 6
sy TN BNy, Mok o o 1 e

[O2 17] bitParser 24 Z1t Qo H11N MIANAM 2HISt ‘ConsoleLogin Statistics’ st
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K.gA(U'EO'E =2 & PLAINSIT AWS =CtRE JIEt DFIR T3

2) SANE AWS IAM AEZXL &4

CloudTrailllM 1AM Al2XHaccess.admin)Jt 85.203.21.49(AJIEE) IPHIAM Chrome HEEIRKE ol
MZE2 IAM Al2XHacces.admin)E &= S =olst 4 URULCE

2025-10-01T11:36:11.1217

{"eventVersion":"1.11", "userIdentity":{"type":"IAMUser", "principalld”: "AIDATLWXZSINSJAGFFTJW", "arn": "arn:aws:iam: : 231307
122651:user/access.admin”, "accountId":"231307122651", "accessReyId" : "ASIATLWE2S TN3TMEGEOW", "userName" : "access.admin”, "ses
sionContext": {"attributes™: {"creationDate™:"2025-10-01T11:30: 002", "mfakuthenticated":"false"}}}, "eventTime":"2025-10-01T

11:34:02Z", "eventSource™: "lam.amazonaws .com", "eventName": "CreateUser"”, "awsReglon":"us-east-1", "scurceIPAddress":"85.203.
21.49", "userAgent":"Mozilla/5.0 (Windows NT 10.0; Win€4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36", "requestParameters™: {"userNams":"acces.admin™}, "responseflements™: {"user™: {"path™:"/", "userName" : "acces.a

dmin", "userId":"AIDATLWXZSTN4NWSSSCOWE™, "arn":"arn:aws: iam: : 231307122651 user/acces.admin™, "createDate”:"0ct 1, 2025,
11:34:022M"}}, "requestID":"80f0ebat-6fe0-4d57-b625-db2740a£547d", "eventID" :"4£293c81-9768-47£8-8bad-d21041eblcdd", "reado
nly":false, "eventType": "AwsApicall™, "managementEvent”:trus, "recipientAccountId™: "231307122651", "eventCategory" : "Manageme
nt","tlsDetails™: {"tlsVersion":"TL8v1.3", "cipherSuite":"TLS AES 128 GCM SHA256","clientProvidedHostHeader":"iam.amazonaw
s.com"}, "sessionCredentialFromConsole™: "trus"}

(38 18] CloudTrailtliM ZRIEl= AWS IAM ARZAH &84 OHIE

[(HE 15T]AWS IAM AIEXH &4 OMIEQ| = ZE LHE

=2 ZC L8

1]
HI

» userldentity
- type: IAMUser
- arn:arn:aws:iam:231307122651:user/access.admin
- userName: access.admin

« eventTime: 2025-10-01T11:34.02Z

« eventSource: iam.amazonaws.com

* eventName: CreateUser

AWS IAM AIS Xt A& * awsRegion: us-east-1
» sourcelPAddress: 85.203.21.49

» userAgent: Mozilla/5.0 (Windows NT 10.0; Win64,; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36

* responseElements

- user:userName: acces.admin
- user:userld: AIDATLWX2S7N4NW5SSOW6
- user.createDate: Oct 1, 2025, 11:34:02 AM

I = 2471 0| S = (= =l = SEFA O
bitParser 241 Z11t MIZMNIME o &RIZ CiEnt 20| =218 2 AL
| Mitre ATT&CK - eventTime *  eventTimelocal +  awsRegion - eventName ¥ v pAddress| - v+ userldentitytype - useridentity.userName -
Persistence 2025-10-01 11:34.02+00:00  2025-10-0106:3402  us-east-1 CreateUser iamamazonawscom 852032149 Morilla/5.0 Wmdows NT 10.0; Win64; IAMUser access.admin

(T2 19] bitParser 24 2} MMM =QISt AWSIAM ARZAH 8 OMIE
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s OIROIENTIZS 2 PLAINSIT | AWs ZaI9E Jlet DFIR Zaiigia o1

3) 3AXME AWS IAM AIE2XI Console MMIA A4S}

CloudTrailtliA IAM Ak2XHaccess.admin)Jt 85.203.21.26(&71EZ) IPHIM Chrome EEIRKXE Soi IAM
AEXHacces.admin)Cl Console HHIAE 255 2IoH LoginProfile2 &6k= AS =I01st £ UQULE

L= T AAAA

2025-10-01T11:36:11.1222

{"eventVersion™:"1.11", "userIdentity": {"type™: "IAMUser", "principalId": "AIDATIWXZSTNSJAGFFTJN", "arn" :"arn:aws:iam: : 231307
122651:user/access.admin","acccuntld":"231307122651","accessKeyId":"ASIATLWX2S?N3TMEGKOW”,"userName":"access.admin",“ses
sionContext": {"attributes":{"creationDate":"2025-10-01T11:30: 002", "mfakuthenticated":"false"}1}, "eventTime":"2025-10-01T
11:35: 312","eventSource":"1am amazonaws . com“,"EventName":"CreateLoglnEroflle“,"awsReglnn”:"us—east—l","sourceIPAddresﬁ":
"85.203.21.26", "userfAgent”:"Mpzilla/5.0 (Windows NT 10.0; Winé4; x64) RAppleWebKRit/537.36 (KHTML, like Gecko)

Chrome/140.0.0.0

Safari/537.36", "requestParameters”: {"userName": "acces.admin", "passwordResetRequired":false}, "responseElements": {"loginPr

ofile™: {"userName" :"acces.admin", "createDate™:"Oct 1, 2025,

11:35:312AM", "passwordResetReguired”: false}}, "requestID":"1811ea73-1088-4fd8-af58-ec0778bf784d", "eventID" : "01laedld85-404a—

48cd-bed40-81bc8093ba7£f", "readonly" :false, "aeventType" : "AwsApiCall", "managementEvent” i true, "recipientfccountId™: "231307122

651", "eventCategory": "Management™, "tlsDetails™:{"tlsVersion":"TLSv1.3", "cipherSuite™:"TLS AES 128 GCM SHA256™, "clientPro

videdHostHeader":"iam.amazonaws.com™}, "sessionCredentialFromConsole™: "trus"}

[O2! 20] CloudTrailtIA ERIE|= AWS IAM AKX Console BMIA A5} OIHIE

[E 152] AWS IAM AKX Console BAMIA M3} OHIEQS| =R TC |2

=R LhE

AL
e
n

o |
* userldentity
- type: IAMUser

-arn:arniaws:iam:231307122651:user/access.admin
- userName: access.admin

* sessionContext

- creationDate: 2025-10-01T11:30:00Z
- mfaAuthenticated: false

« eventTime: 2025-10-01T11:35:31Z

« eventSource: iam.amazonaws.com

AWS IAM AZXt . .
Console GHAIA =t » eventName: CreateLoginProfile

* awsRegion: us-east-1

« sourcelPAddress: 85.203.21.26

» userAgent: Mozilla/5.0 (Windows NT 10.0; Win64,; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36

* responseElements

- loginprofile:userName: acces.admin
- loginprofileicreateDate: Oct 1,2025, 11:35:31 AM
- loginprofile:passwordResetRequired: false

bitParser 24 21 MINIME oHE SHRIE CHES1t 20|

Jtot

oleh &~ AL,

Persistence 2025-10-01 11:35:31+00:00  2025-10-01 06:35:31  us-east-1 CreateLoginProfile iam.amazonawis com 85.203.21.26 Mozilla/5.0 (Windows NT 10.0; Win64; IAMUser

Mitre ATT&CK - - ocal - - = - - - - -
access.admin

[O2 21] bitParser 24 21} MIANIM SISt AWS IAM AI2AF Console MN|IA ZAsH OIHIE
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K.gA(U'EO'E =2 & PLAINSIT AWS =CRE JIEt DFIR g3 o+

4) SANE AWSIAM AKXl Access Key 4

CloudTraildlM 1AM Al2XHaccess.admin)Zt 85.203.21.26(AJHEZ) IPUHIA Chrome ERIRKE
IAM Al2XHacces.admin)| Access KeyE M&st= 22 RIS £ UULL

2025-10-01T11:38:31.36%2

{"eventVersion":"1.11", "userIdentity":{"type":"IAMUser", "principalld" : "AIDATLWXZSTNSJAGFFTIW", "arn": "arn:aws:1am: : 231307
122651:userfaccess.admin",“accountId“:"231307122651“,"accessKeyId":"ASIATLWX257N3TMEGKOW","userName“:"access.admin“,"ses
sionContext™: {"attributes":{"creationDate™:"2025-10-01T11:30:002", "mfakuthenticated":"false"}}}, "eventTime":"2025-10-01T
11:36:302", "eventSource":"lam.amazonaws . com","EventName"'"CreateAccessKey","awsReglon"'"us—east—l",“sourceIPAddress":"ES
.203.21.26", "userkgent”:"Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebRit/537.36 (KHTML, like Gecko)
Chrome/140.0.0.0

gafari/537.36", "requestParameters": {"userName": "acces.admin"}, "responseElements": {"accessKey": {"userName": "acces.admin",
"accessReyId": "ARIATIWX2STNSYHHZ2ZBL", "status": "Active", "createDate”:"0Oct 1, 2025,

11:36:302M"}}, "requestID":"66c2akbe®-d3£6-43cf-958£f-8b91dd5467ba", "eventID": "7a361c64-£972-4a02-abBc-a%0472180b11", "read0
nly":false, "eventType": "Awskpicall", "managementEvent” :true, "recipientfAccountId": "231307122651", "eventCategory™: "Manageme
nt","tlsDetails":{"tlsVersion":"TLSv1.3", "cipherSuite":"TLS AES 128 GCM SHA256", "clientProvidedHostHeader":"iam.amazonaw
s.com"}, "sessionCredentialFromConsole™: "trus"}

[O8 22] CloudTraillM SRIEl= AWS IAM AFEXE Access Key 4 OHIE

[H 153] AWS IAM AEEXE Access Key A4 OHIEQ| =@ ZIE {2

1
HI

R EC g

« userldentity

- type: IAMUser
- arn:arn:aws:iam:231307122651:user/access.admin
- userName: access.admin
+ sessionContext
- creationDate: 2025-10-01T11:30:00Z
- mfaAuthenticated: false
* eventTime: 2025-10-01T11:36:30Z
« eventSource: iam.amazonaws.com
AWS IAM AIEXt « eventName: CreateAccessKey
Access Key &< * awsRegion: us-east-1
» sourcelPAddress: 85.203.21.26
» userAgent: Mozilla/5.0 (Windows NT 10.0; Win64, x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36
* responseElements
- userName: acces.admin
- accessKeyld: AKIATLWX2S7NSYHHZ2BL
- status: Active
- createDate: Oct 1, 2025, 11:36:30 AM

bitParser 24 21 MINIME oHE SHRIE CHES1t 20|

Jtot

oleh &~ AL,

Persistence 2025-10-01 11:36:30+00:00  2025-10-01 06:36:30  us-east-1 CreateAccessKey iam.amazonaws.com 85.203.21.26 Mozilla/5.0 (Windows NT 10.0; Win64; IAMUser access.admin

Mitre ATT&CK - = 2 = > e = = . e H

(32! 23] bitParser 241 Z1t TIUUIA =RISH AWS IAM AR Access Key 244 OIHIE
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K.gA(U'EO'E =2 & PLAINSIT AWS =CtRE JIEt DFIR T3

5) AWS Console € Soll EC2 HIOIXI &2

CloudTraildlM IAM  AlEXHacces.admin)Jt 85.203.21.24&J1EE2) IPHIA Chrome ERIRKNE Sol
EC2 QIAEIA HHE £=25l= 218 2olIgt 4 AL

T

2025-10-01T11:42:48.617Z
{"eventVersion":"1.10", "userIdentity": {"type":"IAMUser", "principalld": "AIDATLWXZSTN4NW5SS0WE", "arn": "arn:aws:iam: : 231307
122651:user/acces.admin","accountId":"231307122651","accessﬁeyld":"ASIATLWX2S7NSPQL5JUB","userName":"acces.admin","sessi
onContext™: {"attributes":{"creationDate™:"2025-10-01T11:40:322", "mfafuthenticated":"false"}}}, "eventTime":"2025-10-01T11
:41:372","eventSource":"ecZ.amazonaws. com“,"eventName“'"Descrlbelnstances","awsReglon"'"ap—southeast—Z","sourceIEAddress
":"B5.203.21.24","userAgent”:"Mozi11a/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, likse Gecko)
Chrome/140.0.0.0
Safari/537.36", "requestParameters": {"maxResults":100, "instancesSet":{},"filterSet": {1}, "responseElements":null, "requestl
D":"5bfdcala-becee-4b4a-96d2-ed7592%94b73a", "eventID":"5a83ab6f-910a-46b8-bd7f-20e7af1£7078", "readonly"” :true, "eventType": "
RAwsZpiCall™, "managementEvent":true, "recipientAccountId™:"231307122651", "eventCategory”: "Management™, "tlsDetails": {"tlsVe
rzion":"TLSv1.3", "cipherSuite":"TLS AES 128 GCM SHA256","clientProvidedHostHeader":"ec2.ap-southeast-2.amazonaws.com"}, "
sessionCredentialFromConsole™: "true"}

[0 24] CloudTrailtlA =2lE|= AWS Console2 8t EC2 HIOIX| &2 OHIE

[HE 154] AWS Console= Sg&t EC2 HIOIKI EZ OMIEQ| =2 ZE LHE

=2 ZC L8

1]
HI

« userldentity
- type: IAMUser
- arn:arn:aws:iam:231307122651:user/facces.admin
- userName: acces.admin
» sessionContext
- creationDate: 2025-10-01T11:40:32Z
- mfaAuthenticated: false
e eventTime: 2025-10-01T11:41:37Z

¢ eventSource: ec2.amazonaws.com

AWS Console2 E8t
EC2 HIOIXI &2

« eventName: Describelnstances
* awsRegion: ap-southeast-2
« sourcelPAddress: 85.203.21.24

» userAgent: Mozilla/5.0 (Windows NT 10.0; Win64,; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36

bitParser 24 Z1} MINIME oHE SIS CHS1t 20|

Jiot

olet &~ ACH,

Mitre ATT&CK - - al - - x - p# - g - -
Discovery 2025-10-01 11:26:00+00:00 2025-10-01 20:26:00 p- h D ec 222.99.52.250 Mozilla/5.0 (Windows NT 10.0; Win64; IAMUser access.admin
Discover 2025-10-01 11:2603+00:00 __ 2025-10-01 202603 ap-northeast-2 _Describelnstances ec2amazonawscom 2229952250 Morilla/5.0 (Windows NT 10.0; Win64; IAMUser access.admin
Discover 2025-10-01 11:41:37+00:00 __ 2025-10-01 21:41:37__ap-southeast-2__Describelnstances ec2amazonawscom ___ 85.203.21.24 Mozilla/5.0 (Windows NT 10.0; Win64; IAMUser acces.admin
Discovery 2025-10-01 11:42:3710000  2025-10-01 2042:37 _ ap-northy Descr o 85203218 Mozilla/5.0 (Windows NT 10.0; Win64; IAMUser acces.admin

[0 25] bitParser 24 Z0tHIA =tRlst AWS Console2 E8t EC2 TIOIXl &2 OHIE

- 158 -



—_—O

s OT2OIEUTIZY 25 PLAINSIT AWS SZIQE JlEt DFIR T3 o171

6) AWS Console € Soll S3 HIOIX|I &2

CloudTraildt S3 Access LogilA IAM Af2XHacces.admin)Jt 85.203.21.53(&IHEZ) IPHIA Chrome

HRIONE Soil S3 HiZ2 222 Z2f5ks 212 S0IE 4 YA

2025-10-01T11:45:01.907Z

{"eventVersion":"1.11", "userIdentity":{"type":"IAMUser", "principalld": "AIDATLWXZSTN4NWSSSOWE", "arn":: "arn:aws:iam: : 231307
122651:user/acces.admin”, "accountId": "231307122651", "accessKeyId" : "ASIATLWX2STNVAUPWELIJ", "userName": "acces.admin”™, "sessi
onContext™:{"attributes":{"creationDate™:"2025-10-01T11:40:322Z", "mfaAuthenticated":"false"}}},"eventTime":"2025-10-01T11
:43:362", "eventSource": "s3.amazonaws. com", "eventName": "ListBuckets", "awsRegion": "us-=sast-1", "sourceIPAddress": "85.203.21
.48","userfgent":" [Mczilla/5.0 (Windows NT 10.0; Winé4; =64) RAppleWebRit/537.36 (RHTML, like Geckc) Chrome/140.0.0.0
Safari/537.36]1", "requestParameters"”: {"Host":"s3.us-east-1.amazonaws.com"}, "responseElements":null, "additionalEventData™:
{"SignaturevVersion":"Sigv4", "CipherSuite":"TLS_AES 128_GCM SHA256","bytesTransferredIn":0, "AuthenticationMethod":"AuthHe
ader", "x-amz-1d-2": "MRAUFnaL2XY/KAbAH46K1/v1¥]b6XLnzaP1HEYIhVVctiCmeEXoGE2UJ1veJZ9BT91JC/ ngkzMg=", "bytesTransferredOut™:
461}, "requestID": "1WGSGABZARDIRHGA", "eventID": "22d89155-333£-4671-9126-b202cal06c03", "readOnly" :trus, "eventType": "AwsApil
Call", "managementEvent”:true, "recipientAccountId”:"231307122651", "eventCategory": "Management”, "tlsDetails": {"tlsVersion”
:"TLSv1.3", "cipherSuite” :"TLS_AES_128_GCM_SHA256","clientProvidedHostHeader™:"s3.us-east-1.amazonaws.com"}}

[O2! 26] CloudTrailtlM &lE|= AWS Console2 £8t S3 THOIX| &2 OHIE

5043=20a2f5c9e33b£501c24bcde8204bf2bf4f8e4beBf9b60878bccelc01d406 plainbit-s3 [01/0ct/2025:11:43:37 +0000] £85.203.21.53
— EZ8ZATM3104DWE4F REST.OPTIONS.PREFLIGHT - "OPTIONS /plainbit-s3 HTTPR/1.1"™ 200 - - - 3 —
"https://ap-northeast-2.conscle.aws.amazon.com/" "Mozilla/5.0 (Windows NT 10.0; Winé4; =64) AppleWebKit/537.36 (RHTML,
like Gecko) Chrome/140.0.0.0 Safari/537.36" -

[UahR/WnagAxuGrKODAEzr f0L.E/Rgl434R08CNNRXTZVIgRszex/ ImtKLe] sg/ +2YSiEd4VRANOQ= ~ TLS_AES 128 GCM SHA256 -
s3.ap-northeast-Z.amazonaws.com TLSv1.3 - -

5043=20a2f5c9e33b£501c24bcde8204bf2bf4f824beff3b60878bccelc01d406 plainbit-s3 [01/0ct/2025:11:43:37 +0000] 85.203.21.53
arn:aws:iam::231307122651:user/acces.admin EZEMXQ252W3QQVFW REST.HERD.BUCKET - "HEAD /plainbit-s3 HTTR/1.1" 200 - - -
22 21 "https://ap-northeast-Z.conscle.aws.amazon.com/" "Mozilla/5.0 (Windeows NT 10.0; Winé4; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/140.0.0.0 safari/S537.38" -
WdMzcy6NgftnF7t8Ce9rUIDRZE0gRSyssKAgqsLeNeM9Z2 22 93t N1ARMT JFXV1xW ] Towg60Weia¥Yk= SigV4 TLS AES 128 GCM SHA256 AuthHeader
s3.ap-northeast-2.amazonaws.com TLSv1.3 - -

[O8 27]1 S3 Access LogUIM =tlgl= AWS Consoleg S8t S3 HIOIX| &= OIHIE

[E 155] AWS ConsoleZ2 =8t S3 HIOIX| &2 OHIEQ| = ZC L=

o [ =2 ZE HE

« userldentity
- type: IAMUser
- arn:arn:aws:iam:231307122651:user/facces.admin
- userName: acces.admin

» sessionContext
- creationDate: 2025-10-01T11:40:32Z

(CloudTrail) - mfaAuthenticated: false

AWS Console2 =st « eventTime: 2025-10-01T11:43:36Z
S3 MOl &2 * eventSource: s3.amazonaws.com
+ eventName: ListBuckets
* awsRegion: us-east-1
« sourcelPAddress: 85.203.21.48

« userAgent: Mozilla/5.0 (Windows NT 10.0; Win64, x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36
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g
T

Z2 ZC L8

e eventTime: [01/0Oct/2025:11:43:37 +0000]
e sourcelPAddress: 85.203.21.53

(S3 Access Log) + task: RESTOPTIONS.PREFLIGHT or RESTHEAD.BUCKET

AWS Console2 E8t e StatusCode: 200

S3 MoKl &= » User-Agent: https:/ap-northeast-2.console.aws.amazon.com/"

"Mozilla/5.0 (Windows NT 10.0; Win64, x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/140.0.0.0 Safari/537.36

bitParser 24 Z1} MINIME oHE SHRIE CHS1t 20|

Jtot

olet &~ AL,

Mitre ATT&CK + eventTime .~ eventTimelocal - jion | x v P - userAgent

Discovery 2025-10-01 11:26:08+00:00 2025-10-01 06:26:08 __ us-east-1 ListBuckets s3.amazonaws.com 222.99.52.250 [Mozilla/5.0 Windows NT 10.0; Win64; IAMUser access.admin
Discovery 2025-10-01 11:43:36+00:00 2025-10-01 06:4336 _ us-east-1 ListBuckets s3.amazonaws.com 85.203.21.48 [Mozilla/5.0 (Windows NT 10.0; Win64; IAMUser acces.admin
Discovery 2025-10-01 11:51:42+00:00 2025-10-01 205142  ap-northeast-2  ListBuckets 53.3mazonaws.com 85.203.21.48 [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 IAMUser acces.admin
Discovery 2025-10-01 11:52:32+00:00 2025-10-01 20:52:32 ap-northeast-2 ListBuckets s3.amazonaws.com 85.203.21.23 [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 IAMUser acces.admin
Discovery 2025-10-01 12:23:29+00:00 2025-10-01 212320 ap-northeast-2  ListBuckets s3.amazonaws.com 2229952250 {Mozilla/5.0 (Windows NT 10.0; Win64; Root
Discovery 2025-10-01 12:40:15+00:00 2025-10-01 07:40:15  us-east-1 ListBuckets s53.amazonaws.com 222.99.52.250 [Mozilla/5.0 (Windows NT 10.0; Win64; Root

[O2 28] bitParser 24 Zn0t TI0IA 2RIst AWS Console2 E£8t S3 THIOIAI &2 OHIE
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7) AWS CLI 832 Sl IAM AKX S5 £8

CloudTrailtlM 1AM Al2XHacces.admin)Jt 85.203.21.67(&JEZ) IPHIA AWS CLIZ ‘iam list-users’

TS 2ol IAM ARBKH SE2 £ESk= HS 2Rl £ JAUCL

2025-10-01T11:48:12.0752

{"eventVersion":"1.11", "userIdentity”: {"type":"IAMUser", "principalld" :"AIDATLWX2STNANW5SSOWE", "arn™:: "arn:aws:iam: : 231307
122¢51:user/acces.admin™, "accountId":"231307122651", "accessKeyId" : "ARIATLWX 25 TNSYHHZZEBL", "userName": "acces.admin"}, "even
tTime™:"2025-10-01T11:46: 032", "eventSource”: "iam.amazonaws.com", "eventName": "ListUsers", "awsRegicon us-gast-1", "sourcel
PAddress":"85.203.21.67", "userkgent": "aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 Ds/w1ndows#1l md/archfamdé4
lang/python#3.13.7 md/pyimpl#CPython m/C,E,Z,b,n cfg/retryv-mode#standard md/installer#exe md/prompt#off
md/commandfiam.list-users", "requestParameters” :null, "responseElements” :null, "requestID":"e3277278-4b30-41%6-adlb-%6cd208
bb0%0", "eventID": "fbcT72f15-6980-4£46-8776-2dc44708d%b3", "readCnly" true, "eventType" : "AwsApiCall"”, "managementEvent”: true,
"recipientAccountId":"231307122651", "eventCategory”: "Management™, "tlsDetails": {"tlsVersion":"TLSv1.3", "cipherSuite": "TLS
| AES_128_ GCM_SHA256", "clientProvidedHostHeader™:"iam.amazonaws.com"}}

(38! 29] CloudTrailtiM 22lkl= AWS CLI BHEE S8t IAM AIZXH =5 £& OHIE

nom w.m

[HE 156l AWS CLI SZE S8t IAM AIZXH EE 24 OMIEQ| £ ZE LIS

1)
AL
o
0o [
[}
In
=
W

» userldentity

- type: IAMUser
-arn: arn:aws:iiam:231307122651:user/acces.admin
- userName: acces.admin

*« eventTime: 2025-10-01T11:46:03Z

* eventSource: iam.amazonaws.com
AWS CLI 3

d4E S
IAM AIEXI £S5 £

19

* eventName: ListUsers

il

* awsRegion: us-east-1

» sourcelPAddress: 85.203.21.67

» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osiwindows#11
md/arch#amd64 lang/python#3.13.7 md/pyimpl#Cpython m/C,E,Z,b,n
cfg/retry-mode#tstandard md/installerttexe md/prompt#off
md/command#iam.list-users

Jiot

bitParser 241 Z11t MIMIME oS &RIE Ci=nt 201

olet &~ ACH,

Mitre ATT&CK - eventTime - imeLocal |~ jion |~ x| - v userAgent
Discovery 2025-10-01 11:30:48+00:00 2025-10-01 06:30:48  us-east-1 ListUsers iam.amazonaws.com 85.203.21.51 Mozilla/5.0 (Windows NT 10.0; Win64; -IAMUser access.admin
Discovery 2025-10-01 11:34:05+00:00 2025-10-01 06:34.05 us-east-1 ListUsers iam.amazonaws.com 85.203.21.38 Mozilla/5.0 (Windows NT 10.0; Win64; . IAMUser access.admin
Discovery 2025-10-01 11:46:03+00:00 2025-10-01 06:46:03 us-east-1 ListUsers iam.amazonaws.com 85.203.21.67 aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 IAMUser acces.admin

[J2! 30] bitParser 24 Znt MMM 22I5H IAM AIZAH =5 £& 0HIE
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O

LSt bitParser 24 At 0F HIIA [IUO| ‘UserAgent Statistics' 2FHMIM JIZE0 AZSHRl 24
UserAgentJt EXHSH=X] 2HOI6H Alst & QUL

| 5. UserAgent Statistics

UserAgent Types Distribution

\

BN AWS Service
I Browser (Chrome)
I Unknown/Empty
BN AWS CLI (Python)
AWS SDK (Go)

UserAgent Type Usage Count Usage Statistics (%)
AWS Service 2766 53.26%

Browser (Chrome) 1973 37.99%
Unknown/Empty 323 6.22%

AWS CLI (Python) 129 2.48%

AWS SDK (Go) 2 0.04%

[O2 31] bitParser 241 21t Qo H11A MANAM =I5t ‘UserAgent Statistics' 2tH
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8) AWSCLI 882 Sl IAM 2t E5 28

CloudTrailtlM 1AM AE2XHacces.admin)Jt 85.203.21.49(&JEEE) IPOHIA AWS CLIZ ‘iam list-roles’

HS A IAM OfEt B2 AEGH HS SO & UL

2025-10-01T11:48:12.075Z

{"eventVersion":"1.11", "userIdentity": {"type":"IAMUser", "principalld": "AIDATLWX2ZSTN4NWSSSOWE", "arn":: "arn:aws:iam: : 231307
122651 :user/acces.admin”, "accountId": "231307122651", "accessKeyId" : "ARIATLWX2STNSYHHZ2BL", "userName" : "acces . admin™}, "even
tTime"™:"2025-10-01T11:47:22Z", "eventSource”: "iam.amazonaws.con", "eventName" :"ListRoles", "awsReglon™: "us-east-1", "sourcel
PAddress":"85.203.21.49", "userAgent":"aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#ll md/arch#amdéd
lang/python#3.13.7 md/pyimpl#CPython m/Z,C,E,b,n cfg/retry-modef#standard md/installer#exe md/prompt#off
md/commandfiam.list-roles", "requestParameters":null, "responseElements":null, "requestID":"969c0128-1a%1-41eb-350d-%ebb6as
528e3", "eventID":"b6f4ad5c-2539-42ce-b378-7425de0531ab", "readonly” true, "eventType": "AwsApicall”, "managementEvent " true,
"recipientAccountId":"231307122651", "eventlategory": "Management™, "tlsDetails": {"tlsVersion™: "TLSv1.3", "cipherSuite": "TLS
| AES_128_GCM SHAR256", "clientProvidedHostHeader":"iam.amazonaws.com"}}

(T8 32] CloudTrailtliM 22lkl= AWS CLI EHEE St IAM 92t =5 £Z OHIE

[HE 1571AWS CLI S=EE S5t IAM 92t =5 2& OMIEQ| £ ZE LHE
= R EC g

» userldentity
- type: IAMUser
- arn:arn:aws:iam::231307122651:user/acces.admin
- userName: acces.admin

* eventTime: 2025-10-01T11:47:227

« eventSource: iam.amazonaws.com
AWS CLI HHE S5t |
* eventName: ListRoles
IAM Qg 22 47

* awsRegion: us-east-1

» sourcelPAddress: 85.203.21.49

» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osiwindows#11
md/arch#amd64 lang/python#3.13.7 md/pyimpl#CPython m/Z,C,E,b,n

cfg/retry-mode#tstandard md/installerttexe md/prompt#off
md/commandd#iam.list-roles

b

bitParser 241 Z1t MZNIME oHE SIS CRE0H 2001 =2felgt

1

UL,

.I

Mitre ATT&CK ~ eventTime ~  eventTimelocal - jion ~ X x. p# - userAgent x. i = i =

Discovery 2025-10-01 11:47:22400:00 2025-10-01 06:47:22  us-east-1 ListRoles iam.amazonaws.com 85.203.21.49 aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 IAMUser acces.admin

(D8 33] bitParser 24 Z1t MW =2fRIst IAM At S5 2F] OMIE
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9) AWSCLI 8&E2 Soll IAM 8E &

CloudTrailtlld 1AM Af2XHacces.admin)Jt 85.203.21.25(87t2=) IPHM AWS CLIZ ‘iam get-

account-authorization-details’ HHES 4lsHoH IAM AEE £Elok= 212 =olst £ QAULCT

2025-10-01T11:50:32.38532

{"eventVersion":"1.11", "use[Identity" :{"type":"IAMUser"™, "pIincipalId" :"ATDATLWX2STNANWSSSOWE", "arn™: "arn:aws:iam: : 231307
122651:user/acces.admin”, "accountId": "231307122651", "accessKeyId" : "ARIATIWXZSTNSYEHEZBL", "userNams": "acces.admin™}, "even
tTime™:"2025-10-01T11:48:242", "eventSource"'"lam aMaZOoNaws. com","eventName"'“GetAccountAuthorlzatlonDetall5","awsReglon
:"us-sast-1", "socurcelPAddress":"95.203.21.25", "userAgent" : "aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#1ll
md/arch#amdé4 lang/python#3.13.7 md/pyimpl#CPython m/C,Z,b,n,E cfg/retry-mode#standard md/installer#exe md/prompt#off
md/command#iam. get-account-authorization-details™, "requestParameters”:null, "responseElements"null, "regquestID":"0agclfalZ
-3432-41c6-b%ac-95f8fdc3e6a3", "eventID" : "2a90bc%e-a2776-440d-3238-3c4331c6e982", "readonly"  true, "eventType™ : "AwsApicall”,
"managementEvent":true, "recipientAccountId":"231307122651", "eventCategory" : "Management", "t1lsDetails": {"tlsVersion": "TLSv
1.3","cipherSuite":"TLS _AES 125 GCM SHA256","clientProvidedHostHeader™:"iam.amazonaws.com"}}

(T8 34] CloudTrailtilM 2f2lkl= AWS CLI BHEE S8t IAM EE £Z OHIE

[ 158] AWS CLI H2S St |AM RE A& OMIEQ| £Q TE LIS
=Q TC 148

1
HI

« userldentity
- type: IAMUser
- arn:arn:aws:iam::231307122651:user/acces.admin
- userName: acces.admin

* eventTime: 2025-10-01T11:48:247

o » eventSource: iam.amazonaws.com
AWS CLI BZE s&t

IAM R AZ| * eventName: GetAccountAuthorizationDetails
* awsRegion: us-east-1
» sourcelPAddress: 85.203.21.25
» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osiwindows#11
md/arch#amd64 lang/python#3.13.7 md/pyimpl#CPython m/C,Z,b,n,E
cfg/retry-modettstandard md/installertexe md/prompt#off

md/command#iam.get-account-authorization-details

bitParser 241 21Tt UM sHS QIS Mt 20| SiIst & ULH

Mitre ATT&CK - eventTime - imeLocal - Region - x - p - userAgent -
Discovery 2025-10-01 11:48:24+00:00 2025-10-01 06:48:24 us-east-1 Detailt iam. com 85.203.21.25 aws-clif2.31.5 md/awscrt#0.27.6 ua/2.1 IAMUser acces.admin
Discovery 2025-10-01 11:48:26400:00 2025-10-01 06:48:26 us-east-1 Details iam. om 85.203.21.25 aws-cli/2.31.5 md/awscrt=0.27.6 ua/2.1 IAMUser acces.admin
Discovery 2025-10-01 11:48:28+00:00 2025-10-01 06:48:28 us-east-1 Detail: iam. com 85.203.21.25 aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 IAMUser acces.admin

[O2! 35] bitParser 241 Z1} TIZ0IA 2RISH |IAM A 4F
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10) AWSCLI 332 Sill EC2 2AHA EE £Z

CloudTrailtlM 1AM Al2XHacces.admin)Jt 85.203.21.38(AJIEZ) IPHIA AWS CLIZ ‘ec2 describe-

instances’ HHEZS A=l EC2 QIAEIA EES LEIGH= 212 =oIst 4~ AL

_|

2025-10-01T11:51:42.663Z

{"eventVersion":"1.10", "userIdentity":{"type":"IAMUser", "principalld"”: "AIDATLWXZSTN4NWSSSOWE", "arn"::"arn:aws:iam: : 231307
122651:user/acces.admin”, "accountId": "231307122651", "accessKeyId" : "ARIATLWX2STNSYHHEZ2BL", "userName" : "acces .. admin™}, "even
tTime™:"2025-10-01T11:49:322", "eventSource”:"ec2.amazonaws.con", "eventName" : "DescribeInstances”, "awsRegion": "ap-northeas
t-2", "sourceIlPAddress":"85.203.21.38", "userfAgent":"aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#1ll md/arch#amdées
lang/python#3.13.7 md/pyimpl#CPython m/b,E,C,Z,n cfg/retry—mode#standard md/installer#exe md/prompt#off
mdfcommand#ec2.describefinstances“,"requestParameters '{"instancesSet":{],"filterSet“:{}},"responseElements":null,"reque
stID":"0c7242e%-58ce-456a-a551-a7£1d%2b%e30", "eventID" : "ed51f182-e6£9-4607-b87%-ae7c2c3debcs”, "readOnly” : true, "eventType
":"AwsApiCall",”managementEvent":true,"recipientAccountId":"231307122651","eventcategory":"Management","t15Details":["tl
sVersion":"TLSv1.3", "cipherSuite™:"TLS_AES 128 GCM SHAR256","clientProvidedHostHeader™:"sc2.ap-northeast-2.amazonaws.con"

I8

[38! 36] CloudTrailtlM =Rlkl= AWS CLI EEE S5t EC2 QABA 55 £F QIHE

[HE 1591 AWS CLI B=EE S5t EC2 2ABA =5 & QIHIEQ| 2 ZE LIE

o =2 TC LS

» userldentity

- type: IAMUser
-arn: arn:aws:iiam:231307122651:user/acces.admin
- userName: acces.admin

e« eventTime: 2025-10-01T11:49:32Z

o ¢ eventSource: ec2.amazonaws.com
AWS CLI BE=2 Sot .
EC2 OIAEIA B2 AX| » eventName: Describelnstances
——le—— —// T

* awsRegion: ap-northeast-2

» sourcelPAddress: 85.203.21.38

» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osiwindows#11
md/arch#amd64 lang/python#3.13.7 md/pyimpl#Cpython m/b,E,C,Z,n

cfg/retry-mode#tstandard md/installerttexe md/prompt#off
md/command#ec2.describe-instances

Jiot

bitParser 241 Z11t MIMIME oS &RIE Ci=nt 201

olet &~ ACH,

Mitre ATT&CK - eventTime - imeLocal -~ Regic - Ei M M userAgent v
Discovery 2025-10-01 11:42:37+00:00 2025-10-01 20:42:37 __ ap-northeast-2 Dy & com 85203218 Mozilla/5.0 (Windows NT 10.0; Win64; .IAMUser acces.admin
Discovery 2025-10-01 11:49:32+00:00 2025-10-01 20:49:32 ap-northeast-2___Describelnstances £C2.3Mazonaws.com 85.203.21.38 aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 IAMUser acces.admin
Discovery 2025-10-01 11:58:54+00.00 2025-10-01 2058:54  ap-northeast-2  Describelnstances £c2 amazonaws.com 852032149 Moxzilla/5.0 (Windows NT 10.0; Win64; IAMUser acces admin
Discovery 2025-10-01 11:59:00+00:00 2025-10-01 2050:09  ap-northeast-2  Describelnstances ec2 amazonaws.com 85.203.21.42 Mozilla/5.0 (Windows NT 10.0; Win64; :IAMUser acces.admin
Discovery 2025-10-01 12:00:12+00:00 2025-10-01 21:00:12  ap-northeast-2  Describelnstances ec2.amazonaws.com 85.203.21.38 Moxzilla/5.0 (Windows NT 10.0; Win64; :IAMUser acces.admin

[J8 37] bitParser =41 2t MMM =RIst EC2 QABA S5 £F
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11) AWSCLI S82 Soll S3 H2! =25 &

CloudTraildlM IAM  AlZXHacces.admin)Jt 85.203.21.48(&J1E=) IPHIM AWS CLIZ ‘s3 IS’ WS

AIEBH S3 2! S22 4F6H= HS HI0IE 4 AUACE

2025-10-01T11:53:53.1202

{"eventVersion™:"1.11", "userIdentity": {"type": "IAMUser", "principalId" :"AIDATILWX2STNANWSSSOWE™, "arn": "arn:aws:iam: : 231307
122651 :user/acces.admin™, "accountId":"231307122651","accessﬁeyld":“AKIATLWX2S?NSYHHZ2BL","userName”:"acces.admln"},"even
tTime™:"2025-10-01T11:51:422", "eventSource™:"s3.amazonaws . com", "eventName" : "ListBuckets", "awsRegion™: "ap-northeast-2","s
curceIPAddress":"85.203.21.48", "userAgent" " [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11l md/arch#amded
lang/python#3.13.7 md/pyimpl#CPython m/E,C,Z,n,b cfg/retry-mode#standard md/installer#exe md/prompté#off
md/command#s3.1s]", "requestParameters”: {"Host":"s3.ap-northeast-2.amazcnaws.com"}, "responseElements™:null, "additionalEve
ntData":{"SignatureVersion™:"Sigv4", "Ciphersuite”:"TLS_AES 128 _GCM_SHA256", "bytesTransferredIn":0, "AuthenticationMethod"
:"RuthHeader", "x-amz-1d-2": "ATMitRIYyphp9R1lmeZX+TgffGanAHHOOWEBTBluibZRROXECFe8yDFXTpUTno 9GO1lKLErWnGOKo3E=", "bytesTransfer
redCut":46l}, "requestID": "NNZVEOJTR4A0S582T", "eventID" : "bi45aécl-fela-4edd-bbeT-ellceldfS7de", "readinly": : trus, "eventType"
:"BAwsRpiCall", "managementEvent":true, "recipientfccountId":"231307122651", "eventCategory": "Management”, "tlsDetails": {"tls
Version":"TLSv1.3", "cipherSuite":"TLS AES 128 GCM SHA25E", "clientProvidedHostHeader":"s3.ap-northeast-2.amazonaws.com"}}

[O2! 38] CloudTrailtlM 2RIE|= S3 H2l S £& OHIE

(B 160] AWS CLI 8&= Ssat S3 H2! 25 £ OMEQ| £ ZE HE

=
R EC g

1
HI

« userldentity
- type: IAMUser
- arn:arn:aws:iam::231307122651:user/acces.admin
- userName: acces.admin

* eventTime: 2025-10-01T11:51:427

AWS CL| s S5t e eventSource: s3.amazonaws.com
S3 HEl == A * eventName: ListBuckets
» awsRegion: ap-northeast-2
» sourcelPAddress: 85.203.21.48
» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osiwindows#11
md/arch#tamd64 lang/python#3.13.7 md/pyimpl#CPython m/E,C,Z,n,b
cfg/retry-modettstandard md/installertexe md/prompt#off

md/command#s3.Is

Jiot

bitParser 24 Z1} MINIME oHE SIS CHS1t 20|

olet &~ ACH,

Mitre ATT&CK ~ eventTime v ocal + jion ~ X} v p - userAgent v i v i v
 Discovery  2025-10-01 11:2608+0000  2025-10-01 06:26:08  us-east-1 ListBuckets  Slamezonawscom 2229952250 ~ [Mozilla/5.0 (Windows NT 10.0; Winé<; IAMUser i  access.admin |
Discovery 2025-10-01 11:43:36+00:00 2025-10-01 06:43:36____us-east-1 ListBuckets s3.amazonaws.com 85.203.21.48 [Mozilla/5.0 (Windows NT 10.0; Win64; IAMUser acces.admin
Discovery 2025-10-01 11:51:42+00:00 2025-10-01 20:51:42 __ ap-northeast-2 __ ListBuckets 53.3mazonaws.com 85.203.21.48 [aws-cli/2.31.5 md/awscrt=0.27.6 ua/2.11AMUser acces.admin
Discovery 2025-10-01 11:52:32+00:00 2025-10-01 20:52:32 ap-northeast-2 ListBuckets s3.amazonaws.com 85.203.21.23 [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 IAMUser acces.admin
Discovery 2025-10-01 12:23:20+00:00 2025-10-01 21:2320  ap-northeast-2  ListBuckets s3.amazonaws.com 2229952250 [Mozilla/5.0 (Windows NT 10.0; Winé4; Root
Discovery 2025-10-01 12:40:15+00:00 2025-10-01 07:40:15 us-gast-1 ListBuckets s53.amazonaws.com 222.99.52.250 [Mozilla/5.0 (Windows NT 10.0; Win64; Root

[O8 39] bitParser =41 2t MIA0IA =I5t S3 HZl S5 £& OME
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12) AWSCLI H3EE Soll SecretsManager & £Z

CloudTrailllM 1AM AlZXHacces.admin)Jt 85.203.21.56(A71E2) IPHIM AWS CLIZ HHES A6l
SecretsManager EHE £&Sl= 22 =0IE £ UALL

2025-10-01T11:53:53.121%2

{"eventVersion":"1.11", "userIdentity": {"type":"IAMUser", "principalld": "AIDATLWX2ZSTN4NWSSSOWE", "arn":: "arn:aws:iam: : 231307
122651 :user/acces.admin”, "accountId": "231307122651", "accessKeyId" : "ARIATLWX2STNSYHHZ2BL", "userName" : "acces . admin™}, "even
tTime"™:"2025-10-01T11:53:322Z", "eventSource": "secretsmanager.amazonaws.com", "eventName": "ListSecrets"”, "awsRegion": "ap-nor
theast-2", "sourcelPAddress":"85.203.21.56", "userAgent™:"aws—cli/2.31.5 md/awscrt$#0.27.6 ua/2.1 os/windows#1ll
md/arch#amdé4 lang/python#3.13.7 md/pyimpl#CPython m/b,E,n,C,Z cfg/retry-mode#standard md/installerfexe md/prompt#off
md/commandfsecretsmanager.list-secrets", "requestParameters":null, "responseElements™ :null, "requestID": "ab0258708-1fdc-41£8
-9595%-2310d0ad2bad", "eventID":"c8e7%443-beb4-4535-b585-b5b7d872114a", "readonly": true, "eventType" : "AwsApicall™, "managemen
tEvent":true, "recipientAccountId":"231307122651", "eventCategory": "Management™, "tlsDetails": {"tlsVersion": "TLSv1.3", "ciph
erSuite":"TLS_AES_ 128 GCM_SHAZS5E", "clientProvidedHostHeader":"secretsmanager.ap-northeast-2.amazonaws.com"}}

[O2 40] CloudTrailOilM =RIt|= SecretsManager & £& OHE

[H 1611 AWS CLI ¥EES S8t SecretsManager B2 £& OHIEQ| = TC LS

= x=@ =C I

e userldentity

- type: IAMUser
-arn:arn:awsiiam:231307122651:user/acces.admin
- userName: acces.admin

o eventTime: 2025-10-01T11:53:32Z

* eventSource: secretsmanager.amazonaws.com
AWS CLI BZE St

SecretsManager B A% « eventName: ListSecrets

e awsRegion: ap-northeast-2
» sourcelPAddress: 85.203.21.56

» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osfwindows#11
md/arch##tamd64 lang/python#3.13.7 md/pyimpl#CPython
m/b,E,n,C,Z cfg/retry-mode#tstandard md/installer#texe
md/prompt#off md/command#secretsmanager.list-secrets

T [=PS| :l |. |.OIO,” .IE H F SHO |E = I_ jl-ol = Sk A 0|E|.
bitParser 241 M= oiis &iRIE CiEnt 20| =21 &~ AL
Mitre ATT&CK |~ i - ion |~ B - eventTimeLocal |~ sourcelpAddress |- userAgent ~| userldentity.type - userldentity.userNami ~
Credential Access  2025-10-01 11:53:32  ap-northeast-2  ListSecrets secretsmanager.amazonaws, 2025-10-01 205332 85.203.21.56 aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1IAMUser acces.admin

[ 47] bitParser 241 21t MIUNIA =tRISH SecretsManager EH £& O[HIE
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13) AWSCLI 382 Soll S3 H2! 38 & £7 Ak

CloudTraildt S3 Server Access LogilA IAM AtEXHacces.admin)Jt 85.203.21.30(&THEZ) IPHIA
AWS CLIZ ‘s3api get-bucket-policy’ BHZ AlZoH S3 H2(plainbit-s3) 2 FHE L7 AI=St A2

2loIsh £~ AUCL

2025-10-01T11:56:43.7812

{"eventVersion":"1.11", "userIdentity": {"type":"IAMUser", "principalld": "ATDATLWXZSTN4NW5SSOWE", "arn": "arn:aws:iam: : 231307
122651:user/acces.admin”, "accountId": "231307122651", "accessKeyId" : "ARIATIWXZSTNSYEHZZEBL", "userName": "acces. admin™}, "even
tTime™:"2025-10-01T11:54:322", "eventSource":"s3.amazonaws . com™, "eventName" : "GetBucketPolicy", "awsRegion": "ap-northeast-2
", "sourceIPAddress":"85.203.21.30", "userkgent”:"[aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#ll md/archfamded
lang/python#3.13.7 md/pyimpl#CPython m/b,n,E,Z cfg/retry-modef#standard md/installer#exe md/prompt#ocff

"o

md/command#s3api.get-bucket-policy] ", "errorCode™: "NoSuchBucketPolicy”, "errorMessage": "The bucket policy does not

exist"™, "requestParameters":{"bucketName":"plainbit-s3", "Host":"plainbit-s3.53.ap-northeast-2.amazonaws.com", "policy™:""}
, "responseElements":null, "additionalEventData": {"SignatureVersicn":"81igV4", "CipherSuite™ :"TLS AES 128 GCM SHA256", "bytes
TransferredIn":0, "AuthenticationMethod":"AuthHeader", "x-amz-id-2":"sEYPjrACtx1K035Xy1lvGIS0Gg5SgF4BBEOZ 6TNWas/BEfNryREh/XE
t40EQgYMFSEc3y3hAdgR2dg0jlpOhFSv/xiedE/Jtph", "bytesTransferredout™: 3241, "requestID" : "VTEVYOZMEEZYSV4R", "eventID" : "a3daab
Sb-97f1-4c0f-82cf-2743d46eb1l7£7", "readCnly” :true, "resources"”: [{"accountId":"231307122651", "type" : "AWS: : 83: : Bucket™, "ARN":
"arn:aws:s3:::plainbit-s3"}], "eventType": "AwsApiCall™, "managementEvent":trus, "recipientAccountId™:"231307122651", "sventC
ategory":"Management","tlsDetails":{"tlsVersion™:"TLSv1.3", "ciphersuite":"TLS_AES 128 GCM SHAR256", "clientProvidedHostHea
":"plainbit-s3.s3.ap-northeast-2.amazonaws.com"}}

[38! 42] CloudTrailOllA &RIEl= AWS CLI 82 S5t S3 2! M JE £& Al OHIE

der

S04320a2£5c%e33bE501c24bedef204bf2bf4f824ba8f3bE0878bccelec01ld406 plainbit-s3 [01/0ct/2025:11:54:32 +0000] 85.203.21.30
arn:aws:iam::231307122651:user/acces.admin VTEVY0ZMBEZYSV4P REST.GET.BUCKETPOLICY - "GET /?policy HTTR/1.1" 404
NoSuchBucketPolicy 324 - 23 - "-" "aws-cli/Z2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#1l md/arch#amdéd
lang/python#3.13.7 md/pyimpl#CPython m/b,n,E, 2 cfg/retry-modefstandard md/installerfexe md/prompt#off
md/command#s3api.get-bucket-policy"” -
sEYPJrACtx1K035Xy1vGES0GgogF4BBRBOZ6TNWa 8 /BEfNryKEh/XEL40EQQYMFSEc3y3hAdgR2dg0]1lpOhFSv/x1e8E/ Jtph SigV4d

TLS_AES_126_GCM SHA256 AuthHeader plainbit-s3.s3.ap-northeast-2.amazonaws.com TLSv1.3 - -

[O2 43] S3 Access LogOilA 2iRIEl= AWS CLI HEE Sot S3 H2! 3 FH L& Al OHIE

(B 162] AWS CLI 8= Sot S3 Hi2l 8 & 2F OIHEQS| £ ZE HWE

== _7":_ :IIIE LHE

T= = =3

» userldentity
- type: IAMUser
-arn: arn:awsiiam:231307122651:user/acces.admin
- userName: acces.admin

*« eventTime: 2025-10-01T11:54:32Z

¢ eventSource: s3.amazonaws.com

. . N : BucketPoli
(CloudTrail eventName: GetBucketPolicy

AWS CLI izis =at * awsRegion: ap-northeast-2
S3 HZ I HE AR » sourcelPAddress: 85.203.21.30

» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osiwvindows#11
md/arch#amd64 lang/python#3.13.7 md/pyimpl#Cpython m/b,n,E,Z
cfg/retry-modettstandard md/installer#texe md/prompt#off

md/command#s3api.get-bucket-policy
« errorCode: NoSuchBucketPolicy

* requestParameters
- bucketName: plainbit-s3
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bucketName: plainbit-s3

eventTime: [01/0Oct/2025:11:54:32 +0000]
sourcelPAddress: 85.203.21.30
arn:arniaws:iam:231307122651:user/facces.admin
task: REST.GET.BUCKETPOLICY

request: GET /?policy HTTP/1.1

statusCode: 404

userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11
md/arch#amd64 lang/python#3.13.7 md/pyimpl#Cpython m/b,n,E,Z
cfg/retry-mode#tstandard md/installert#texe md/prompt#off
md/command#s3api.get-bucket-policy

bitParser 241 Z1t MMMIME oHS &RIE CiE0t 20| =21 £ AL
Mitre ATT&CK - eventTime eventTimelocal | awsRegion - eventName x eventSource sourcelpAddress - userAgent userldentity.type .| userldentity.userName -

Discovery 2025-10-01 11:54:32+00:00 2025-10-01 20:54:32 __ap-|
Discovery 2025-10-01 12:23:52+00:00 2025-10-01 21:23:52
Discovery 2025-10-02 04:56:19+00:00 2025-10-02 13:56:19

northeast-2__GetBucketPolicy
ap-northeast-2  GetBucketPolicy
ap-northeast-2_ GetBucketPolicy

$3.amazonaws.com £85.203.21.30 [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 IAMUser acces.admin

222.99.52.250
222.99.52.250

$3.amazonaws.com [Mozilla/5.0 (Windows NT 10.0; Win64; Root

s3.amazonaws.com [Mozilla/5.0 (Windows NT 10.0; Win64; Root

[J8! 44] bitParser =41 21t MI2NIA =I5t S3 HZ!

M H-d £& AE OMIE(CloudTrail)

MITRE ATT&CK - bucket owner DU original timestamp |- Timestamp (UTC)._ Source 1P~ Requester roquest id Operation Koy Request URI - http status codo - |
Discovery 504320a2f5c0e33bf501c24bcdk pl inbit-s: |a1 /Oct/2025:11:54:32 +0000]  2025-10-01 115432 85.20321.30 3071 REST.GETBUCKETPOLICY - GET /2policy HTTP/1.1 104
|Drscovery El 0000] 20251001 122352 2229952250 AVACT _ REST.GETBUCKETPOLICY GET /Tpalicy TP/ s |

[J2 45] bitPaser 241 210 MIAMNIA =HRISt S3 H2! EAY

H L& Ax 0IHIE(S3 Access Log)
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14) AWSCLI 832 Soll S3 H2! ACL 5 £&

CloudTrailtt S3 Access LoglIM IAM Af2XHacces.admin)Jt 85.203.21 53({5'7}E ) IPOIM AWS
CLIZ 's3apiget-bucket-acl BHZ AE6H S3 H2(plainbit-s3) ACL BEE £&5k= A

mio
Jm
@
1>

Q
O

2025-10-01T11:56:43.781Z2

{"eventVersion":"1.11", "userIdentity": {"type":"IAMUser", "principalld": "AIDATLWXZSTN4NWSSSOWE", "arn" : "arn:aws:iam: : 231307
122651:user/acces.admin", "accountId": "231307122651", "accessKeyId" : "AKIATIWX2STNSYHHZZBL", "userName": "acces. admin™}, "even
tTime™:"2025-10-01T11:55:112", "eventSource": "s3.amazonaws.com", "eventName" : "GetBucketicl"”, "awsRegion" : "ap-northeast-2", "
sourceIPAddress":"85.203.21.53", "userhAgent" " [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11l md/arch#amdéd
lang/python#3.13.7 md/pyimpl#CPython m/b,E,n, 2 cfg/retry-mode#standard md/installer#exe md/prompticff
md/command#s3api.get-bucket-acl]™, "reguestParameters”: {"bucketName" :"plainbit-s3", "Host" :"plainbit-s3.s3.ap-northeast-2.
amazonaws.com", "acl":""}, "responssElements":null, "additionalEventData": {"SignatureVsrsion":"sigV4", "CipherSuite™: "TLS_AE
S_128_GCM SHR25E","bytesTransferredIn":0, "RuthenticationMethod":"RuthHeader", "x—amz-1d-2":"NaZp3awgotiggkGlR1tyT71IHIJOC
+68vEubomyoNwNEADuwTX 1 fL+G6BgUF Y5/ LEJREzwulViW4TJTtuuog/ GARSVNG31p6", "bytesTransferredout™: 480}, "requestID": "0SVD362A1ZY
JSPFO™, "eventID":"52f£f0880-4da5-426a-8608-£c12%bdab783", "readonly" :true, "resources™: [{"accountId":"231307122651", "type":
"AWS::53::Bucket", "ERRN":"arn:aws:s3:::plainbit-s3"1], "eventType": "AwshpiCall", "managementEvent" : true, "recipientfAccountId
":"231307122651”,"Eventcategory":"Management","tlsDetails":{"tlsVersion":"TLSV1.3","ciphersuite":"TLS_AES_128_GCM_SHA256
v, ":"plainbit-s3.s3.ap-northeast-2.amazonaws.com"}}

;"clientProvidedHostHeader
[32! 46] CloudTrail®llM 2RIEl= AWS CLI HEE Sot S3 H2! ACL EE & OHIE

504320a2f5c%e33b£501c24bcde8204bf2bf4fB8e4ba8f9060878bccele01d406 plainbit-s3 [01/0ct/2025:11:55:11 +0000] 85.203.21.53
arn:aws:iam::231307122651:user/acces.admin 03VD362R1ZYJSPF0 REST.GET.ACL - "GET /?acl HTTR/1.1"™ 200 - 480 - 21 - "-"
"aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#1ll md/arch#amdé4 lang/python#3.13.7 md/pyimpl#CPython m/b,E,n, Z
cfg/retry-mode#standard md/installerfexe md/prompt#off md/command#s3api.get-bucket-acl" -
NazZp3awgotiggkGlR1tyTT1IH]JOC+HE8vEUbomyoNWNEdDUWTX1fI+GEEgUFIyS/LPIRS zwuiViW4TIItunog/GASVNgS1pe Sigv4

TLS_AES_128_GCM SHA256 AuthHsader plainkbit-s3.s3.ap-northeast-2.amazonaws.com TLSv1.3 - -

[38! 47]S3 Access LogOllA =folkl= AWS CLI 8382 St S3 Hi2! ACL 8= 2& OIHIE

[H 163] AWS CLI SEE S5t S3 H2! ACL 85 «& OMIEQ| £ ZE LIS

= ZQ ZC L8

» userldentity
- type: IAMUser
- arn:arn:aws:iam:231307122651:user/facces.admin
- userName: acces.admin

* eventTime: 2025-10-01T11:55:11Z

e eventSource: s3.amazonaws.com

(CloudTrail) « eventName: GetBucketAcl
AWS CL| e =8t « awsRegion: ap-northeast-2

SIHAACL B2 =8 | 5 rcelPAddress: 85.203.21.53

» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osiwindows#11
md/arch#amd64 lang/python#3.13.7 md/pyimpl#Cpython m/b,E,n,Z
cfg/retry-mode#tstandard md/installerttexe md/prompt#off
md/command#s3api.get-bucket-acl

+ requestParameters
- bucketName: plainbit-s3
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*  bucketName: plainbit-s3
« eventTime: [01/0ct/2025:11:55:11 +0000Q]
« sourcelPAddress: 85.203.21.53
* arniarniawsiam:231307122651:user/acces.admin
(S3 Server AccessLog) | . task: RESTGET.ACL
AWSCLI 38s sat » request: GET /?acl HTTP/1.1
S3 HIZl ACL 32 <& » statusCode: 200

» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osfwindows#11
md/arch#amd64 lang/python#3.13.7 md/pyimpl#Cpython m/b,E,n,Z
cfg/retry-mode#tstandard md/installert#texe md/prompt#off
md/command#s3api.get-bucket-acl

Jiot

bitParser 241 Z11t IMIMIME oS &RIE Ci=nt 201

olet &~ ACH,

Mitre ATT&CK - eventTime - eventTimelocal -~  awsRegion - x . ~ userAgent -
Discovery 2025-10-01 11:55:11+00:00 2025-10-01 20:55:11 __ ap-northeast-2 __ GetBucketAcl $3.amazonaws.com 85.203.21.53 [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.11AMUser acces.admin
Discovery 2025-10-01 12:23:52+00:00 2025-10-01 21:23:52 ap-northeast-2  GetBucketAcl s3.amazonaws.com cloudtrail cc cloudtrail com
Discovery 2025-10-01 12:27:42+00.00 2025-10-01 2127:42  ap-northeast-2  GetBucketAc! s3 cloudtrail cc cloudtrail com
Discovery 2025-10-01 12:31:10+00:00 2025-10-01 21:31:10  ap-northeast-2  GetBucketAcl om cloudtrail cloudtrail com
Discovery 2025-10-01 12:31:13400:00 2025-10-01 21:31:13  ap-northeast-2  GetBucketAcl 3 m loudtrail. loudtrail m

[O2! 48] bitParser 24 21} MMM &It S3 H2I ACL BE £& OHMIE(CloudTrail)

Requester - requestid - Operation v Key = Request URI -___http status code -
24| E dmin 0SVD362A1ZYISPFO  RESTGETACL GET /2acl HTTP/L1 200
04360021500 3301501 cAbLde pIambIts? _ [0170CU20251 345:30 +0000]_ 2025-10-01 134930 SPCCIOUURT AMAZonawSCom QU INSWAZARGXZ0 RESTGELACL GET 7tadl FTTP/1T 200 |

[O2! 49] bitParser 241 Znt MANIM =I5t S3 H2! ACL BE £& 0MIE(S3 Access Log)
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15) EC2 QIAEAMN PublicIP F4 &8

CloudTrailllM IAM  AFEXHacces.admin)Jt 85.203.21.49(AJ1EE) IPOHIA Chrome ERIRKNE Sol
HIERIF CIEHIOIA(eni-01af8a2eb6f8e8394)0| Public IP AddressE 2H&sishi= 212 =1elst 4~ QALY

2025-10-01T12:00:54.72%82

{"eventVersion":"1.10", "userIdentity”: {"type":"IAMUzer", "principalTd" : "AIDATLWX2STN4NWSSSOWE", "arn™ : "arn:aws: iam: : 231307
122651:user/acces.admin™, "accountId":"231307122651", "accessKeyId" : "ASTATLWX 25 TNQLYVZ2T70L", "userName™: "acces.admin”, "sessi
onContext™: {"attributes":{"creationDate™:"2025-10-01T11:40:322", "mfaluthenticated":"false"}}},"eventTime":"2025-10-01T12
:00:112", "eventSource": "ecZ.amazonaws.com", "eventName": "ModifyNetworkInterfacehAttribute", "awsRegion": "ap-northeast-2","s
curceIPAddress":"585.203.21.49", "userAgent” :"Mozi11a/5.0 (Windows NT 10.0; Winé4; xé4) AppleWebrit/537.36 (KHTML, like
Gecko) Chrome/140.0.0.0

Safari/537.36", "requestParameters": {"networkInterfaceId":"eni-0laffaZebef8e8394", "associatePublicIpAddress" truel, "respo
neseElements”: {"requestId":"8blbfd0f-0ad0-40ae-ab5a-067de7309c06", " _return”:true}, "requestID":"8blbfd0f-0adl-40ae-ab%a-0&
7deT730%9c06", "eventID":"7%eclal5-deld-4746-ac8c-d46a25%9£40cT", "readonly":: false, "eventType ™ "AwsApicall™, "managementEvent”
rtrue, "recipientAccountId™:"231307122651", "eventCategory": "Management”, "t1lsDetails": {"tlsVersion":"TLSv1.3", "cipherSuite
":"TLS_AES_128_GCM_SHAZ56", "clientProvidedHostHeader":"ecZ.ap-northeast-2.amazonaws.com"}, "sessionCredentialFromConsole”
:"true"}

[O2! 50] CloudTrailtlM 2RlEl= EC2 CIAEA Public IP 4 2tdst OHIE

[HE 164] EC2 QIAEA PublicIP 4 2tdzt OHIES| £ EE LHE

o [ =2 ZE 8
« userldentity
- type: IAMUser
- arn:arn:aws:iam:231307122651:user/facces.admin
- userName: acces.admin
e eventTime: 2025-10-01T12:00:11Z
* eventSource: ec2.amazonaws.com
EC2 OLAEIA « eventName: ModifyNetworklInterfaceAttribute
Public IP =A =tAis} * awsRegion: ap-northeast-2

» sourcelPAddress: 85.203.21.49

» userAgent: Mozilla/5.0 (Windows NT 10.0; Win64,; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36

* requestParameters
- networkinterfaceld: eni-O1af8a2eb6f8e8394
- associatePubliclpAddress: true

bitParser 241 Z11t MIMIME o &RIE Ci=nt 201

Jiot

olet &~ ACH,

2 \g
Defense Evasion 2025-10-01 12:00:11 p- the 2 terfaceAttribute ec om 2025-10-01 21:00:11 85.203.21.49 Mozilla/5.0 (Windows NT 10.0; Win64; IAMUser accesadmin

Mitre ATT&CK - 0 = jon = 5 imeLocal |- d > - g e ”

[J2! 57]bitParser 241 Znt M2NM 2RIt EC2 QABA Public IP 4 243t OHIE
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16) EC2 QIAHA HIZHS =I5

CloudTrailllM IAM  AFEXHacces.admin)Jt 85.203.21.56(A71EZ) IPHIA Chrome ERIRKNE Sol

EC2 QIABAO| HIZHSE 2IS5k= A =Rlst £ AUCL

2025-10-02T04:33:31.587Z2

{"eventVersion":"1.10", "userIdentity":{"type":"IAMUser", "principalld"”: "AIDATLWXZSTN4NWSSSOWE", "arn"::"arn:aws:iam: : 231307
122651:user/acces.admin”, "accountId": "231307122651", "accessKeyId" : "ASIATLWX2STNUIT44SNE", "userName": "acces.admin®™, "sessi
onContext™: {"attributes":{"creationDate":"2025-10-02T04:31:002Z", "mfafkuthenticated":"false"}}}, "eventTime":"2025-10-02T04

won "o w.m

:31:492", "eventSource": "ecZ. amazonaws .com", "eventName" : "GetPasswordData", "awsRegilon ap-northeast-2","sourceIPAddress":
"85.203.21.56", "userAgent”:"Mozilla/5.0 (Windows NT 10.0; Win&4; =x64) AppleWebKit/537.36 (KHTML, like Geckc)
Chrome/140.0.0.0

Safari/537.36", "requestParameters™: {"instanceId":"i-01d864270432h7980"}, "responseElements” :null, "requestID": "0%caB3e7-a2
fd-47bf-86bc-4584c32953bb", "eventID": "el826151-d%4c-4b70-508e-5fa6df7e87=0", "readonly" :true, "eventType" : "AwsApiCall™, "ma
nagementEvent":trus, "recipientAccountId":"231307122651", "eventCategory": "Management™, "t1lsDetails": {"tlsVersion": "TLSv1.3
", "cipherSuite":"TLS_AES_128_GCM_SHA2S56", "clientProvidedHostHeader":"ec2.ap-northeast-2.amazonaws.com"}, "sessionCredenti
alFromConsole":"true"}

(38 52] CloudTrailOllA 2RlEl= EC2 QIABA HI2HS =2IE OIHIE

(B 165] EC2 QIABA H2z =215 QIHIES| =2 ZE LIS

=2 ZC L8

1]
HI

« userldentity

- type: IAMUser
-arn:arniaws:iam:231307122651:user/acces.admin
- userName: acces.admin

* eventTime: 2025-10-02T04:31:49Z
e eventSource: ec2.amazonaws.com
EC2 QIARA * eventName: GetPasswordData
s » awsRegion: ap-northeast-2
« sourcelPAddress: 85.203.21.56

« userAgent: Mozilla/5.0 (Windows NT 10.0; Win64, x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0
Safari/537.36

* requestParameters
- instanceld: i-01d86d270432b7980

Jiot

bitParser £44 2t MHIMT SHS HRIE CHE10t 201 =Rl £~ ACH,

Mitre ATT&CK ~ eventTime - eventTimelocal ~  awsRegion - £ N - userAgent - i - -
Credential Access  2025-10-01 12:02:30+00.00 2025-10-01 21:02:30  ap-northeast-2  GetPasswordData €c2.amazonaws.com 85.203.2138 Mozilla/5.0 (Windows NT 10.0, Win64; |IAMUser acces.admin
Credential Access  2025-10-01 12:09:09+00:00 2025-10-01 21:09.09  ap-northeast-2 __ GetPasswordData ec2.amazonaws.com 2229952250 Mozilla/5.0 (Windows NT 10.0; Win64; Root
Credential Access  2025-10-02 04:31:49+00:00 2025-10-02 13:31:49  ap-northeast-2 _ GetPasswordData ec2.amazonaws.com 85.203.21.56 Mozilla/5.0 (Windows NT 10.0; Win64; | IAMUser acces.admin

(T8 53] bitParser 24 21} MMM =QISt EC2 QIABA HIZHS =S OHIE
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17) EC2 2IAEA 212 HZ(RDP)

VPC Flow LogstAl 85.203214&JHE) IPJt 172.31.34.5(Public IP)Z RDP(3389) &=
HS(ACCEPT)St A2 =folgh £~ UAULL
“2 231307122651 eni-0laf8aZebéfB8e83%4 85.203.21.4 172.31.34.5 B0O10 338% 17 3 3780 175937%62% 17593789656 REJECT OK ”
[O8 54] VPC Flow LogstIAl &fRIE|= EC2 IAEA 21 HZ(RDP) OMIE
[HE 166] & HZ2(RDP) OMIEQ| £ ECE LHE
|l £ EC i
e account-id: 231307122651
* interface-id: eni-O1af8a2eb6f8e8394
e srcaddr:85.203.21.4
e dstaddr: 172.31.34.5
e srcport: 20813
e dstport: 3389
2 E=(RDP)
* protocol:6
» packets: 1167
* bytes: 137739
« start: 1759379663
« end: 1759379673
e action: ACCEPT
bitParser 241 Z1} TIZHIMT SHE HLIE CREd 2001 =felgt & UL
Source IP _ Destination IP Port  Protocol Service Total Bytes  Total Packets
85.203.214 172.31.34.5 3389 TCP RDP 144579 1271
85.203.214 172.31.34.5 3389 UDP RDP 3780 3
13.149.59.26 172.31.34.5 3389 TCP RDP 2056 25
20.64.105.251 172.31.34.5 3389 TCP RDP 1009 14
13.86.50.115 172.31.34.5 3389 TCP RDP 772 8

[O2! 55] bitParser 24 Zut MIINIA Etelst 2124 EZ2(RDP) 0
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18) AWS CLI %32 Soll CloudTrail 28 43

CloudTrailtilAd 1AM A%Xf(acces.admin)]f 85.203.21.7(87IEZ) IPHIM AWS CLIZ ‘cloudtrail

o
describe-trails’ = 436l CloudTraill =2 £&8/6ts A2 =l 4~ UALE

2025-10-01T12:27:01.240Z2

{"eventVersion":"1.11", "userIdentity": {"type":"IAMUser", "principalld": "AIDATLWX2STN4NWSSSOWE", "arn" :"arn:aws:iam: : 231307
122¢51:user/acces.admin", "accountId™:"231307122651", "accessKeyId" : "ARIATLWEZSTNSYHHZ2BL", "userName": "acces .admin"}, "even
tTime":"2025-10-01T12:25: 032", "eventSource™: "cloudtrail.amazonaws.com", "eventName": "DescribeTrails", "awsRegion ap-nort
heast-2", "sourceIPAddress":"85.203.21.7", "userAgent" :"aws-cli/2.31.5 md/awscrt#0.27.6 wa/2.1 cs/windows#ll

md/arch#amdé4 lang/python#3.13.7 md/pvimpl#cPython m/n, Z,b,E cfg/retry-mode#standard md/installer#exe md/prompt#off
md/commandfcloudtrail . describe-trails", "requestParameters":null, "responseElements" :null, "requestID":"1fefcefd-4b32-4726-
bd02-83cdeeea5c3”, "eventID": "a8bT7b504-6e44-45be-598a-Te5672b437%e", "readonly" i trus, "eventType" : "AwskpiCall™, "managemsnt
Event":true, "recipientAccountId”:"231307122651", "eventCategory": "Management™, "t1lsDetails": {"tlsVersion": "TLSv1.3", "ciphe
rSuite":"TLS_AES 128 GCM_SHAZS5E", "clientProvidedHostHeader":"cloudtrail.ap-northeast-2.amazonaws.com"}}

[ 56] CloudTrailtlM ERIE|= AWS CLI HEE S8t CloudTrail 22 42&! OIHE

m.n

[HE 167] AWS CLI HHE E35t CloudTrail 22 £2Z! OHIEQ| =R TLC |2
o [ =2 ZE HE

» userldentity

- type: IAMUser
- arn:arn:aws:iam::231307122651:user/acces.admin
- userName: acces.admin

* eventTime: 2025-10-01T12:25:03Z

» eventSource: cloudtrail.amazonaws.com

AWS CLI BZE Sgt
CloudTrail 22 A= » eventName: DescribeTrails

* awsRegion: ap-northeast-2

» sourcelPAddress: 85.203.21.7

» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osiwindows#11
md/arch#amd64 lang/python#3.13.7 md/pyimpl#CPython m/n,Z,b,E

cfg/retry-mode#tstandard md/installerttexe md/prompt#off
md/command#cloudtrail.describe-trails

Jiot

bitParser 241 Z11t MIMIME oS &RIE Ci=nt 201

olet &~ ACH,

Mitre ATT&CK - eventTime - awsRegion - eventName K eventSource - eventTimelocal - sourcelpAddress |~ userAgent userldentity.type - userldentity.userNami -
Discovery 20251001 122503 apnortheast-2  DescribeTrails cloudtrail.amazonawscom  2025-10-01 212503 85203217 aws-clif2315 md/awscri20.27.6 ua/2 1 IAMUser acceszdmin

[J8! 57] bitParser 241 Znt M2NM =I5t CloudTrail =5 £& OHIE
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19) AWS CLI ¥32 Soll CloudTrail HIZ&st

CloudTrailtllA IAM AlEXHacces.admin)Jt 85.203.21.67(AIHEE) IPHIM AWS CLIZ ‘cloudtrail stop-
logging’ B2 Al=6H CloudTrail(PLAINBIT-TRAILC| St &EHE HIztdslsi= 22 =lolst & URULL

2025-10-01T12:27:01.240zZ
{"eventVersion":"1.11","userIdentity“:{"type":“IAMUser",“principalld":"AIDAILWX2S?N4NWSSSDW6","arn":"arn:aws:iam::231307
122651:user/acces.admin”, "accountId": "231307122651", "accessKeyId" : "ARIATLWXZSTNSYHHZZBL", "userName" : "acces.admin"}, "even
tTime":"2025-10-01T12:25:422", "eventSource™: "cloudtrail .amazonaws . com","eventName“:"StopLoqglng","awsReqlon":"apfnorthea
st-2", "sourceIPAddress":"85.203.21.67", "userAgent": "aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#1ll md/arch#amded
lang/python#3.13.7 md/pyimpl#CPython m/b,n, Z,E cfg/retry-mode#standard md/installerfexe md/prompt#off
md/command#cloudtrail .stop-logging”, "requestParameters”: {"name" : "PLAINBIT-TRAIL"}, "responseElements™:null, "requestID":"b
5c2e56d-50e5-4£f14-31c5-31d713482580", "eventID": "73ce5815-90c-4bl12-3e32-5179%ed5ccf", "readOnly": false, "eventType" : "AwsA
picall™, "managementEvent":true, "recipientAccountId":"231307122651", "eventCategory": "Management™, "t1lsDetails": {"tlsVersio
n":"TLSvl.3", "cipherSuite":"TLS AES 128 GCM SHAZ256", "clientProvidedHostHeader":"cloudtrail.ap-northeast-2.amazonaws.com"
b

[O2 58] CloudTrailtlA 2lE|= AWS CLI 32 E5t CloudTrail HIZtst OHIE

[H 168] AWS CLI BZ= S5t CloudTrail HIiZtdzt OMIES| £ EE LHE

=2 ZL L8

1]
HI

» userldentity

- type: IAMUser
- arn:arn:awsiam:231307122651:user/acces.admin
- userName: acces.admin
« eventTime: 2025-10-01T12:25:427Z
« eventSource: cloudtrail.amazonaws.com
AWSCL| izie = + eventName: StopLogging
CloudTrail HIZtAsst * awsRegion: ap-northeast-2
» sourcelPAddress: 85.203.21.67
» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11
md/arch#amd64 lang/python#3.13.7 md/pyimpl#CPython m/b,n,Z,E
cfg/retry-mode#tstandard md/installerttexe md/prompt#off
md/command#cloudtrail.stop-logging

* requestParameters
- name: PLAINBIT-TRAIL

bitParser 24 Z1t MINIME sHE SHRIE CS1t 20|

Jiot

Olgt 2~ QUL

Mitre ATT&CK ~ z - - v - - - - -
Defense Evasion 2025-10-01 12:25:42+00:00 2025-10-01 21:25:42 ap-northeast-2  Stoplogging cloudtrail.amazonaws.corr 85.203.21.67 aws-cli/2.31.5 md/awscrt$0.27.6 ua/2.1 IAMUser acces.admin

[2! 59] bitParser 241 21} TI2AMHIM 2RIt CloudTrail HIZHsH OHIE
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20) AWSCLI 332 Soll EC2 AR 55 £&F

CloudTrailtld 1AM AlE2XHacces.admin)Jt 85.203.

2
snapshots’ BAES Ao EC2 AL SE=2 LEISH= AS =018 4 UL

2025-10-01T12:29:42.820Z

{"eventVersion":"1.10", "userIdentity":{"type": "IEAMUser", "principalld": "AIDATLWEZSTNANWSSSOWE", "arn" :"arn:aws: 1am: : 231307
122651:user/acces.admin”, "accountId":"231307122651", "accessKeyId" : "ARIATLWX2STNSYHHZ2BL" , "userName" : "acces.admin™}, "even
tTime":"2025-10-01T12:27:33z2", "eventSource”: "ec2.amazonaws.con", "eventName" : "DescribaeSnapshots", "awsRegion": "ap-northeas
t-2", "sourcelPAddress":"85.203.21.9", "userAgent”: "aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11l md/arch#amdes
lang/python#3.13.7 md/pyimpl#CPython m/b,n,E,Z,C cfg/retry-mode#standard md/installer#exe md/prompt#off
md/command#ec?.describe-snapshots", "requestParameters": {"maxResults™:1000, "snapshotSet":{}, "ownersSet": {}, "sharedUsersse
t":{},"filterSet":{1}}, "responseElements":null, "requestID":"9caSf668-8972-40f2-8cal-2£f420573b8fc", "eventID": "e052834d-ach
f-4253f-b572-f0279%¢c1alal2b", "readonly" :true, "eventType" : "AwsApiCall"”, "managementEvent™ :true, "recipienticcountId":"23130712
2651", "eventCategory": "Management", "tlsDetails": {"tlsVersion":"TLSv1.3", "cipherSuite":"TLS AES 128 GCM SHA256","clientPr
cvidedHostHeader":"ec2.ap-northeast-2.amazonaws.com"}}

[38! 60] CloudTrail®lAM 2RlEl= AWS CLI HEE S5t EC2 AHIM 25 2 OIHIE

[H 1691 AWS CLI SEE S5t EC2 AHA S5 & OIHIEQ| =2 ZE I8
= R EC g

» userldentity

- type: IAMUser
-arn: arn:aws:iiam:231307122651:user/acces.admin
- userName: acces.admin

* eventTime: 2025-10-01T12:27:33Z ~ 2025-10-01T12:27:59Z
e eventSource: ec2.amazonaws.com

» eventName: DescribeSnapshots

* awsRegion: ap-northeast-2

» sourcelPAddress: 85.203.21.9

» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osiwindows#11
md/arch#tamd64 lang/python#3.13.7 md/pyimpl#CPython m/b,n,E,Z,C
cfg/retry-mode#tstandard md/installerttexe md/prompt#off
md/command#ec?2.describe-snapshots
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21) AWSCLI 882 Soll EC2 AR AMH|

CloudTrailtlM 1AM Af2XHacces.admin)Zt 85.203.21.20(A71E=) IPHIM AWS CLIZ ‘ec? delete-

snapshot’ BEZ ASoH EC2 AHIAE AlNSH AS =folst £~ UL

2025-10-01T12:36:35.367Z

{"eventVersion":"1.10", "userIdentity": {"type":"IAMUser", "principalld”: "ATDATLWX2ZS5TN4NW5SS0WE", "arn" :"arn:aws: iam: : 231307
122¢51:user/acces.admin", "accountId™:"231307122651", "accessKeyId" : "ARIATLWXZSTNSYHHZ2BL", "userName" : "acces .admin"}, "even
tTime":"2025-10-01T12:34:322", "eventSource™: "ec2.amazonaws.com", "eventName" : "DeletseSnapshot", "awsRegion": "ap-northeast-2
", "sourceIPAddress":"85.203.21.20", "userfgent”: "aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11l md/arch#amdé4
lang/python#3.13.7 md/pyimpl#CPython m/E, b, Z,n cfg/retry-mode#standard md/installer#exe md/prompt#cff
md/command#ecZ.delete-snapshot", "requestParameters": {"snapshotId": "snap-002céb72b2e789%04", "force":false}, "responseEleame
nts": {"requestId":"elba66e7-8803-48de-23490-692547bE86471", " _return":truel, "requestID":"elbat6e7-8803-48de-a4%0-6%a547b8 64
71", "eventID":"delcSbb5-16£f7-4e0f-91b1-d35c1ldalc249", "readonly"::false, "eventType" : "AwsApicall™, "managementEvent"::true, "r
scipientAccountId":"231307122651", "eventCategory": "Management™, "tlsDetails": {"tlsVersion":"TLSv1.3", "cipherSuits"” :"TL5_A
ES 128 GCM SHA256","clientProvidedHostHeader":"ec2.ap-northeast-2.amazonaws.com"}}

(32! 61] CloudTrail®lM =RIEl= AWS CLI BZS S5t EC2 A-IAE 41Xl OIIE

[HE 1701 AWS CLI BZS S5t EC2 AHIAE &Kl OIHIEQ| =R EE I8

=2 ZC L8

1]
HI

« userldentity

- type: IAMUser
- arn:arn:awsiam:231307122651:user/acces.admin
- userName: acces.admin
« eventTime: 2025-10-01T12:34.327Z
e eventSource: ec2.amazonaws.com
AWS CLI Hize =5t « eventName: DeleteSnapshot
EC2 ALHAF AHH| * awsRegion: ap-northeast-2
» sourcelPAddress: 85.203.21.20
» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11
md/arch#amd64 lang/python#3.13.7 md/pyimpl#CPython m/E,b,Z,n
cfg/retry-modettstandard md/installertexe md/prompt#off
md/command#ec2.delete-snapshot

* requestParameters
- snapshotld: snap-002c6b72b2e789904

bitParser 241 Z11t MIMIME oS &IE Ci=nt 201

Jiot

olet &~ ACH,

Mitre ATT&CK - eventTime s eventTimelocal - awsRegion - eventName £ eventSource - sourcelpAddress - userAgent 2 useridentity.type - userldentity.userName -
Defense Evasion 2025-10-01 12:32:52+00:00 2025-10-01 21:32:52 ap-northeast-2__ DeleteSnapshot ec2 amazonaws.com 85.203.21.12 aws-clif2.31.5 md/awscrt#0.27.6 ua/2.1 IAMUser acces.admin
Defense Evasion 2025-10-01 12:34:32+00:00 2025-10-01 21:34:32 P theast- Ds e m 85.203.21.20 aws-clif2.31.5 md/awscrt#0.27.6 ua/2.1 IAMUser acces.admin

[O8 62] bitParser =41 2t MIANIA =Ist EC2 AL AX| OIHIE
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22) AWSCLI 832 Soll S3 H2! LH 2Kl S5 &

CloudTraildt S3 Access LogUllAl IAM  Al2XHacces.admin)dt 85.203.21.16(&JHEZ) IPHIAM AWS
CLIZ 's3apilist-objects’ BEE AIZoH S3 H2(plainbit-s3)2| 2kl E=2 £&6k= AS =it

4>
;§
(]

2025-10-01T12:38:49.6452
{"eventVersion":"1.11", "userIdentity":{"type":"IAMUser", "principalld": "AIDATLWXZ2STNLNWSSSOWE", "arn": "arn:aws:iam: : 231307
122651:user/acces.admin”, "accountId":"231307122651", "accessKeyId" : "ARIATLWX2STNSYHHZ2BL", "userName": "acces.admin™}, "even
tTime™:"2025-10-01T12:35:322", "eventSource":"s3.amazonaws.com", "eventName": "ListObjects"”, "awsRegion": "ap-northeast-2", "=
curceIPhddress™:"85.203.21.16","userfAgent" " [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#ll md/arch#amdéed
lang/python#3.13.7 md/pyimpl#CPython m/Z,b,C,n,E cfg/retry-mode#standard md/installer#exe md/prompt#off
md/command#s3api.list-cbjects] "™, "requestParamseters": {"bucketNams":"plainbit-s3", "Host":"plainbit-s3.s53.ap-northeast-2.am
azonaws.com", "encoding-type":"url"}, "responseElements":null, "additionalEventData™: {"SignatureVersion":"SigV4", "Ciphersui
te":"TLS_AES_128_GCM SHA256","bytesTransferredIn":0,"AuthenticationMethod":"AuthHeader", "x-amz-id-2":"XIm71FYzj6/WnmRDJIP
20GEZ2Ch3UoZpRkG])FxsdDOzGlVnPrJdsCdYGgs INYFgBNuEghThl1G2192mE 6 snOYREL rNXcOgppwEKMUNRDZPgobE=", "bytesTransferredout™:2349},
"requestID":"DSCRTEWHZWAMTIMG", "eventID": "sel80bbl%-c5el-46da-89%£0-179dfce580££", "readOnly" :true, "resources"”: [{"accountId
":"231307122651", "type": "AWS: :53: :Bucket", "ARN" : "arn:aws:s3:::plainbit-s3"}, {"type":"AWS::53::0bject”, "ARNPrefix": "arn:a
s:53:::plainbit-s3/"}], "eventType": "Awskpicall”, "managementEvent”:false, "recipientAcecountId":"231307122651", "eventCateg
ory":"Data","tlsDetails":{"tlsVersion":"TLSv1l.3", "cipherSuite":"TLS AES 128 GCM SHA256", "clientProvidedHostHeader":"plail
nbit-s3.s53.ap-northeast-2.amazonaws.com"}}

[T2! 63] CloudTrail®lAM =RIEl= AWS CLI BZES S5t S3 H2! L 2Ml =5 +& OIHE

5043=20a2f5c9e33b£501c24bcde8204bf2bf4f824beff3b60878bccelc01d406 plainbit-s3 [01/0ct/2025:12:35:32 +0000] 85.203.21.16
arn:aws:iam::231307122651:user/acces.admin DYCRTEWHZWAMTJIMG REST.GET.BUCKET - "GET /?Zencoding-type=url HTTP/1.1" 200 -
23458 - 38 37 "-" "aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#1l md/arch#amdé4 lang/python#3.13.7
md/pyimpl#CPython m/Z,b,C,n,E cfg/retry-mode#standard md/installer#exe md/prompt#off md/command#s3api.list-cbjects" -
HIm71F¥Yzjé,/WmmRDIP20GEZCh3UcZpRG]FxsdDOzGlVmMPrJdsCdYGgsINYFgBNUEgh JTh1G62192mZ 6 SnOYRKL rNXcQqppwEKMUMRDZPgobE= Sigv4
TLS_AES_128_GCM SHAZ56 AuthHeader plainbit-s3.s3.ap-northeast-2.amazonaws.com TLSvl.3 - -

[T2! 64] S3 Access LoglllM =2f2lkj= AWS CLI BHE St S3 H2! L 2Kl =5 £& OHIE

|0

[E 1711 AWS CLI HEE S5t S3 H2! L1 24Kl &l OIHIEQ| =R EC LiE
2 =2 ZE S

e userldentity
- type: IAMUser
- arn:arn:aws:iam:231307122651:user/acces.admin
- userName: acces.admin

+ eventTime: 2025-10-01T12:35:32Z

e eventSource: s3.amazonaws.com

(CloudTrail) « eventName: ListObjects

AWS CL| Dize =3t . awsRegion:ap—northeast_z

S3 HZ! LY 2K 22 LF e sourcelPAddress: 85.203.21.16
» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osfwindows#11
md/arch#amd64 lang/python#3.13.7 md/pyimpl#CPython
m/Z,b,C,n,E cfg/retry-mode#tstandard md/installer#texe
md/prompt#off md/command#s3api.list-objects

e requestParameters
- bucketName: plainbit-s3
- encoding-type: url
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1]
HI

* bucketName: plainbit-s3
« eventTime: [01/Oct/2025:12:35:32 +0000Q]
» sourcelPAddress: 85.203.21.16
e arn:iarniawsiam:231307122651:user/acces.admin
(S3 ServerAccessLog) .« task: RESTGET.BUCKET
AWSCLI 38s sat « request: GET /?encoding-type=url HTTP/1.1
S3 W2 LH 2Kl =5 & . statusCode: 200

» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osfiwindows#11
md/arch#tamd64 lang/python#3.13.7 md/pyimpl#CPython
m/Z,b,C,n,E cfg/retry-mode#tstandard md/installer#texe
md/prompt#off md/command#s3api.list-objects

bitParser 241 Z11t IMIMIME oS &RIE Ci=nt 201

Jiot

olgt 4 LK

Mitre ATT&CK - - - - x . P B g v <
Discovery 2025-10-01 12:35:32+00:00  2025-10-01 21:35:32  ap-northeast-2  ListObjects 53.amazonaws.com 85.20321.16 [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2” IAMUser acces.admin

[J2 65] bitParser E41 Znt M2NIAN =RIst S3 H2! L M == £& OIHIE(CloudTrail)

MITRE ATT&CK - bucket_owner | Bucket - original timestamp - Timestamp (UTC).| _ Source IP - Requester - requestid - Operation x
Discovery 5043¢0 01c24bedetplainbit-s3___ [01/0ct/2025:12:35:32 ~0000] _ 2025-10-01 12:3532_85.203.21.16 arn:awsiam:231307122651:user/acces.admin__DICRTKWH2WAMTIMG _REST.GET.BUCKET
 Discovery 5043e0a2f5c9e33bf501c24bedet plainbit-s3  [02/0ct/2025:04:23:33 +0000]  2025-10-02 042333  85.203.21.37 armawsiam:231307122651:user/acces.admin  YEDAAMDSTO6ZWRZ2  REST.GET.BUCKET
| Discovery 5043¢0: bfS01c24bcdetplainbit-s3  [02/0ct/2025:04:26:49 +0000]  2025-10-02 04:26:49  222.99.52.250 50430 01c24bcde820. IF465915QQ2)1TQWS  REST.GET.BUCKET

[T2! 60] bitParser 241 21} MIAMIA =HISt S3 H2! LH Ml S5 £& OIHE(S3 Access Log)
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23) AWSCLI 832 Soll S3 H2! LH 24Kl CI”REE

CloudTraildt S3 Access LoglIA IAM  Al2XHacces.admin)Jt 85.203.21.21(&JHEE) IPHIM AWS
CLIZ ‘s3api get-objects’ BHS &eloll S3 H2(plainbit-s3) LH Z4M|(Top_Secret)E CI2EESH=

2loIsh £~ AUCL

2025-10-01T12:45:25.6652

{"eventVersion":"1.11", "userIdentity™:{"type":"IAMUser", "principalld" : "AIDATLWX2STN4NWS5SSCWE", "arn": "arn:aws: iam: : 231307
122651:user/acces.admin", "accountId":"231307122651", "accessKeyId" : "ARIATIWX2STNSYHHZZBL", "userName": "acces.admin"}, "even
tTime™:"2025-10-01T12:41: DZZ","eventSource":"s3 amazonaws .com", "eventName": "GetChject”, "awsRegion": "ap-northeast-2", "sou
rcelPAddress™:"85.203.21.21", "userAgent": " [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#ll md/arch#amdéd
lang/python#B.lS.T md/pyimpl#CPython m/E,n,b,Z cfg/retry-mode#standard md/installerfexe md/prompt#off
md/command#s3api.get-object]”, "requestParameters": { "bucketName": "plainbit-=s3", "Host":"plainkit-s3.s3.ap-northeast-2.amaz
onaws.com", "key":"Secret/Top Secret"},"responseElements”:null, "additionalEventData":{"SignatureVersion":"Sigv4", "Ciphers
uite":"TLS_AES 128_GCM_SHAZ56", "bytesTransferredIn”:0, "AuthenticationMethod":"AuthHeader", "x-amz-1d-2":"24wdWSwgIDEZTIg4
jhdxYBjLAYdgpMIuhSbNgkENt11RTvSJMbRScCxgd £dGQEXQEkVs20UsnfRyQ+br6rdDFlesRNXV4gx842UpwSEQIpU=", "bytesTransferredout™:15},
"regquestID":"35X1GPG4ANQWIPL1S", "eventID" 1 "50871eb%-aT7c0-458a-bfch-db18%a6a1798", "readOnly" :true, "resources": [{"accountId
":"231307122651", "type": "EWS::53: :Bucket”™, "ARN": "arn:aws:s3:::plainbit-s3"}, {"type":"AWS::53::0bject”, "ARN":"arn:aws:s3:
::plainbit-s3/Secret/Top_Secret"}], "eventType": "AwsApicall”, "managementEvent": false, "recipientAecountId”:"231307122651",
"eventCategory":"Data", "tlsDetails"'{"tlsVersion"'"TLSV1.3","ciphersuite":"TLS_AES_12B_GCM_SHA256“,"clientProvidedHostHe
ader":"plainbit-s3.s3.ap-northeast-2.amazonaws.com"}}

(T2 67] CloudTraildliA 2f2lkl= AWS CLI BHS S8 S3 12! L 24Kl CIREE OHIE

504320a2f5c9e33b£501c24bede8204bf2bf4fE8e4beBf0b60878becelec01d406 plainbit-s3 [01/0ct/2025:12:41:02 +0000] £5.203.21.21
arn:aws:iam::231307122651:user/acces.admin 35X1GPG4ANQWJIP1S REST.GET.OBJECT Secret/Top_Secret "GET /Secret/Top_Secret
HTTE/1.1" 200 - 15 15 33 32 "-" Maws-cli/2.31.5 md/awscrt#0.27.¢ uas/2.1 os/windows#1l md/arch#amdéd4 lang/python#3.13.7
md/pyimpl#CPython m/E,n, b, Z cfg/retry-mode#standard md/installer#exe md/prompt#off md/command#s3api.get-cbject™ -
ZAwdAWSwgIDEZT Jg4 jhdxYE) LAydgpMIuhShNgkENt11RTvS jMbRScCrg4 £dGgEXQEkVs20UsmERyQ+br 6rdDF1csRNEVAgx 8 4zUpwS £0IpU= SigVd
TLS_AES 128 GCM SHA256 AuthHeader plainbit-s3.s3.ap-northeast-2.amazonaws.com TLSv1.3 - -

[T8! 68] S3 Access LoglllM 2folkl= AWS CLI @&8& Sot S3 H2! LH 2Kl CIREE 0HIE

I'O

[HE 1721 AWS CLI SZE S5t S3 H2! L 244l CI2ZE OIfIEQS| =2 ZE I8

o [ =2 ZE HE

» userldentity
- type: IAMUser
- arn:arn:aws:iam::231307122651:user/acces.admin
- userName: acces.admin

* eventTime: 2025-10-01T12:41:02Z

e eventSource: s3.amazonaws.com

(CloudTrail) « eventName: GetObject

AWS CLI Zgs Sst + awsRegion: ap-northeast-2

S3 W3 LH 2K CIeEs » sourcelPAddress: 85.203.21.21
» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osiwvindows#11
md/arch#tamd64 lang/python#3.13.7 md/pyimpl#CPython m/E,n,b,Z
cfg/retry-modettstandard md/installer#texe md/prompt#off
md/command#s3api.get-object

* requestParameters
- bucketName: plainbit-s3
- key: Secret/Top_Secret
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*  bucketName: plainbit-s3

« eventTime: [01/0ct/2025:12:41:02 +0000]

« sourcelPAddress: 85.203.21.21

* arniarniawsiam:231307122651:user/acces.admin
» task: RESTGETOBIJECT

» targetObject(Key): Secret/Top_Secret

(S3 Server Access Log)
AWS CLI BEE Sst
S3 B3 LK My Cle== |+ request: GET /Secret/Top_Secret HTTP/1.1
» statusCode: 200
» userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osiwindows#11
md/arch#amd64 lang/python#3.13.7 md/pyimpl#CPython m/E,n,b,Z
cfg/retry-modettstandard md/installertexe md/prompt#off
md/command#s3api.get-object

bitParser 241 Z11t MIMIME oS &RIE Ci=nt 201

Jiot

olet 4~ AL,

Mitre ATT&CK - Z i l [~ i - £d - P - g¢ - i - i v
Exfiltration 2025-10-01 12:41:02+0000  2025-10-01 21:41:02  ap-northeast-2  GetObject s3.amazonaws.com 85.203.21.21 [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2. IAMUser acces.admin

[O2! 69] bitParser 24 20t TI2ANIA =Rl S3 H2! LH 244 CIREE OIMIE(CloudTrail)

MITRE ATT&CK - bucket_owner - Bucket - original_timestamp - Timestamp (UTC).i  Source IP - Requester 5 requestid |- Operation 52
Exfiltration 5043e0a2f5¢9e33bf501c24bcdet plainbit-s3 [01/0¢t/2025:12:41:02 +0000]  2025-10-01 12:41:02  85.203.21.21 arn:aws:iam:231307122651:user/acces.admin  35XTGPG4ANQWJP15  REST.GET.OBJECT
Exfiltration 5043e0a2f5¢c9e33bf501c24bcdet plainbit-s3 [02/0ct/2025:04:26:51 +0000] ~ 2025-10-02 04:26:51  222.99.52.250 5043e0 1c24bcdes, 162CIX4TRXMX6KWB7 REST.GET.OBJECT
Exfiltration 5043&052f5c9e33bf501c24bcde1p\alnbit s3 [02/0ct/2025:04:27:21 +0000] ~ 2025-10-02 04:27:21 222.99.52.250 - CXS6HYS3ETKO7RIW REST.GET.OBJECT
Exfiltration 5043e0: ¢ inbit-s3 [02/0ct/2025:04:27:21 +0000) 2025-10-02 04:27:21 99.52.250 50430, bf501c24bc |CXS6RAZJETFONTHO REST.GET.OBJECT
Exfiltration 5043e0a2f! 1c24k inbit- $3 (02/0ct/2025:04:27:47 +0000]  2025-10-02 04:27:47  222.99.52.250 - DMRX007CRINB413S REST.GET.OBJECT

[32 70] bitParser 241 Z1} MMM 2HISH S3 K2 LH 24K| CIREE OIHIE(S3 Access Log)

- 182 -



s OIROIENTIZS 2 PLAINSIT | AWs ZaI9E Jlet DFIR Zaiigia o1

24) AWSCLI 832 Soll S3 H2! LH 2Kl =3}

CloudTrailtliA 1AM Al2XHacces.admin)Jt 85.203.21.7(&JIEZ) IPHIM AWS CLIZ ‘s3 cp' HAES
A6 S3 H2(plainbit-s3)2| 2HHIE 2S3HSSE_C) & EAKHE 212 2olgt £ UACE

2025-10-02T04:26:11.433%Z
{"eventVersion":"1.11","userIdentity“:{"type":“IAMUser",“principalld":"AIDAILWX2S?N4NWSSSDW6","arn":"arn:aws:iam::231307
122651:user/acces.admin”, "accountId": "231307122651", "accessKeyId" : "ARIATLWXZSTNSYHHZZBL", "userName" : "acces.admin" }, "even
tTime":"2025-10-02T04:23: 362","eventSQurce":"s3 AM3ZONAWS . com“,"eventName":"Copyobject", 'awsRegion": "ap-northeast-2","so0
urcelPAddress™:"85.203.21.7", "userAgent":" [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#ll md/arch#amdéd
lang/python#B.lS.? md/pyimpl#CPython mfG,Z,b,E cfg/retry-mode#standard md/installersexe md/prompt#off
mdfcommand#sS.cp]","requestParameters":{"bucketName“:"plainbit—sB","Host":"plainbit—sS.53.ap—northeast—2.amazonaws.com",
"x-amz-server-side-encryption-customer—-algorithm":"AES256", "x—amz-copy-source”:"plainbit-s3/AWSLogs/ 231307122651 /CloudTr
ail-Digest/ap-northeast-2/2025/10/01/231307122651_CloudTrail-Digest_ap-northeast-2_PLAINBIT-TRAIL ap-northeast-2_2025100
1T122353Z.json.gz", "key" : "AWSLogs/ 231307122651 /CloudTrail-Digest/ap-northeast- 2!2025!10%01!231307122651 CloudTrail-Diges
t_ap-northeast-2_PLAINBIT-TRAIL ap-northeast-2_20251001T122353%Z.json.gz"}, "responseElements": {"x-amz-copy-source-version
-id":"dkUlh.djxcpfrPVYHMDVwwr LrMcCWxe","x-amz-server-side-encryption-customer-algorithm":"AES256", "x-amz-version-id":"
j4.x8d.rhgCODPTGmFlyvnfuc.KrdEi"}, "additionalEventData": {"SignatureVersion":"sigv4”, "Ciphersuite":"TLS_AES 128 GCM_ SHEZ25
&", "bytesTransferredIn™: 0, "SS5EApplied": "SSE C", "AuthenticationMethod":"AuthHeader", "x-amz-id- 2"'"pJL20ma92]qen+OILefaKtN
K1HeH3svXXEN+Quivy3eFiu3JVegqwiL553sSLvmMmml Lzg6jnSDwICCIFgeN41180zbuhIzNm", "bytesTransferredout™:275}, "requestID" : "Q66M6
MNSVIBC30TAG", "eventID":"1232bbd4c-e8£5-44bb-84659-24£5£f£7618dd", "readOnly" :false, "rescurces™: [{"accountId":"2313071226e51",
"type":"AWS::53::Bucket”, "ARN":"arn:aws:s3:::plainbit-s3"}, {"type":"ANS::53::0bject”, "ARN":"arn:aws:s3:::plainbit-s3/AWS
Logs/231307122651/CloudTrail-Digest/ap-northeast-2/2025/10/01/231307122651_CloudTrail-Digest_ap-northeast-2_PLAINBIT-TRA
IL ap-northeast-2_20251001T122353%.son.gz"}], "eventType": "AwsEpicall"”, "managementEvent”:false, "recipienticcountId™: "231
307122651", "eventCategory":"Data™, "tlsDetails":{"tlsVersion" :"TLSv1.3", "cipherSuite" :"TLS_AES 128 GCM_SHZ256", "clisntPro
videdHostHeader":"plainbit-s53.53.ap-northeast-2.amazonaws.com™"}}

(32 71] CloudTrailtiM 2RlEl= AWS CLI BZS S5 S3 H2! L 28| =3t OIHIE

[(HE 1731 AWS CLI BZ= S5t S3 H2! L 24| =3t OIHIES| R EE LHE

=l =2 TC L8

T =)

« userldentity
- type: IAMUser
- arn:arn:aws:iam:231307122651:user/facces.admin
- userName: acces.admin
* eventTime: 2025-10-02T04:23:36Z
e eventSource: s3.amazonaws.com
+ eventName: CopyObject
* awsRegion: ap-northeast-2
AWSCLI 332 gt » sourcelPAddress: 85.203.21.7
53 B L M| ez userAgent: aws-cli/2.31.5 md/awscrt#0.27.6 ua/2.1 osiwindows#11
md/arch#amd64 lang/python#3.13.7 md/pyimpl#CPython m/G,Z,b,E

cfg/retry-mode#tstandard md/installerttexe md/prompt#off
md/command#s3.cp

* requestParameters

- bucketName: plainbit-s3

- X-amz-server-side-encryption-customer-algorithm: AES256
» additionalEventData

- SSEApplied: SSE_C
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bitParser 241 Z1} MZNIAE g RIS Ci=0t 201 =2Rle &~ ALK
Mitre ATT&CK - - I [~ ion |~ - - B - - -

Exfiltration 2025-10-01 124036+00.00  2025-10-01 2114036 ap-northeast-2  CopyObject 53.amazonaws com 2229952250 [Mozilla/5.0 (Windows NT 10.0; Win64; Root

Exiltiation 2025-10-02 04:23:36+0000  2025-10-02 132336 ap-northeast-2  CopyObject s3.:amazonaws.com 85203217 [aws-cli/2.31.5 md/awscit#027.6 ua/2. IAMUser acces.admin
Exiltration 2025-10-02 04:23:36+001 25 132336 ap-north CopyObject s3.amazonaws.com 852032144 [aws-cli/2.31.5 md/awscit#027.6 ua/2.'IAMUser acces.admin
Exfiltiation 2025-10-02 04:23: 25-10-02 132236 ap-north CopyObject s3:amazonaws.com 852032136 [aws-cli/2.31.5 md/awscit#027.6 ua/2. IAMUser sccesadmin
Exiltiation 2025-10-02 0423:36+00.00  2025-10-02 132336 ap-northeast-2  CopyObject s3.3mazonaws.com 852032111 aws-cli/2.31.5 md/awscit#027.6 ua/2. IAMUser acces.admin
Exfiltration 2025-10-02 0423:36+00.00  2025-10-02 132336 ap-northeast-2  CopyObject s3.amazonaws.com 852032116 [aws-cli/2.31.5 md/awscit#027.6 ua/2.' IAMUser acces.admin
Exfiltiation 2025-10-02 0423:36+0000  2025-10-02 132336 ap-northeast-2  CopyObject s3.amazonaws.com 85203215 [aws-cli/2.31.5 md/awscit#0276 ua/2. IAMUser acces.admin
Exfiltration 2025-10-02 0423:36+00.00  2025-10-02 132336 ap-northeast-2  CopyObject s3.amazonaws.com 852032112 aws-cli/2.31.5 md/awscit#027.6 ua/2. IAMUser acces.admin
Exfiltration 2025-10-02 0423:36+0000  2025-10-02 132336 ap-northeast-2  CopyObject s3.amazonaws.com 852032159 aws-cli/2.31.5 md/awscit#0276 ua/2. IAMUser acces.admin
Exfiltration 2025-10-02 04:23:36+00:00 s 132336 ap-north CopyObject s3.amazonaws.com 852032167 aws-cli/2.31.5 md/awscit#0276 ua/2. IAMUser acces.admin
Exfiltration 2025-10-02 0423:36+0000  2025-10-02 132336 ap-northeast-2  CopyObject s3.amazonaws.com 852032153 aws-cli/2.31.5 md/awscrt#027.6 ua/2. IAMUser acces.admin
Exfiltration 2025-10-02 04233740000 2025-10-02 132337  ap-northeast-2  CopyObject s3.amazonaws.com 852032144 [aws-cli/2.31.5 md/awscrt#027.6 ua/2. IAMUser acces admin
Exfiltration 2025-10-02 04233710000 2025-10-02 132337  ap-northeast-2  CopyObject s3.amazonaws.com 8520321.12 aws-cli/2.31.5 md/awscrt#0.27.6 ua/2." |AMUser acces admin
Exiltration 2025-10-02 04233710000 2025-10-02 132337  ap-northeast-2  CopyObject s3.amazonaws.com 8520321.36 [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2. IAMUser acces.admin
Exiltration 2025-10-02 04:23:37100:00 132337 ap-north CopyObject s3.amazonaws.com 8520321.36 aws-cli/2.31.5 md/awscrt#0.276 ua/2. IAMUser acces.admin
Exfiltration 2025-10-02 0423:37/0000  2025-10-02 132337  ap-northeast-2  CopyObject s3.amazonaws.com 852032159 laws-cli/2.31.5 md/awscrt#0.27.6 ua/2." |AMUser acces.admin
Exiltration 2025-10-02 04233740000 2025-10-02 132337  ap-northeast-2  CopyObject s3.amazonaws.com 8520321.16 laws-cli/2.31.5 md/awscrt#0.27.6 ua/2. IAMUser acces.admin
Exiltration 2025-10-02 04233740000 2025-10-02 132337  ap-northeast-2  CopyObject s3.amazonaws.com 852032111 laws-cli/2.31.5 md/awscrt#0.27 6 ua/2. IAMUser acces admin
Exfiltration 2025-10-02 04233740000 2025-10-02 132337  ap-northeast-2  CopyObject s3.amazonaws.com 85203215 laws-cli/2.31.5 md/awscrt#0.27.6 ua/2." IAMUser acces.admin
Exiltration 2025-10-02 04233740000 2025-10-02 132337  ap-northeast-2  CopyObject s3.amazonaws.com 852032116 laws-cli/2.31.5 md/awscrt#0.27.6 ua/2. IAMUser acces admin
Exfiltration 2025-10-02 0423:37+0000  2025-10-02 132337  ap-northeast-2  CopyObject 53.amazonaws.com 852032111 laws-cli/2.31.5 md/awscrt#0.27 6 ua/2."IAMUser acces admin
Exfiltration 2025-10-02 042337+0000  2025-10-02 132337  ap-northeast-2  CopyObject s3.amazonaws.com 852032116 [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2. IAMUser acces.admin
Exiltration 2025-10-02 0423:37+0000  2025-10-02 132337  ap-northeast-2  CopyObject s3.amazonaws.com 8520321.11 [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2. IAMUser acces admin
Exiltration 2025-10-02 042337+0000  2025-10-02 132337  ap-northeast-2  CopyObject s3.amazonaws com 852032112 [aws-cli/2.31.5 md/awsert#0.27.6 ua/2. IAMUser acces.admin
Exfiltration 2025-10-02 0423:37+0000  2025-10-02 13:2337  ap-northeast-2  CopyObject s3.amazonaws.com 852032144 [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2." IAMUser acces.admin
Exiltration 2025-10-02 04:23:37+0000  2025-10-02 132337  ap-northeast-2  CopyObject s3.amazonaws.com 852032153 [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2." IAMUser acces admin
Exiltration 2025-10-02 042337+0000  2025-10-02 132337  ap-northeast-2  CopyObject s3.amazonaws com 85203217 [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2. IAMUser acces.admin
Exfiltration 2025-10-02 0423:37+0000  2025-10-02 132337  ap-northeast-2  CopyObject 53.amazonaws.com 85203217 [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2. IAMUser acces admin
Exfiltration 2025-10-02 042337+0000  2025-10-02 132337  ap-northeast2  CopyObject s3.amazonaws com 852032159 [aws-cli/2.31.5 md/awsert#0.27.6 ua/2. IAMUser acces.admin
Exiltration 2025-10-02 04:23:37+0000 __2025-10-02 132337 _ ap-northeast-2 _CopyObject s3.amazonaws.com 852032159 [aws-cli/2.31.5 md/awscrt#0.27.6 ua/2 IAMUser accesadmin

[D8! 72] bitParser 241 Znt MIZNIM =I5t S3 H2! L 24K st OIHIE

EESt GuardDuty2E ARESHs 32 S3 HZ19| ZHHDt 2izeltl= XS OMIEZ EfRoh= S =01Et £ AL

.

"AccountId": "23130712Z&51",
"BRrn"
"arn:aws:guardduty:ap-northeast-2:231307122651:detector/c8ccdlc2255a3473e£16£77caf52d1d8/finding/9cccdld36931de5e355
e%5acl3d9debd”,

"AssociatedAttackSequenceirn:
"arn:aws:guardduty:ap-northeast-2:231307122651:detector/c8ccdlc2255a3473ef16£77caf52d1d8/finding/%ccecdld36931de5e355
e95ac13d%de64",

"Createdat": "2025-10-02T0c:40:43.1072",

"Description": "A seguence of actions involving 1 signals indicating a potential data compromise of one or more S3
bucket (=) was observed for IAMUser/acces.admin with principalld AIDATLWX2STNZNUZWETWC in account 231307122651
between 2025-10-02T06:32:04Z and 2025-10-02T06:32:04Z.\nEvidence:\n- 2 MITRE ATT&CK tactics observed: Exfiltration,
Impactin- 2 MITRE ATT&CK technigues observed:\n - T1567 - Exfiltration Over Web Service\n - T1486 - Data

Encrypted for Impactin- Connected with sensitive networks:\n - Internet Utilities Furope and Asia Limited:

ALLOWS CRYPTO, ALLOWS TORRENTS, CATEGORY COMMERCIAL VPN, CLIENT BEHAVIOR FILE SHARING, IS ANONYMOUS,

ENOWN_THREAT OPERATCR, OPERATCR_EXPRESS VPN, RISK CALLBACK_PROXY, TUNNEL_VEN\n- Connected from sensitive IP
addresses:\n - 85.203.21.48: ALLOWS_CRYPTO, ALLOWS TORRENTS, CATEGCRY COMMERCIAT VPN,

CLIENT BEHAVIOR FILE SHARING, IS ANONYMOUS, KNOWN THREAT OPERATOR, OPERATOR EXPRESS VPN, RISK CALLBACK PROXY,
TUNNEL_VEN\n- 1 sensitive APIs called: s3:CopyCbject\n",

"Id": "9cccdld36%31de5e355e95acl3d9des4",

(38! 73] GuardDutyE Soll EfXIEl S3 H2! L 24| &=zt OIHIE LI & 28
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2 = AWS 222 =>E0HIM A 2 Al 22H0I (21 242 XIS 2I8t DFIR HIOIE £& & 24
MHE FIetold 83t SEIRE P20 E&E =21A &=0!1 MET/? HIOIETJH MHIAZE 2ATE|NH JACEE, &2
ol S

1= THe! Jiset SH =iQt EII2IR! JIEI0] iR RS sy SHE A8k 7S %L

I

=24 J-EF=E AWS SC2IRE 2E0IM DFIR £30| HZEFi0t &2 AMNEHS I
J 1] Ol0IKISl SEH £& 71X, &= JIE| OMIE IHE, Aisst=l 23

AT CTHEIDE AR THeldt 241 AZI8E =iHol= Ol 2288 82 & £+ UL F

i
H
[

1) DFIR HIOIE & HMH SE

ol o

oot
fio

AWS 00| XX HotS TIRfeh 4% QES CIST 20| 3K T2otD, 2 BFE 47

NIHRRACE

O g9 J|Ht £F (Command-based)

AWS 2t LH QIAEA S MH 2IAA0 2E BZE ME6H AIAE 88, 78 &8, 210 [ S= 2Holk=
A0ICE Ol= At Erell Al AISSHEA| AIARIQ| Szt Hot ES TS| Qs ZXIZ, 2 AF0IM= AWS CL,

AWS Systems Manager(SSM), ProwlerE 2tEst 33 J|Et 42 HIHIE ZELCE

O =1 JJHt £& (Log-based)

AWS AHIATH 285l= 28 2= £EGl= BAIOZ S HHE dSE AlEsk= Ol gia 2HE SHEECE 2
QIZ0|IM= CloudTrall, VPC Flow Logs, S3 Server Access Log, CloudWatch Logs, GuardDuty Findings,

WAF Log SE &= 2t £719| & F=0t £ 21 2L, 24 IPIES FHOIILL

O ZaA O|0IXlI £& (Forensic Image)

ZloHDt 2retist QIARAO| AHMS 2iHsk= HAIOZ, EC2/EKS Worker Nodelll CHoH EBS AERIAF aiad 2ot
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=CiRE DFIRC| 24 HHNIAM= £ HIOIEE HIECE S SIS 30t B! SEi= M7 &0k A

=H= 6P| 2loH Cr210t 201 AT

O HNz= J|Hr B mpyul3a 2 CheatSheet JHE

MITRE ATT&CKC| &=2 &% CloudTrail, VPC Flow, S3 Access Log SHIM EIZGHH 2EL= 0HIES
H=EZ IHESH AWS DFIR Cheat SheetE JHEGIRILEL Cheat Sheetili= 2F OIMIEQ| O|0|, SAHNIMC| 22 R,
Al Al 91H JIS&0| =2 OMIE 3 shia] 271 2H S2 Foloh 24010 EElE! oiA XIECE &S £ UES

UL

il

0 =24 =3(bitParser for AWS Log) JHZ
CloudTrail, VPC Flow, S3 Access LogE 2EHOZ= A0t
Mg ARGl EFE FORILL ol 7= £ 3 3%

NAIZCZM =& EM0| 2E4E A7, =7 oHAM TEEUIMC| HAIE Z01=F £HITIRUCE

2= 8+ §(ﬂatten)oh_|_ H=E OHIEE XIS

3) AlLK2IR JJEt &5y AS

AR SAS JHEEst AWS ZloH AILIEIRE F&6H RICkSt 2224 HHIE ZSAULE A9 MEMEOl A
Hol= == CloudTraill Z0IM 2Ag £ AACH, LHE OISt 22 HERIZ Al= VPC Flow LogsE Sl
olefet & QUACL LSt 2 AMIM JHESt bitParser =7E &8t 21}, H=(Tactics) JIER| {8 OHEES

KSO=Z 22425t EIYEIRIS F&6k= MMM 3 E4 [HH| S=itt 224 S =PRI

_
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