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.               

    . SaaS  ,       

     . 
 

[  18 ] M ITRE ATT&CK Cloud Matrix  Lateral Movement     

TID     

T1534  Internal Spearphishing  ·          , 

          

     

·         

 ,      

     

T1021.007  Remote Services:  Cloud Services  ·    ,     

         

·   ,      

Cloud API, Azure PowerShell, Google Cloud CLI   

        

T1021.008  Remote Services:  

Direct Cloud VM Connections  

·          

        

·   Azure Serial Console,  

AWS EC2 Instance Connect, AWS System Manager   

  API          

   

·         

      

T1072  Software Deployment Tools  ·          

       

· SaaS         

      

      

· Microsoft Configuration Manager     

 Intune  Entra ID     

SYSTEM      

T1080  Taint Shared Content  ·         

         

·         

 ,        

  ,       
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TID     

T1550.001  Use Alternate Authentication 

Material:  

Application Access Token  

·         

    ,      

 

·         

 API      ,  

    SaaS      

 

· AWS  GCP        

      ,    

         

T1550.004  Use Alternate Authentication 

Material:  

Web Session Cookie  

·           

·    ,     
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9)  Collection ( ) 

        .      

        .      API  

    . 
 

[  19 ] M ITRE ATT&CK Cloud Matrix  Collection     

TID     

T1119  Automated Collection  ·         

     

·      API,  

 ,    ETL( ,   

)        

T1530  Data from Cloud Storage  ·        

·        ,  

      ,  

     ID      

       

T1213  Data from Information 

Repositories  

·         

·          

       ,  

  ,  ,        

          

    

T1074.002  Data Staged:  Remote Data 

Staging  

·          

      

·          

        

      

T1114.002  Email Collection:  

Remote Email Collection  

·  Office 365  Google Workspace  

        

T1114.003  Email Collection:  

Email Forwarding Rule  

·         

   

·        , 

 ,         
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10)   Exfiltration ( ) 

      .    ,    

           .    

    ,  (HTTPS)        

     . 
 

[  20 ] M ITRE ATT&CK Cloud Matrix  Exfiltration     

TID     

T1048  Exfiltration Over Alternative 

Protocol  

·  C2       

· IaaS  SaaS (AWS S3, Microsoft Exchange,  

Microsoft SharePoint )     API    

,          

T1567.004  Exfiltration Over Web Service:  

Exfiltration Over Webhook  

·  C2   Webhook    

· Discord, Slack    Github, Jira, Trello    

     Webhook   

  

T1537  Transfer Data to Cloud 

Account  

·    /        

         

·      Azure  SAS(   

) URI          
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11)   Impact ( ) 

      , ,     .  

        ,     .   

       ,      ,  , 

            . 

 

[  21 ] M ITRE ATT&CK Cloud Matrix  Impact     

TID     

T1531  Account Access Removal  ·          

       

·       ,    

(    )    

T1485.001  Data Destruction:  

Lifecycle -Triggered Deletion  

·         

      

·          

 ,        

    

·         ,  

       

T1486  Data Encrypted for Impact  ·         

         

·         

   

· AWS   AWS        

(SSE-C)         

T1491.002  Defacement:  External 

Defacement  

·         

    

·          

      

T1667  Email Bombing  ·          

·          

   

T1499  Endpoint Denial of Service  ·      

  (DoS)     

T1657  Financial Theft  ·  ,   (BEC)  ,  

           

T1490  Inhibit System Recovery  ·      ,    

   

· ESXi        

      ,  
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TID     

T1498  Network Denial of Service  ·        

  (DoS)     

T1496.001  Resource Hijacking:  

Compute Hijacking  

·         

T1496.00 2 Resource Hijacking:  

Bandwidth Hijacking  

·         

        

T1496.00 3 Resource Hijacking:  

SMS Pumping  

·      ,   

     SMS   

T1496.00 4 Resource Hijacking:  

Cloud Service Hijacking  

·   SaaS      

    

·  AWS Simple Email Service(SES), AWS Simple 

Notification Service(SNS), SendGrid, Twilio     
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3.4.  AWS     

AWS  NIST SP 800 -61              

   AWS        5      

.       AWS      . 

        . 
 

[  22 ] AWS     

  

 

(Preparation)  

     ,      
 

#    

· IAM    , Root    

· CloudTrail, AWS C onfig, VPC Flow Log s, Route 53 Resolver Log  

· S3   (Evidence Bucket)  

· Systems Manager, Lambda, EventBridge     

· Gameday, Runbook     
 

#  AWS  

· IAM, CloudTrail, AWS Config , S3, Systems Manager, Lambda  

   

(Detection and Analysis)  

  ,          
 

#    

· GuardDuty      (IAM ,  IP  ) 

· Security Hub       

· Detective       

· CloudTrail, VPC Flow Log s, DNS Log    

·          
 

#  AWS  

· GuardDuty, Security Hub, Detective, CloudTrail, CloudWatch  

  

(Containment ) 

           
 

#    

·     (  , NACL ) 

· IAM      

· EventBridge + Lambda     

· System Manager Session Manager     
 

#  AWS  

· System Manager, Lambda, EventBridge, Network Firewall, IAM  
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(Eradication and 

Recovery ) 

        
 

#    

·  ,  ,   

· (EBS, RDS)      

· CloudFormation Stack   Config   

·      
 

#  AWS  

· Backup, CloudFormation, AWS C onfig, EBS, Systems Manager  

  

(Post -IR) 

    ,  ,        

 

#    

·    Lessons Learned   

·   ,    

· GuardDuty  Security Hub    

· Lambda, EventBridge    

·    GameDay  

 

#  AWS  

· Security Hub, GuardDuty, SSM Runbook  
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3.5.  AWS    

         . AWS       

 ,   - -    . AWS     

    . 
 

[  23 ] AWS         

       

1 Amazon GuardDuty    (  ) Detection  

2 Amazon CloudWatch  
Ɩ Ɩ   , Ɩ ,  

   

Detection, Analysis, 

Containment , Post -IR 

3 Amazon Detective   ,   Analysis  

4  Amazon Athena  S3  SQL  /  Analysis, Post -IR 

5 Amazon Security Hub    ,    Detection,  Post -IR 

6 AWS Systems Manager     ( / / ) 
Containment,  

Eradication & Recovery  

7 Amazon Macie  S3  Ɩ    
Preparation ,  

Detection,  Post -IR 

8 AWS Config  
   ,   ,  

   

Preparation ,  

Detection, Post -IR 

9 Amazon Inspector   (CVEƖ  ) Preparation , Detection  

10  Prowler    ,   ,    Preparation , Post -IR 

11 
Self -Service Security 

Assessment (SSSA)  
  Ɩ /   Preparation , Post -IR 

 

      (  ,  ,  ,    )   . 
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1)  AWS GuardDuty  

AWS GuardDuty  AWS       ,  ,  ,  

    /    .   CloudTrail/VPC Flow 

Logs/DNS Log/EKS Audit Log , IAM Anomaly Detection, S3 Data Access Monitoring, Findings  

 ,    . 
 

[  24 ] AWS GuardDuty   

  

          , AWS     

     
CloudTrail, VPC F low Log s, DNS Query Log, EKS Audit Log   

    ,  ,  API ,      

   

    

AWS  ML  + AWS Threat Intelligence + Partner Feed(MISP, Abuse.ch )  

 C2, ,  IP   

     24 /7  ,      

   Security Hub, EventBridge, Lambda, Systems Manager    ,  

      AWS Organizations        

      ,    /    

 

[  25 ] AWS GuardDuty     

 AWS GuardDuty   

 (Detection)        Findings  

 (Analysis)  Security Hub  Findings , Detective   

 (Containment)  EventBridge  Lambda    

  (Post -IR)   , Custom Threat List  
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2)  Amazon CloudWatch  

Amazon CloudWatch  AWS , ,      , , 

       .         , 

         . CloudTrail, GuardDuty, Config    

        , AWS   (Detection)   

(Auto -Remediation)    . 
 

  AWS    ,    ,    , 

 ,    ,   ,      . 
 

[  26 ] Amazon CloudWatch    

  

    AWS         

   EventBridge, Lambda, SNS        

   Metrics   (Anomaly Detection)      

     Log  S3, OpenSearch    Ɩ Ɩ   

   GuardDuty, Config, CloudTrail          

,     
        

( : CPU  +  API   ) 

 

[  27 ] Amazon CloudWatch     

 Amazon CloudWatch   

 (Detection)  

CloudTrail  CloudWatch Log s     API  

(CreateUser, DeleteBucket )      

VPC Flow Log s   IP ,       

GuardDuty/Config Findings   CloudWatch Alarms       

 (Analysis)  
CloudWatch Log s Insights           

Contributor Insights    IP,  ID,  API     

 (Containment)  CloudWatch Event ɣ Lambda           

  (Post -IR) 
CloudWatch Log s  Metrics   (S3 Export)     

    ,       
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3)  AWS Detective  

AWS Detective  AWS , , IAM ,          

    . Detective   1        

 , AWS   (GuardDuty, Security Hub, Security Lake )     

. 
 

  Findings ,   ,     ,  ,   

  /   , IR Playbook   . 
 

[  28 ] AWS Detective    

  

    
  ,  ,    

GuardDuty  Security Hub  Findings        

    
AWS ( , EC2, IAM, IP, S3 )         

   

    
CloudTrail, VPC Flow Log s, GuardDuty Findings, EKS Audit Log    

ŗ  , ,  Ř  

         ,   1  ,      

   
  ( .  IP, IAM   )    , ,  

    

GuardDuty, Security Hub,  

IAM Access Analyzer   
GuardDuty      Detective     

     
  AWS   ,   SIEM   

,    

 

[  29 ] AWS Detective     

 AWS Detective   

 (Detection)  GuardDuty Findings      

 (Analysis)  CloudTrail , VPC Flow Log s   , Root Cause  

 (Containment)       , IAM   

  (Post -IR)        
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4)  Amazon Athena  

Amazon Athena  Amazon S3    SQL(Presto/Trino )        

   .  
 

    ,       ,    

(Materialize) , UDF(user Defined Function)  JSON   . 
 

[  30 ] Amazon  Athena    

  

Ɩ     , /CLI/JDBC    

S3  CSV/JSON/Parquet/ORC/Avro,  (Gzip, Snappy )  

     , Glue Data Catalog       

 SQL  Presto/Trino      

  CloudTrail, ALB/ELB , VPC Flow Log s, WAF/CloudFront   S3   SQL  

/  IAM, Lake Formation,  /   (  ), S3/KMS ,    

 JDBC/ODBC, QuickSight , Pandas/BI   

 

[  31 ] Amazon Athena     

 Amazon Athena   

 (Detection) , 

 (Analysis)  

S3   CloudTrail/VPC Flow/WAF/ALB/CloudFront  SQL    

  ,  IAM /  IP/   

  (Post -IR)    (   ),     
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5)  AWS Security Hub  

AWS Security Hub  AWS            

, ,   . 
 

  Findings  ,     , Findings   ,   

 , AWS Organization    Findings  ,       

    . 
 

[  32 ] AWS Security Hub    

  

   
GuardDuty, Inspector, Macie, Detective  AWS    Third -Pary    

 (Findings)    

       JSON (ASFF)        

   
AWS CIS Benchmark, PCI DSS, NIST 800 -53       

     

   EventBridge  Lambda    Findings       

      AWS          

   , CIS   ,       

    Splunk, CrowdStrike, Palo Alto Prisma Cloud    API   

 

[  33 ] AWS Security Hub     

 AWS Security Hub   

 (Detection)  GuardDuty, Inspector        

 (Analysis)  Findings ,  , Compliance   

 (Containment)  EventBridge  Lambda       

  (Post -IR)    (Secure Score)  Lessons Learned    
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6)  AWS Systems Manager (SSM)  

AWS Systems Manager  AWS , , ,      

         . 
 

  EC2    , SSM Document    , OS     

,     , SSH     (Session Manager), H4 ;©Ù  

    , /       . 
 

[  34 ] AWS Systems Manager    

  

   EC2,  ,       

     
Lambda, Run Command, Automation Document(SSM Doc)    

, ,     

    EC2,    Agent     

   IAM    ƖRunbook     

    GuardDuty Findings  EventBridge      

, ,    Patch Manager, State Manager, Compliance   Ɩ    

     AWS Systems Manager Fleet    Ɩ    

 

[  35 ] AWS Systems Manager     

 AWS Systems Manager   

 (Detection)  GuardDuty Findings     

 (Containment)  Run Command  Automation  EC2   ,    

 (Eradication)      ,    

 (Recovery)  SSM Document   ,  ,   

  (Post -IR) Compliance      
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7)  Amazon Macie  

Amazon Macie  Amazon S3    (PII )       , 

 /   (Findings)      . 
 

     ,  , Findings ,   . 
 

[  36 ] Amazon Macie   

  

  
/ / / /    

Managed Data Identifier + Custom Identifier( / )  

S3 Ɩ   S3         ( , )     

  
Public/Shared ,  ,        

     

  AWS Organizations      

Ɩ  Findings  Security Hub  , EventBridge ɣ Lambda/SSM     

Ɩ  /  ,   (  Ɩ   ) 

 

[  37 ] Amazon Macie     

 Amazon Macie   

  (Preparation)     ,     

 (Detection) , 

 (Analysis)  
   ,  /     

 (Containment)  EventBridge  Public Access Block,  ,    

  (Post -IR)  ( Ɩ ) ,   /   
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8)  AWS Config  

AWS Config       , ,      

  ,                

. , AWS      , ,     

       . CloudTrail      

        . 
 

    ,  ,   ,     SSM Runbook    

,    Config      ,        

. 

[  38 ] AWS Config   

  

   CloudTrail  ř  Ś  , Config  ř    Ś   

       , Drift(  )   

 Ɩ   CIS, NIST, PCI-DSS      Config Rule    

  Security Hub, CloudTrail, SNS, S3, SSM   ř ŕ ŕ Ś   

      JSON Snapshot          

 

[  39 ] AWS Config     

 AWS Config   

  (Preparation)   (S3, IAM, Security Group )   Config Rule     

 (Detection)            

 (Analysis)         (Actor)  

 (Containment) , 

 (Recovery)  
        

  (Post -IR)   Drift   ,    
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9)  Amazon Inspector  

Amazon Inspector  AWS , ,      CVSS , 

,        . 
 

  EC2   ,   , Lambda  ,     

   , Findings    ,      . 
 

[  40 ] Amazon  Inspector   

  

   
EC2, ECR(  ), Lambda  , ,      

CVE   

    
AWS Systems Manager(SSM) Agent   EC2  OS, ,  

    

CVE/CVSS    
NVD(National Vulnerability Database)  AWS     

   

   CIS Benchmark, NIST 800 -53       

    

  
       

Findings     

  
  Security Hub       

           

 

[  41 ] Amazon Inspector     

 Amazon Inspector   

  (Preparation)        

 (Detection)  CVE  Ɩ ƖLambda   

 (Containment) , 

 (Recovery)  
        

  (Post -IR)       
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10)   Self -Service Security Assessment (SSSA)  

Self-Service Security Assessment  AWS      /     

      .   AWS CloudFormation  ,  

   AWS  . 
 

    ,  ,  . 
 

[  42 ] Self -Service Security Assessment    

  

 (  )  Ɩ Ɩ    (  Ɩ Ɩ  ) 

     CIS, NIST 800 -53, ISO 27001  AWS   

/     Config , Security Hub   , Ɩ   Ɩ   

Ɩ   /  ,    

 

[  43 ] Self -Service Security Assessment     

 Self -Service Security Assessment   

  (Preparation)  IR  (CloudTrail/GuardDuty/Backup/Access Control/ / ) 

 (Detection)         

  (Post -IR)     
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11)   Prowler  

Prowler  AWS  , ,      CLI . 
 

   (CIS AWS Foundation, NIST SP 800 -53, ISO/IEC 27001, PCI DSS )   

  ,    ,     ,   ,    , 

CI/CD    . 
 

[  44 ] AWS Prowler    

  

AWS     
IAM, CloudTrail, Config, S3, Security Group, KMS, GuardDuty   

AWS     

   
CIS AWS Foundations Benchmark, NIST SP 800 -53, ISO 27001, PCI DSS, GDPR  

     

    
CI/CD (GitHub Actions, GitLab CI, Jenkins )  Lambda/CloudWatch 

Events      

Ɩ   AWS Organizations  AssumeRole    Ɩ    

     CSV, JSON, HTML   ,  Security Hub    

  

   
   ( : CIS Level 1/2)         

Cloud -Native  AWS CLIƖAPI  ,     

 

[  45 ] AWS Prowler     

 Prowler   

  (Preparation)             

 (Detection)  GuardDuty     ,  Ɩ        

 (Analysis)              

 (Containment) , 

 (Recovery)  
SSM, Config       Ɩ     

  (Post -IR)   CIS         
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12)   AWS Shield  

AWS Shield  / /    DDoS      . 
 

   DDoS   ,  ,   ,  ,      , 

   . 

[  46 ] AWS Shield    

  

  &    /      (Inline)  

  L3/L4(UDP/TCP  , SYN/ACK  ) + L7(HTTP/S ) 

   
CloudFront, Elastic Load Balancing(ALB/NLB/CLB), Elastic IP(EC2),  

Amazon Route 53, AWS Global Accelerator    

DRT(  ) 24/ 7  /          

   DDoS   /       

WAFƖFirewall Manager    / ,    , Protection Group  

 &   / /  , CloudWatch/SNS, AWS Health   

 

[  47 ] AWS Shield     

 AWS Shield   

  (Preparation)  
 (CloudFront/ALB/EIP/Route 53/Global Accelerator)   

Shield Advanced ,  Ɩ ƖDRT     

 (Detection)     Shield  + AWS Health  ,     

 (Containment)   (L3/L4) + WAF   L7 ,   DRT   

 (Eradication) , 

 (Recovery)  
       ,  /  

  (Post -IR)  /  , WAF  ,  (claim) ,   
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3.6.  AWS   

AWS  , , , ,      ,     

   . AWS       . 

 

1)       

AWS         ,   , ,   

 . 

[  48 ]       

   

AWS CloudTrail  

· AWS    API      

· , ,           

   

·    90         

· 90     ,      

AWS Config  

· AWS       

·     ,        

    

·               

·        ,     

  

AWS Identity and  

IAM Access Analyzer  

·            

· S3  IAM          

    

·    ,     
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2)      

AWS  /       . AWS    

             

   .    ,  ,    . 
 

[  49 ]     

   

VPC Flow Log s 

· VPC(Virtual Private Cloud)     IP      

·  , , , ,         

   NACL(Network ACL)     

·        S3  CloudWatch Log s   

   

ELB Access Log  

· Elastic Load Balancer(ELB)    HTTP/HTTPS     

·  IP ,  , ELB   , HTTP     

         

·      ,   S3   S3    

AWS Global 

Accelerator Flow Log  

· Global Accelerator      

·   ,    IP ,        

       

·       S3     
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3)   /   

 AWS             . 
 

 [  50 ]  /   

   

Amazon S3  

Server Access Log  

· Amazon S3      

· , ,          

      

·      ,   S3     

Amazon RDS Log s 

· RDS(Relational Database Service)      

  

· MySQL    ,  , PostgreSQL       

        

·      ,  CloudWatch Log s   

CloudWatch Log s       

Amazon CloudFront 

Access Log  

· CloudFront        

·  ,  IP,  , HTTP    CDN    

       

·      ,   S3     

Amazon API Gateway 

Access Log  

· API Gateway   API      

· ,  ,    API     API   

     

·    ,  CloudWatch Log s    

CloudWatch Log s       

 

  



 
 

 

 -  56  -  

AWS   DFIR   

4)     

       .       

   . 

[  51 ]    

   

AWS GuardDuty  

Findings  

· AWS      

· EC2    ,         

(findings)   

·             

AWS Security Hub  

· AWS          

· GuardDuty, Inspector           

     

·           

AWS WAF Log  

·   (WAF)    API      

  

· SQL ,   (XSS)        

·    , WAF  CloudWatch Log s  S3   

    

Amazon  

Inspector Findings  

· EC2             

·    'findings'          

·    Inspector         
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5)      

EC2 , , Lambda        .  

     . 
 

[  52 ]     

   

Amazon  

CloudWatch Log s 

·  AWS       , ,  

·        ,     

     

·  , ,    ,     (5GB)  

    

Amazon  

EC2 System Log  

· EC2  (OS)  ,        

·         

· EC2      ,     

EKS/ECS  

Container Log  

· EKS(Elastic Kubernetes Service)  ECS(Elastic Container Service)    

   

·     ,      

   

·      CloudWatch Log s        
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3.7.  AWS     

AWS          ,  NIST     

(SP 800 -61 Rev. 2)    .   ,    ,  

,           . 
 

        16   .   DFIR   , 

   ,        , DFIR       

     .      . 

 

1)  Unintended access to an Amazon Simple Storage Service (Amazon S3) bucket  

Amazon Simple Storage Service(S3)     ,      

   . 
 

S3    ,         ACL   

 IAM    HÉ±¼¥±Æ{º     . 
 

[  53 ] DFIR    - S3      

    

   S3    (PutBucketPolicy )     

  CloudTrail   GetObject, ListBucket ,  IP  

    ,  ,   IP  

  IAM Access Analyzer  , Config Rule   , S3     

 

[  54 ]     -  S3      

     

CloudTrail  
 :  

PutBucketPolicy , PutBucketAcl, PutObjectAcl   
        

AWS Config              

GuardDuty,  

Security Hub  
        

IAM Access Analyzer  IAM             
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[  55 ]     -  S3      

    

    

(Acquire, Preserve, 

Document)  

· CloudTrail   , ACL, IAM     

(PutBucketPolicy , PutBucketAcl) 

· AWS Config  Detective      (Principal)  

· GuardDuty    , API    

·    (S3 , IAM Role )      

  

(Containment)  

· S3   CLI       

-  Block All Public Access  

-  ACL  Everyone, AuthenticateUsers   

-    Principal: "*"   Get*/Put*   

· IAM      (Key, Role, STS )       

·     EC2  IMDSv2   

aws ec2 modify- instance - metadata- options \  

-- instance - id <ID> -- http - tokens required -- http - endpoint enabled  

  

(Eradicate ) 

· IAM   :  (Trust Policy)   Role Detach  

· S3       

· S3  (Versioning)  MFA Delete  

· S3  (SSE-KMS)   Object Lock  /   

    

(Post -IR) 

·     /    

·         

·       URL(Pre -signed URL)   

·  IAM         
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2)  Personal Data Breach  

AWS Config , CloudTrail, GuardDuty         . AWS  

(Personally Identifiable Information,  PII)    ,   ,   

      . 
 

PII  S3, DynamoDB, Lambda , CloudWatch      ,    

  ,             . 
 

[  56 ] DFIR    ŕ    

    

  IAM    S3/DynamoDB       

  CloudTrail   GetSecretValue, GetObject,  IP  

    (PII ),  , API   

  IAM   , DLPƖMacie   , Secrets Manager    

 

[  57 ]     ŕ    

     

CloudTrail  

 :  

GetObject, PutObject , ListBucket , 

GetParameter, GetSecretValue  

PII       

VPC Flow Log s     PII    

AWS Config   Ɩ    IAM,      

GuardDuty,  

Security Hub  
         

DynamoDB , 

CloudWatch Log s 
  PII   PII      

EBS Snapshot ,  

  
      PII    

IAM Access Analyzer                 
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[  58 ]     ŕ    

    

    

(Acquire, Preserve, 

Document)  

· CloudTrail  PII  API   

(GetObject, GetParameter, GetSecretValue) 

· IAM Access Analyzer            

· AWS Config, VPC Flow Log s, GuardDuty      

PII  Ɩ Ɩ   

· DynamoDB, CloudWatch    PII        

  

(Containment)  

· IAM   CLI    Ɩ     

aws iam detach- user- policy -- user- name CompromisedUser -- policy - arn 

arn:aws:iam::aws:policy/AmazonS3FullAccess  

· S3     

-  Block All Public Access  

-    Principal: "*"      

· /     (DynamoDB/SQS)  

aws iam detach- role - policy -- role - name VendorRole -- policy - arn 

arn:aws:iam::aws:policy/AmazonDynamoDBFullAccess 
 

aws sqs remove- permission -- queue- url <QueueURL> -- label VendorAccess  

· CloudWatch    PII        

     

  

(Eradicate ) 

· IAM        STS   

· EC2      , 

IMDSv2(Instance Metadata Service v2)      

aws ec2 modify- instance - metadata- options \  

-- instance - id i - 0123456789abcdef0 \  

-- http - tokens required -- http - endpoint enabled  

· DynamoDB, Lambda          

aws dynamodb update- item \  

-- table - name MyPIITable \  

-- key '{"UserId": {"S": "123"}}' \  

-- update- expression "SET pii_field = :val" \  

-- expression - attribute - values '{":val":{"S":"[REDACTED]"}}'  

· Secrets Manager  Parameter Store   Ɩ   

    

(Post -IR) 

·               

·  PII           

(GDPR/  ) 

·    IAM Role    , PII  ,  

 (Macie/DLP)  
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3)  Credential Leakage / Compromise  

Access Key, STS ,    AWS         , ,   

 .   GuardDuty  Security Hub , CloudTrail  ,     , 

CMDB   ,       .        

           . 
 

[  59 ] DFIR    ŕ       

    

  Access Key  STS  ,  IAM  , Secret         

  CloudTrail  AssumeRole, AttachPolicy , PassRole,         

           (S3, EC2, IAM, RDS ) 

  
Access Key   , IMDSv2 , IAM   , Secrets Manager     

  

 

[  60 ]     ŕ       

     

CloudTrail  

 :  

AssumeRole*, CreateUser/Role, Attach*Policy , 

Get*Token, RunInstances(PassRole), GetObject  

    

 API   

GuardDuty ,  

Security Hub  
CredentialAccess , UnauthorizedAccess  Ɩ      

AWS Config  /    ,       

VPC Flow Log s, 

WAF , ELB Log  
 /   C2Ɩ  Ɩ     

Detective , Athena   Ɩ    ,    

EBS , 

( ) 
  /    
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[  61 ]     ŕ       

    

    

(Acquire, Preserve, 

Document)  

· CloudTrail  (    )   Access Key , Principal ID  API 

 (Athena/  )  

· AWS Config  , , , S3         

· GuardDuty , Security Hub  Findings         

   

·       (  ) 

  

(Containment)  

·     

-   (IAM User Access Key) / ,   ƖMFA  

-  STS  TTL    ɣ Role  Detach/   ,  

 Trust Policy    

·    

-  S3 /    ,    , IMDSv2  

·  , CMDB         

(      ) 

  

(Eradicate ) 

· CloudTrail    , ,  ,        

·   (AttachPolicy, PassRole ) ,    

·        Secret   

-   :  , CI/CD Secret  ,  ,    

· / /   ( )   

-  , Lambda , EventBridge Rule, Access Key    

    

(Post -IR) 

·  ,     

(PBAC/ABAC  Permission Boundary ) 

·  (Secrets Manager/Parameter Store/KMS  )    

   

·  Ɩ Ɩ  , MFAƖ  ,  /Secret    
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4)  Web Application Dos/DDoS Attack  

     (HTTP Flood)        

   . AWS  CloudFront, ALB, WAF, Shield     

  ,      Auto Scaling   . 
 

[  62 ] DFIR    ŕ      

    

   HTTP  ,  /  ,  WAF   Auto  Scaling   

  CloudFront , ALB   ,  IP  User -Agent ,     

     ,       

  AWS WAF/Web ACL  , Shield Advanced , Auto  Scaling       

 

[  63 ]     ŕ      

     

CloudTrail,  

ALB Log  
 , 4xxƖ5xx ,           

Web Server  

Access Log  
 ,  IP,        

CloudWatch  

Metrics  

RequestCount, TargetResponseTime, 

ActiveConnection  
       

AWS WAF ,  

Shield Log  
 ,            

 

[  64 ]     ŕ      

    

    

(Acquire, Preserve, 

Document)  

· CloudFront, ALB,         

(  IP,  , 4xxƖ5xx   ) 

· CloudWatch          

  

(Containment)  

· Auto Scaling, , CloudFront     

·   (   ,  ) 

· CloudFront  ALB  WAF Web ACL  

  

(Eradicate ) 

· AWS WAF (AWS -Managed Rules)     

·  IP, User -Agent, URL      

·      , CloudFront IP    

    

(Post -IR) 

·     

· Shield Advanced   DDoS     

· CloudWatch   AWS Config   
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5)  Dos/DDoS Attack  

AWS   ,  ,         

    .     (DoS)      

(DDoS)    . AWS  Shield, WAF, CloudFront, Auto Scaling     

 ,       ,     . 
 

[  65 ] DFIR    ŕ    

    

       Ɩ      

  GuardDuty DoS Findings, Flow Log   IP , CloudWatch   

   ,  (5xx), CPUƖ   ,     

  
WAF Rate -Based Rule, Shield Advanced , CloudFront  ,  

CloudWatch     

 

[  66 ]     ŕ    

     

AWS WAF ,  

Shield Log  
 ,      ,  ,     

CloudWatch  

Metrics  

   

(ALB, NLB, CloudFront ) 
,  , ,     

CloudTrail Log  API    Ɩ  ,        

VPC Flow Log s      IP, ,       

GuardDuty  

Findings  
   DoS, ,          

AWS Config      , WAF ,       
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[  67 ]     ŕ    

    

    

(Acquire, Preserve, 

Document)  

·    

-  CloudWatch     

 (RequestCount, ActiveConnectionCount, TargetResponseTime,   

  HTTPCode_ELB_4XX_Count, RejectedConnectionCount ) 
 

-  CloudFront   L7(  )   

 (Requests, TotalErrorRate ) 
 

-  GuardDuty Findings  

 ( . Backdoor:EC2/DenialOfService.*, Behavior:EC2/TrafficVolumeUnusual ) 
 

·      

-  VPC Flow Log s   IPƖASN  ,  IP   

 (Flow Log ɣ Athena     ) 
 

· WAF & Shield   

-  AWS Management Console ɣ WAF & Shield ɣ Global Threat Dashboard  

-  ,  , Ɩ   
 

·   

-  WAF & Shield   

-  CloudWatch Metrics  

-  Flow Log  (S3 Evidence Bucket)  

  

(Containment)  

·    

-  AWS WAF   (  IP, User -Agent, URI ) 

-   Count    CloudWatch ,       

  Block   
 

·    NACL  

-    IP     

-  NACL       
 

· Auto Scaling   

-  Auto Scaling       

-         
 

· Shield Advanced (  ) 

-   ɣ WAF & Shield ɣ Events     

  (DDoSDetected, DDoSAttackRequestsPerSecond)  

- AWS DDoS Response Team(DRT)    
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(Eradicate ) 

·   

-      CloudWatch     

-  CloudFront  (Invalidations)  API Gateway Rate Limiting  
 

·    

-   WAF        
 

·    

-  Route53 Health Check (HealthCheckStatus)   

 Application Load Balancer  (5xx )  
 

·   

-  Shield  WAF   , CloudFront     

    

(Post -IR) 

·     

-  CloudFormation  Terraform      

-  CloudFront + WAF + API Gateway     
 

·    

-  Rate -Based Rule ,   , IP Reputation   

-  CloudWatch    (DDoSDetected, TargetResponseTime ) 
 

·    

-    ɣ  ɣ    

-  DDoS        
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6)  Public Resources Exposure -  RDS 

   RDS         . 
 

[  68 ] DFIR    ŕ   

    

  
   ,  Security Groups  (0.0.0.0/0),  ,  

IaC/   

   IP  DB  Ɩ  ,    ,  Select/Export  

    ,    ,  Ɩ  ,    

  
Public Access  ,   IAM, /   , 

Config/WAF ƖGuardDuty  ,  Prowler  

 

[  69 ]     ŕ   

     

CloudTrail  

AWS API    

(ModifyDBInstance, 

ModifyDBSnapshotAttribute , 

ModifyDBClusterSnapshotAttribute ) 

RDS      ,  

,   (IAM Ɩ )  

VPC Flow Log s VPC  ENI   

 DB     

(3306/5432/1433 ),    

 ,  IP ,      

   

RDS   Error/General/Audit  
 ,  ,  

 ƖExport       

CloudWatch  

Metrics  
DB  , CPUƖ  I/O   Ɩ        

AWS Config  
rds- instance - public - access- check,  

rds- snapshots- public - prohibited   

        ,   
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[  70 ]     ŕ   

    

    

(Acquire, Preserve, 

Document)  

·    

-   RDS / ,     
 

· CloudTrail  

-     Ɩ ,  IAM     
 

· VPC Flow Log s  

-   IPƖASNƖ ,  /   
 

· RDS    

-   ,  ,  /    
 

·   

-       S3  (  ƖSSE-KMS ) 

  

(Containment)  

·     

-  RDS Public access ,     
 

·    

-     (VPN/Bastion  CIDR), NACL  
 

·    

-  /     
 

·     

-  DB    , Secrets Manager/DB    

  

(Eradicate ) 

·   

-   IAM ƖRole (  ,   ),  

   ( ƖCLIƖIaC)  
 

·    

-      ,     
 

·    

-   /IGW   ,  ƖRoute   

    

(Post -IR) 

·   

-  RDS   ,   RDS ProxyƖ    
 

·   

-  CloudTrail ɣ S3/Athena  , Config  , GuardDuty  
 

·   

-     , Terraform/CloudFormation ,  (SoD) 
 

·   

-  Prowler extra78(  RDS), extra723(  ), group13(RDS )  
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7)  Public Resources Exposure ï S3 

   S3          .   , ACL 

, Public Access Block ,       . 
 

[  71 ] DFIR    ŕ S3   

    

  S3  , ACL  , Public Access Block ,  IaC    

  
CloudTrail  PutBucketAcl, PutObjectAcl , DeletePublicAccessBlock ,  IP  GET ,  

GuardDuty S3/ObjectRead.Unusual  

    ,  Ɩ  ,       

  
Block Public Access  , Config  ,  

CloudWatch/EventBridge   , Prowler  , IAM    

 

[  72 ]     ŕ S3   

     

CloudTrail  

PutBucketAcl, PutBucketPolicy , 

DeletePublicAccessBlock , PutObjectAcl , 

GetObjectAcl   

S3      ,  

,    (IAM , /CLI  ) 

S3 Server  

Access Log  
Access Log, Server Log  

 IP    ,  

HTTP  (Get, Put, Delete)     

VPC Flow Log s ENI   
S3        

(S3    ) 

CloudWatch  

Metrics  

GetRequests, 4xxErrors, 5xxErrors, 

FirstByteLatency  
  ,  ,     

AWS Config  
s3- bucket- level - public - access- prohibited , 

s3- bucket- public - read- prohibited   

/   Public Access  ,  
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[  73 ]     ŕ S3   

    

    

(Acquire, Preserve, 

Document)  

· CloudTrail       

-  ,  (IP, UserAgent), /CLI  

-  DeletePublicAccessBlock , PutBucketAcl, PutBucketPolicy , PutObjectAcl  
 

· S3     

-       IP  GET         
 

· VPC Flow Log s  GuardDuty Findings   

-   C2 IP  Tor    

-  : S3/MaliciousIPCaller , S3/ObjectRead.Unusual 
 

·  Ɩ   S3 Evidence Bucket   (  ƖSSE-KMS ) 

  

(Containment)  

·      Block Public Access   

aws s3api put - public - access- block -- bucket <Bucket_Name>  

-- public - access- block - configuration "BlockPublicAcls=true,IgnorePublicAcls=true,  

BlockPublicPolicy=true,RestrictPublicBuckets=true"  
 

·  /ACL  

-   ɣ S3 ɣ  ɣ Permissions ɣ Bucket Policy / Access Control List    
 

· IAM   

-  s3:*   , Principal: *       
 

·  ,    VPC      

  

(Eradicate ) 

·       

-    , ,      

-   ɣ S3 ɣ  ɣ   ɣ       
 

·      

-  AWS CLI   AccessControlList   

 ɣ PublicRead  PublicReadWrite   
 

· IAM Access Key ƖRole  

-            

    

(Post -IR) 

· Ɩ    

-   (Versioning)        
 

·    

-    (Least Privilege), VPC Endpoint, S3 Prefix     
 

·    

-  AWS Config   

 (s3- bucket- level - public - access- prohibited , s3- public - read- prohibited ) 
 

·   

-  CloudWatch EventBridge  Public Access     

-  Prowler     

  (extra73  ŕ  S3  , extra769  ŕ    ,  

   group17  ŕ     ) 
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8)  Code Exposure  

             .   

 DLP  ,  (GitHub, Pastebin )   ,  CloudTrail    

  . 
 

[  74 ] DFIR    ŕ   

    

    ,    ,  ,     

  CloudTrail   GetObject, BatchGetCommits,  IP    

  ,  ,  ,         

  MFA , S3   , Secrets  , DLP  , Permission Boundary  

 

[  75 ]     ŕ   

     

CloudTrail  
CodeCommit, S3, ECR, 

CodeBuild  API  
 , ,  ,      

VPC Flow Log s 
  IP   

  
   ,     

DNS Log   DNS   Pastebin, GitHub      

CloudWatch      , ,    

CodeCommit   

S3 Access Log  
    ,      
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[  76 ]     ŕ   

    

    

(Acquire, Preserve, 

Document)  

· CloudTrail   

-  GetObject , BatchGetCommits, Download*         

-  API  , , IP,    
 

· CodeCommit  S3    

-   24~72       

-  S3  ,  IP  GetObject    
 

· VPC Flow Log s  

-     S3   IP      
 

· DNS Log  

-  GitHub, Pastebin, Discord      
 

· CloudWatch Metrics   

-     ,  ,     
 

·  IAM      

-  Access Key, Role Session, Federation Token    

  

(Containment)  

·  IAM      

·   Access Key      

· CodeCommit     

· S3      

·   ( , ,   )   ŗQuarantine Ř  

·            

  

(Eradicate ) 

·  , ,    

·         

·  IAM Role, , Access Key, Secrets Manager     

·         

· CloudTrail    /  API    

    

(Post -IR) 

·      

·       

·    (S3, CodeCommit, CloudTrail, VPC Flow Log s   ) 

·   MFA     

·       (S3 Evidence Bucket ) 
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9)  Ransom Response for EC2  

AWS EC2     ,         

.     (IAM Keys)    (SSH/RDP)   , EBS  

, S3  ,       .  ,  ,      

. 

[  77 ] DFIR    ŕ EC2   

    

   IAM Key ,  SSH ,      

  CloudTrail  EBS Ɩ  , EC2   ,  C2  

  EC2  , EBS  Ɩ , IAM    

  
    , IAM Key  , IMDSv2 ,  

VPC Flow Log s  , EDR     

 

[  78 ]     ŕ EC2   

     

CloudTrail  

EC2, EBS, IAM, KMS  API 

(RunInstances, CreateVolume, EncryptVolume, 

DeleteSnapshot, PutBucketLifecycle ) 

   ,  ,  

     

CloudWatch Metrics  
CPUUtilization, NetworkPacketsOut, 

DiskWriteOps  

 ,   ,  

    

VPC Flow Log s VPC     
 C2    IP   

   

AWS Config  

ec2- instance - no- public - ip ,  

ec2- volume- inuse- check,  

ebs- snapshot- public - restorable - check  

     ,  

   

EBS Snapshot     
 ,  ,     
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[  79 ]     ŕ EC2   

    

    

(Acquire, Preserve, 

Document)  

· CloudTrail     , , API   

-  RunInstances, CreateTags, EncryptVolume, DeleteSnapshot     
 

· EBS      

aws ec2 create - snapshot -- volume- id <EBS_ID>  

-- description "Forensic Snapshot before isolation"  
 

· AWS Config    (  IP , IMDSv1  )   

· S3 Evidence Bucket      (  + KMS  ) 

  

(Containment)  

·     

-        

-   egress      

  aws ec2 modify - instance - attribute -- instance - id <INSTANCE_ID>  

  -- groups <ISOLATION_SG_ID> 
 

· Auto Scaling   ELB     

aws autoscaling detach - instances -- instance - ids <INSTANCE_ID>  

-- auto- scaling - group- name <ASG_NAME> 
 

aws elb deregister - instances - from- load- balancer -- instances <INSTANCE_ID>  

-- load- balancer - name <ELB_NAME> 
 

· EC2 Systems Manager(SSM)  EDR   /     

     

  

(Eradicate ) 

·      

-   C2 IP  NACL   ,  , ,   
 

· NACL     

-  Amazon VPC  ɣ Network ACLs ɣ Create ɣ Inbound/Outbound Rules  

  

-  IoC  IP CIDR  ɣ ŗDENYŘ   Subnet   
 

·  IAM Ɩ Ɩ      

aws iam list - access- keys -- user- name <User> 
 

aws iam update- access- key -- user- name <User> -- access- key- id <KeyID> -- status Inactive  

    

(Post -IR) 

·   

-  CloudEndure Disaster Recovery   

  ɣ          

-          
 

·   

-     AMI   EBS     

-      IAMƖKMS   
 

· IAM     

-  Ɩ   ,     
 

·     

-  CloudWatch  (   , CPU )    

-  Prowler ƖSecurity Hub        
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10)   Ransom Response for RDS  

AWS RDS      , ,       .  

IAM  ,  RDS ,  (Security Group, Public Access)   DB 

 ,    API       . RDS  

EC2     ,        . 
 

[  80 ] DFIR    ŕ RDS   

    

   RDS ,  , IAM Key    Security Group  

  
CloudTrail  CreateDBSnapshot, StartExportTask , DeleteDBSnapshot ,  

RDS    Ɩ  ,  IP  

   Ɩ ,   ,     

  
Deletion Protection , RDS    AZ , IAM   ,  

AWS Config  Security Hub   ,     

 

[  81 ]     ŕ RDS   

     

CloudTrail  

CreateDBSnapshot, ModifyDBInstance, 

DeleteDBSnapshot, StartExportTask , 

ModifyDBClusterSnapshotAttribute  

  Ɩ Ɩ  ,  

 IAM  

CloudWatch Metrics  
CPUUtilization, FreeStorageSpace, 

NetworkPacketsOut  

  ,   ,  

   

VPC Flow Log s VPC     
 IP  RDS   ,  

       

RDS Database Log  Error / General / Audit Log  
  ,  ,  

Export     

AWS Config  

rds- logging - enabled,  

rds- storage - encrypted,  

rds- snapshots- public - prohibited   

Ɩ Ɩ         
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[  82 ]     ŕ RDS   

    

    

(Acquire, Preserve, 

Document)  

· CloudTrail    /    

-  CreateDBSnapshot, DeleteDBSnapshot, StartExportTask     

-  , IP,  (Console/API/CLI)     
 

· AWS Config       

-  rds- snapshots- public - prohibited , rds- storage - encrypted   
 

· RDS Error/Audit Log       SQL     

(ALTER/DROP/EXPORT)  
 

· VPC Flow Log s    IP, C2    

·   S3 Evidence Bucket    (KMS ) 

  

(Containment)  

· RDS    

-   ɣ RDS ɣ DB   ɣ Connectivity ɣ Public access ŗNoŘ  
 

·    

-   IP  /    
 

· IAM   

-  RDS   (rds:*, *:*)   Ɩ    
 

·  Export  

-    StartExportTask   

  aws rds cancel - export - task -- export - task - identifier <task_id>  
 

· AWS Config     

-  rds- snapshots- public - prohibited , rds- instance - public - access- check 

  

(Eradicate ) 

·      DB   

-   ɣ RDS ɣ Snapshots ɣ Manual snapshots ɣ     

  ɣ Delete Snapshot  
 

·  IoC   

-  VPC NACL  ɣ  IP CIDR   Inbound/Outbound DENY   
 

· IAM    

-     IAM Key  

-    IAM Ɩ Ɩ   

  aws iam update- access- key -- user- name <user> -- access- key- id <key> -- status Inactive  

·  

·   (Deletion Protection)  

-   DB       

  aws rds modify - db- instance -- db- instance - identifier <db_id> -- deletion - protection  
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(Post -IR) 

·      

-  CloudEndure Disaster Recovery   

  (AWS Backup, RDS Point -in -Time Restore)  

-            
 

·  RDS   

-      ,  ƖIAM     
 

· IAM Ɩ       

-       
 

·     

-  AWS Config  Security Hub   

-  Prowler     

 (extra723  ŕ   , extra735  ŕ RDS  ,  

  group13  ŕ  RDS   
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11)   Ransom Response for S3  

AWS S3            .   

IAM ,  S3 ,     , S3 API      ,  API   

  . 

[  83 ] DFIR    ŕ S3   

    

   IAM     , MFA , S3     

  
CloudTrail  DeleteObject , DeleteBucket, PutBucketEncryption ,  

S3 Access Log   DELETE/COPY  

   Ɩ ,  ,      

  
S3 Object Lock ƖVersioning , MFA Delete , Config ƖGuardDuty ,  

IAM    , CloudTrail Data Event Logging  

 

[  84 ]     ŕ S3   

     

CloudTrail  

DeleteBucket, DeleteObject , 

PutBucketEncryption , PutObjectAcl , 

PutBucketPolicy , PutBucketReplication  

 ,   ,     

    

S3 Server  

Access Log  

(Requester),  IP(Remote IP),  

 (REST.COPY.OBJECT, GET, DELETE) 

  Ɩ       

   

CloudWatch Metrics  
NumberOfObjects, BucketSizeBytes, 

4xxErrors, 5xxErrors  

   ,  ,  

   

AWS Config  

s3- bucket- versioning - enabled,  

s3- bucket- default - lock - enabled,  

s3- bucket- level - public - access- prohibited , 

s3- bucket- server - side - encryption - enabled 

 , ,      

     

IAM Access Analyzer  
s3:*    (Principal: *)  
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[  85 ]     ŕ S3   

    

    

(Acquire, Preserve, 

Document)  

· CloudTrail   API   

-  DeleteBucket, DeleteObject , PutBucketEncryption    

-  , IP, UserAgent,  (API/Console)  
 

· S3 Access Log    IPƖ    REST.COPY.OBJECT, 

DELETE   

-         
 

· AWS Config     

-  s3- bucket- versioning - enabled, s3- bucket- public - write - prohibited  
 

·     S3 Evidence Bucket    

(SSE-KMS     ) 

  

(Containment)  

·       

-    CLI   Block Public Access  

aws s3api put - public - access- block -- bucket <Bucket_Name>  

-- public - access- block - configuration  "BlockPublicAcls=true,IgnorePublicAcls=true,  

BlockPublicPolicy=true,  RestrictPublicBuckets=true"  
 

· IAM   

-   s3:*   Ɩ    

-       MFA  
 

·    

-  Principal: *, Effect: Allow     
 

·   

-  S3     CloudTrail     

  

(Eradicate ) 

·       

-   ɣ S3 ɣ  ɣ Objects ɣ  (Delete Marker)    
 

· S3    

-      (PutBucketEncryption )  

-   SSE-KMS  SSE-S3   
 

·  IAM    Role  

-  aws iam delete - user  delete - access- key       
 

·    

-  CloudFront , API Gateway         
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(Post -IR) 

·     

-  Versioning        

  aws s3api delete - object -- bucket <Bucket_Name> -- key <Object_Key>  

  -- version - id <DeleteMarkerID>  
 

·    

-        (Cross-Region Replication)    

      
 

· CloudEndure Disaster Recovery    

-         

-    (Veritas, CommVault )        

·  

·    

-  MFA Delete  Object Lock(Compliance Mode)  

-  IAM Access Analyzer       

-      (SCP/Control Tower ) 
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12)   Unauthorized Network Changes  

AWS    , NACL, ,  ENI          

.     (EC2, LB, NAT ),   ,  ,       

 . 

[  86 ] DFIR    ŕ      

    

  /  IAM  ,   ,   , IaC   

  
CloudTrail  Security Group /NACL/Route/IGW   , RunInstances    ,  

Flow Log     

    ,  / ,    ,   

  
 Ɩ ,   CloudTrail/Config/FlowLog  ,  

EventBridge  , SSM  , (CAB)Ɩ ƖCMDB   

 

[  87 ]     ŕ      

     

CloudTrail  

Authorize/RevokeSecurityGroup* , 

Create/ModifyRoute* , 

Create/AttachInternetGateway , 

CreateNatGateway, RunInstances 

/ /   Control P lane  

   

VPC Flow Log s ENI/VPC/Subnet    
  /    ,  

    

AWS Config  

Security 

Group /NACL/RouteTable/IGW/ENI  

 

 ,   ,  

   

CloudWatch  NAT ƖALBƖEC2    /        

Network Manager , 

VPC  
Ɩ    ,  ,     
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[  88 ]     ŕ      

    

    

(Acquire, Preserve, 

Document)  

· CloudTrail   API   

-  AuthorizeSecurityGroupIngress/Egress , Revoke* , Create/ModifyRoute* , 

  AttachInternetGateway , RunInstances     

-  , sourceIPAddress, userAgent,   
 

· AWS Config   

-    ,  , NACL  /    
 

· VPC Flow Log s   

-    Õ( / ) 2   , S3    
 

·    

-  NAT/ALB/EC2  (BytesOut, ActiveFlow, 4xx/5xx)  

  

(Containment)  

·      (  Security Group  ),  

  NACL DENY    
 

·    (CloudTrail RunInstances )  

ɣ  IAM /   (  Detach    ) 
 

·     

-     (    ) 

  

(Eradicate ) 

·    

-  AWS Config     Security Group /NACL/RouteTable/IGW  

   
 

·    

-     EC2/NAT/ENI/LB ,  Security Group /Key /Role /   
 

· CloudTrail  

-    (AssumeRole , Attach*Policy )      

    

(Post -IR) 

·      (ALB/NLB/Route53)  

· CloudWatch Alarm   

- NAT BytesOutToDestination, ALB RejectedConnectionCount,  

  EC2 NetworkIn/Out, Flow  Log   
 

·  /   

-  EventBridge ɣ Authorize/RevokeSecurityGroup*, ModifyRoute*   

   

-  AWS Config (    ,  )  

 +  (SSM Automation)  

-  Security Hub FSBP  

 

  



 
 

 

 -  84  -  

AWS   DFIR   

13)   GuardDuty: PrivilegeEscalation -Kubernetes:PrivilegedContainer  

Amazon GuardDuty   EKS        .    

  IAM Role  Kubernetes   Root  (Privileged Container)  

  ,  ,        . 
 

[  89 ] DFIR    ŕ EKS     

    

   ServiceAccount/IAM Role ,  OIDC  , Privileged    

  Privileged Pod ,  RoleBinding ƖClusterRole , GuardDuty   

  EKS   ,   ,    

  
RBAC    , Privileged  ,  

Secrets    , GuardDuty   Config    

 

[  90 ]     ŕ EKS     

     

GuardDuty  

Findings  
GuardDuty   

 (PrivilegedContainer)     

   

CloudTrail Log  AWS   API   
EKS, IAM, STS  API    

     

CloudWatch  

(EKS Audit Log)  
EKS Control Plane   

RoleBinding/ClusterRole , API ,  

    

AWS Config           IAM      

Security Hub , Detective  GuardDuty     ,      

  (EBS 

Snapshot,  

  ) 

  ,   
 /Pod  , , ,  
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[  91 ]     ŕ EKS     

    

    

(Acquire, Preserve, 

Document)  

· GuardDuty Finding  EKS , Pod, User, Node  

· CloudTrail  EKS Audit Log  API       

· Pod  ,  ,       

·    EBS   

  

(Containment)  

·  Kubernetes  , IAM Role    

·  Pod     

·   Cordon (   ) 

· ConfigMap  ServiceAccount    

  

(Eradicate ) 

· Privileged Container    (  RoleBinding, ServiceAccount  ) 

·  IAM Role  ServiceAccount     

· CloudTrail           

    

(Post -IR) 

· Kubernetes RBAC   

· OIDC  , Secrets  

· GuardDuty, Security Hub, Config   

· Kubernetes Audit     
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14)   GuardDuty: Discovery ï Kubernetes/SuccessfulAnonymousAccess  

Amazon GuardDuty  Kubernetes      API    

  .   Kubernetes API    (Anonymous Access)   

 ,   (Misconfiguration)    (Compromise)    . 
 

[  92 ] DFIR    ŕ Kubernetes      API  

    

  Kubernetes RBAC , system:anonymous   , API     

   (system:anonymous)  API , ClusterRoleBinding   

    , Pod/   ,     

    (anonymous- auth=false ), RBAC  , GuardDuty  Audit Log   

 

[  93 ]     ŕ Kubernetes      API  

     

GuardDuty  

Findings  
GuardDuty   

 (system:anonymous)    

 API       

(IPƖASNƖRegion ) 

CloudTrail Log  AWS   API   
EKS  API     

IAMƖSTS    

CloudWatch  

(EKS Audit Log)  
Kubernetes  Control Plane    

 API , 

RoleBinding/ClusterRoleBinding ,  

     

AWS Config      
EKS Cluster, IAM Role, Security  Group   

      

Security Hub , Detective  GuardDuty     
  API      

  

  (EBS 

Snapshot)  
EKS     
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[  94 ]     ŕ Kubernetes      API  

    

    

(Acquire, Preserve, 

Document)  

· GuardDuty Finding  EKS , Pod, User, Node  

· CloudWatch(EKS Audit Log)  system:anonymous API        

· CloudTrail  EKS  IAM  API    

· EBS       

  

(Containment)  

· system:anonymous     

-        

-          

· RBAC   

-  rbac -lookup    system:unauthenticated  

  system:anonymous    ClusterRoleBinding  

-     (system:discovery, system:basic -user ) 

·          

  

(Eradicate ) 

· CloudTrail    90  EKS  API    

-  CreateUser, CreateRole, AssumeRole*, Attach*Policy , Get*Token 

-  RunInstances (PassRole )     API 

-    Ɩ   

·    RootCause  (API Server , RoleBinding ) 

·  ClusterRole  RoleBinding  

· IAM  ServiceAccount    

    

(Post -IR) 

· RBAC      system:anonymous   

· API Server  -- anonymous -auth    

· CloudWatch  EKS Audit     

· GuardDuty, Config, Security Hub      
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15)   GuardDuty: GuardDuty: Impact ï IAMUser/AnomalousBehavior  

Amazon GuardDuty  IAM   (IAMUser/Role)   API   .  

  , , ,   API   .  
 

 DeleteSecurityGroup, PutBucketPolicy, UpdateUser  API     . 
 

[  95 ] DFIR    ŕ IAM     API  

    

  IAM   Role    ,   ,    

   API (DeleteSecurityGroup , PutBucketPolicy  ), IAM  , Access Key   

     ,  ,    

  IAM   , Access Key  , GuardDuty/CloudTrail    

 

[  96 ]     ŕ IAM     API  

     

GuardDuty  

Findings  
GuardDuty   

 API      

 (Principal)  

CloudTrail Log  AWS   API   
 IAM   API     

    

VPC Flow Log s      IP, ,    

S3 Server  

Access Log  
S3           

AWS Config      
IAM , S3 ,     

   

Security Hub ,  

Detective  
GuardDuty    

 Ɩ    
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[  97 ]     ŕ IAM     API  

    

    

(Acquire, Preserve, 

Document)  

· GuardDuty Findings    API     

 (Principal ID, User Name, ARN)  

· CloudTrail      90   API    

· VPC Flow Log s, S3 Access Log  IPƖ       

· GuardDuty Finding      S3     

  

(Containment)  

·    

-  IAM   Role       

-             

·     

-     

 aws iam list - attached - user- policies   get - user- policy   
 

-  CloudTrail    S3   

·     

-  Access Key  

 aws iam update- access- key -- status Inactive  
 

-  IAM  Detach  

 aws iam detach- user- policy -- user- name <user> -- policy - arn <arn>  
 

-  IAM Role  , lookup -events  AssumeRole       

  

(Eradicate ) 

· CloudTrail   (Athena ) 

-   90   IAM   API    

-    : S3 GetObject, DescribeInstances   

-    : EC2, Lambda, RDS, CloudFormation, Beanstalk  

-  IAM   : CreateUser, AssumeRole, Attach*Policy , Get*Token 

-      : DeleteBucket, UpdatePolicy, UntagResource  

·        

-  CloudTrail          

 CreateAccessKey, CreateRole, GetFederationToken  

·    

-    IAM User, Role, EC2      

-       

    

(Post -IR) 

· IAM Ɩ    (Least Privilege)  

· Access Key    

· CloudTrail, Config, GuardDuty        

· IAM     SNS    
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16)   GuardDuty: Execution ï EC2/MaliciousFile  

Amazon GuardDuty  Malware Protection   EC2       

 .         ,   ,  ID, 

    GuardDuty Finding   . 
 

[  98 ] DFIR    ŕ EC2      

    

  EC2    ,   ,  AMI  S3   

  
GuardDuty MalwareFinding, CloudTrail   API  

(RunInstances, GetObject, PutUserData ) 

     ,   (CPU/ ), lateral movement  

  
EBS Snapshot  , Malware Protection   ,  

IAM Instance Profile  , CloudWatch  CPU/      

 

[  99 ]     ŕ EC2      

     

GuardDuty  

Findings  
Malware Protection     ,  ARN,    

CloudTrail Log  EC2  API    / /    

VPC Flow Log s    C2(Command & Control)       

EBS Snapshot  

(  ) 
EBS    , ,     

Security Group ,   

NACL   
           

CloudWatch Metrics  CPU, , Disk I/O           
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[  100 ]     ŕ EC2      

    

    

(Acquire, Preserve, 

Document)  

· GuardDuty Findings      

-  Instance ID, Volume ARN,   / , Trigger Finding ID  

· EC2        

aws ec2 describe - instances  
 

· EBS     

aws ec2 create - snapshot -- volume- id <Volume_ID>  

-- description "Forensic Snapshot of Infected Instance"  
 

·     

aws ec2 modify- instance - attribute -- instance - id <Instance_ID>  

-- attribute disa bleApiTermination -- value true  
 

· DeleteOnTermination      Stop   

· ŗQuarantine Ř      

  

(Containment)  

· Auto Scaling   ELB    

aws autoscaling detach - instances -- instance - ids <Instance_ID>  

-- auto- scaling - group- name <ASG_NAME> 
 

aws elb deregister - instances - from- load- balancer -- instances <Instance_ID>  

-- load- balancer - name <ELB_NAME> 
 

· IAM    

aws ec2 disassociate - iam- instance - profile -- association - id <Association_ID>  
 

·      

aws ec2 modify- instance - attribute -- instance - id <Instance_ID> -- groups <Isolation_SG_ID>  
 

·     (Shutdown)     

-   ,  ,   

-  Host -based EDR   margaritashotgun  

  

(Eradicate ) 

·   

-      AV/EDR    

-  AWS Marketplace  (TrendMicro, SentinelOne )   
 

·        

(      ) 

aws ec2 stop - instances -- instance - ids <Instance_ID>  
 

·  AMI   

-   AMI     ,      

    

(Post -IR) 

·       

· CloudTrail , GuardDuty     

· Malware Protection         

·     , AMI     
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4.     

              , 

     .  ,        

   DFIR    ,        

 . 

[  101 ]  vs.   DFIR     

     

  
      

( , , ,   ) 

 OS    

(SSM, Agent,    ) 

  
 ,  ,     

    

CloudTrail, Config, S3, EBS Snapshot   

    

         
   (EC2)   

SSM      

          
      

 OS   API    

  

 

  ,   ,  

     

 

 

  ,       

AWS CLI, Systems Manager(SSM), SDK , 

CloudTrail, AWS Config, CloudWatch, Athena,  

S3 Export   

    (   Ɩ )  (    ) 

  

 Ɩ       

 ƖƖ   

      

    

 Ɩ      
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  DFIR            .  

    ,   ,       

    .  
 

,   AWS              

  (Command -based Data)    (Log -based Data),  (Forensic 

Image)      .  
 

4     . 
 

[  102 ]    ŕ    

    

1       
AWS  DFIR           

7     

2        
AWS      ,  ,    
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4.1.        

   DFIR   AWS       .  

     (EC2, RDS, S3 )     ( , 

,  )   .       ,      

,        .     . 

 

1)  AWS CloudTrail Log  

AWS CloudTrail  AWS  ,  ,      .   

, SDK,     AWS      CloudTrail  .  

   ,   ,       .  
 

CloudTrail    ,  90      . ,   

 Trail     Amazon S3   . CloudTrail  JSON  , 

    -     . 

 

2)  AWS VPC Flow Logs  

AWS VPC Flow Logs   Amazon Virtual Private Cloud(VPC)     IP 

   .   , , ,        

,    ,   ,         

. Flow Log    Amazon S3  CloudWatch Logs    ,     

  . 
 

VPC Flow Logs  S3       Parquet (Gzip      

)  , CloudWatch    CloudWatch   . 
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3)  Amazon S3 Server Access Log  

Amazon S3 Server Access Log  Amazon S3    (Request)   .  

 , , ,  S3  ( )      .   S3 

    ,     ,         .  
 

AWS  S3      S3 Server Access Log  CloudTrail S3 Data Event   

,     . S3 Server Access Log      

    ,     S3     . 
 

[  103 ] S3 Server Access Log vs . CloudTrail S3 Data Event  

 S3 Server Access Log  CloudTrail S3 Data Event  

  ·  (   ) 
·  

(Trail  Data Event  ) 

   ·  S3  
· S3 , CloudWatch Log,  

CloudTrail Lake  

 · Text (Apache access log  ) · JSON 

  · (Request)  · API    

  

· ,  (UTC),  IP,  

 (GET/PUT ), HTTP  ,  

  , User -Agent  

·  ,  ,  

  (GetObject, PutObject ),  

,  ,  ,   

  ·     ·   

  

·  IP     

· /      

· DDoS/     

· API    

· IAM    

·  /     

 ·   S3    
· Data Event     

(API  100,000  +   ) 

 
·   , HTTP (User -Agent, 

Bytes  )   

· CloudTrail     

 AWS     

 

· JSON     

    

· CloudTrail  IAM/STS     

· HTTP    

(User -Agent , Bytes  ) 

·    
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4)  Amazon CloudWatch Logs  

CloudWatch Logs  Amazon CloudWatch  AWS     

  .     (EC2   , Lambda  , VPC 

Flow Logs, CloudTrail   )      . CloudWatch Logs   

         . 
 

 JSON    ,  ,  ,  ,    . 

  ,      DFIR    . 

 

5)  Amazon RDS Logs  

Amazon RDS Logs  Amazon RDS DB          

.         ,     

      . Amazon RDS DB    MariaDB, 

Microsoft SQL Server, MySQL, Oracle, PostgreSQL  .  
 

Amazon RDS Logs  DB    ( ,  ,  )     

 AWS DB       AWS DB   .  

   (MySQL, PostgreSQL, MariaDB )     .  

       ,    . 
 

[  104 ]  Amazon RDS  

   

  

(Error Log)  
·     , , ,       

Slow   

(Slow Query Log)  

·     SQL         

  

   

(General Query Log)  
·     ,   SQL   

  

(Audit Log)  

·        ,    ,  

   ,      
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6)  AWS GuardDuty Findings  

AWS GuardDuty Findings  GuardDuty  AWS         

  . GuardDuty    (VPC Flow Logs, AWS CloudTrail  , DNS  

)  ,   ,     ,    Finding   

 . 
 

 Finding         ,       

    .  ,  EC2   IP      IAM 

 API       Finding  . 
 

GuardDuty Finding   JSON  ,         

. 

 

7)  AWS WAF Log  

AWS WAF Log  Amazon Web Services      AWS WAF    

        .     HTTP/HTTPS 

 AWS WAF    (ALLOW), (BLOCK)         

   .        ,    , 

       . 
 

AWS WAF Log  JSON  ,        .   WAF 

    . 
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4.2.         

AWS            (Command -based Data), 

  (Log -based Data),  (Forensic Image)  .  
 

    (Detection, Containment)   (Analysis, Post -IR)   

 .              

   . 

[  105 ]      

      

1     

·  

-     ,        

     

·   

-            

-  AWS CLI, AWS SSM   API     

-      (    ) 

2      

·  

-       

·   

-  CloudTrail, VPC Flow Log s, S3 Access Log, CloudWatch    

-           

3     

·  

-            

·   

-  , ,       

-        
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     . 
 

1)      (Command -based Data)  

           API     

.            , AWS 

      API, SSM,       . 
 

[  106 ] AWS      

  

 
·        API         

·   Ɩ Ɩ     (State)   

   

· AWS Systems Manager (SSM) Run Command / Session Manager  

· EC2 Instance Connect CLI  

· AWS CLI / SDK  

· Lambda       

  

·      - (Volatile ) 

·   

·    

·  (Instance State)  

DFIR   
·            

·         

 

· AWS SSM Run Command:  (ps),  (netstat ) 

· EC2 describe -instances, describe -network -interfaces:     

· AWS CLI get -console -screenshot:     
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      AWS CLI, SSM, Prowler    .      

     . 
 

 AWS CLI  

AWS CLI      ,    ,    ,  ,  

  , /  ,  / ,       . 
 

[  107 ] AWS CL I        

 (   )       

    

(IAM , , ) 

·  / ,  ,    

-  aws iam list - users 

-  aws iam list - roles  

-  aws iam list - policies  

-  aws iam get - account- authorization - details  

    

(  Access Key)  

·        

-  aws iam list - access- keys -- user- name <user> 

    

(MFA  ) 

· MFA    

-  aws iam list - virtual - mfa- devices  

    

(   ) 

·   IAM ( /Role)  

-  aws sts get - caller - identity  

    

(EC2  ) 

·    ,     

-  aws ec2 describe - instances  

    

(  ) 

·   , /    

-  aws ec2 describe - security - groups 

    

(  ACL,  ) 

·      

-  aws ec2 describe - network- acls  

-  aws ec2 describe - route - tables  

    

(  ) 

· IAM Role, AMI, IP, region   

-  curl http://169.254.169.254/latest/meta - data/  

    

(VPC ) 

· VPC      

-  aws ec2 describe - vpcs 

    

(ENI(Elastic Network Interface) ) 

·  IP, ,     

-  aws ec2 describe - network- interfaces  

    

(Elastic IP ) 

·    IP   

-  aws ec2 describe - addresses 

  

(EBS ) 

·  , ,     

-  aws ec2 describe - volumes 

  

(EBS ) 

·  /    

-  aws ec2 describe - snapshots -- owner- ids self  

  

(S3  ) 

·       

-  aws s3 ls  
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 (   )       

  

(S3  ) 

·   ,    

-  aws s3api get - bucket- policy -- bucket <bucket>  

  

(S3 ACL ) 

·    

-  aws s3api get - bucket- acl -- bucket <bucket>  

    

(CloudTrail ) 

·   ,     

-  aws cloudtrail describe - trails  

    

(VPC Flow Log s) 

·      

-  aws ec2 describe - flow - logs  

    

(CloudWatch  ) 

·       

-  aws logs describe - log - groups 

    

(Config ) 

·      

-  aws config describe - configuration - recorders  

/    

(Lambda ) 

·      Lambda  

-  aws lambda list - functions  

/    

(Lambda  ) 

·      Lambda   

-  aws lambda get- function - configuration -- function - name <fn> 

/    

(API Gateway)  

·  API    

-  aws apigateway get - rest - apis  

 /  

(KSM ) 

·         

-  aws kms list - keys 

 /  

(  ) 

·        

-  aws kms get- key- policy -- key- id <id>  

   

(CloudFormation ) 

·        

-  aws cloudformation describe - stacks  

   

(ECS/EKS ) 

·      

-  aws ecs list - clusters  

-  aws eks list - clusters  

   

(Elastic Beanstalk/RDS)  

· ƖDB    

-  aws elasticbeanstalk describe - environments 

-  aws rds describe - db- instances  

 

AWS CLI       . 

[  108 ] AWS CLI       

  

1 
· AWS CLI   JSON   

-    : aws ec2 describe - instances -- output json > ec2_status.json  

2  
·   

-    : sha256sum ec2_status.json >> evidence_hash.log  

3  
·     (Read -Only ) 

-    : aws s3 cp ec2_status.json s3://dfir - evidence- bucket/  
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 SSM (AWS Systems Manager)  

SSM(AWS Systems Manager)        . 
 

[  109 ] AWS SSM    

  

1   SSM Agent     

2    IAM Role(Instance Profile)  AmazonSSMManagedInstanceCore   

3  S3      s3:Putobject    

4    ssm:SendCommand, ssm:GetCommandInvocation   

 

SSM    3     . 
 

[  110 ] AWS SSM    

  

  ( ) 
·       

-  ) Linux: ps awx, Windows: tasklist  

SSM  (Document)  

· AWS       

-  ) AWS-RunshellScript (Linux Bash  ),  

     AWS -RunPowerShellScript (Windows PowerShell ) 

AWS CLI  

·      

-  ) aws ssm send -command -- document -name "AWS -RunShellScript"  

     -- parameters commands=[ "..." ] -- instance -ids ...   

 

SSM     AWS CLI  SSM        

    . 
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SSM     ,        .  

  SSM  (-- document -name )   (-- parameters commands )    

 . 

[  111 ] SSM    

    

   

(Linux)  

aws ssm send- command \  

  -- instance - ids i - 0123456789abcdef0 \  

  -- document- name "AWS- RunShellScript" \  

  -- parameters commands=["curl - s http://169.254.169.254/latest/meta - data/ > 

/tmp/metadata.txt","sha256sum /tmp/metadata.txt > /tmp/metadata.txt.sha256 "] \  

  -- output - s3- bucket- name my- evidence- bucket \  

  -- output - s3- key- prefix "incidents/IR - 2025- 10- 12" \  

  -- comment "collect instance metadata"  

 ( )  

(Windows)  

aws ssm send- command \  

  -- instance - ids i - 0123456789abcdef0 \  

  -- document- name "AWS- RunPowerShellScript" \  

  -- parameters commands=["Get- WinEvent - LogName Security - MaxEvents 200 | Export - Clixml 

- Path C: \ \ temp\ \ SecurityEvents.xml","Get - FileHash C: \ \ temp\ \ SecurityEvents.xml | Out -

File C: \ \ temp\ \ SecurityEvents.hash "] \  

  -- output - s3- bucket- name my- evidence- bucket \  

  -- output - s3- key- prefix "incidents/IR - 2025- 10- 12" 

 

( )  SSM     , S3      . 
 

[  112 ] SSM         

  

SSM  stdout/stderr  S3    

(ř-- output -s3-bucket -name Ś  ) 

send -command   SSM   stdout/stderr   

 S3   ( :      ) 

get -command -invocation    

S3          
 

#     

aws ssm get- command- invocation -- command- id <command- id>   

-- instance - id i - 0123456789abcdef0 
 

* command -id  send -command     

Command.CommandId  
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, -- targets ЊKey=tag:name,Values=webserver- *          

. 

[  113 ] SSM    

    

  

   

aws ssm send- command \  

  -- targets "Key=tag:Role,Values=web"  \  

  -- document- name "AWS- RunShellScript" \  

  -- parameters commands=["ps aux > /tmp/ps.txt","sha256sum /tmp/ps.txt"] \  

  -- output - s3- bucket- name my- evidence- bucket 

 

SSM    ,  ,   ,        

. ,             .) 
 

[  114 ] SSM        

       

  

(Linux)  

·  ID, AMI, IAM Role, Local/Public IP, AZ   

    
 

# Linux  

-- parameters commands=["curl - s http://169.254.169.254/latest/meta - data/ >  

/tmp/metadata.txt","sha256sum /tmp/metadata.txt "]   
 

# Windows  

-- parameters commands=["Invoke- RestMethod - Uri http://169.254.169.254/latest/meta - data/ "]  

  

·      (  ,    ) 
 

# Linux  

-- parameters commands=["ps aux > /tmp/ps.txt","sha256sum /tmp/ps.txt "]  
 

# Windows  

-- parameters commands=["tasklist > C: \ \ temp\ \ tasklist.txt",   

"Get- FileHash C: \ \ temp\ \ tasklist.txt "]  

/   

  

·  ,   ,    
 

# Linux  

-- parameters commands=["w; who; last - n 10 > /tmp/login.txt Ћ]  
 

# Windows  

-- parameters commands=["Get- EventLog - LogName Security - InstanceId 4624  

- Newest 20 > C: \ temp\ logon.txt Ћ]  

/   

( ) 

·       (  ,   ) 
 

# Linux  

-- parameters commands=["tail - n 500 /var/log/auth.log > /tmp/auth_tail.log "]  
 

# Windows  

-- parameters commands=["Get- WinEvent - LogName Security - MaxEvents 100 > C:\ temp\ Security.evtx Ћ]  
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·   ,  ,     
 

# Linux  

-- parameters commands=["df - h > /tmp/df.txt; lsblk > /tmp/lsblk.txt "]  
 

# Windows  

-- parameters commands=["Get- Volume > C:\ temp\ volumes.txt Ћ]  

  

(ECS/Docker)  

·      
 

# Linux  

-- parameters commands=["docker ps - a >  

/tmp/docker_ps.txt; docker images > /tmp/docker_images.txt "]  

  

(  ) 

·          
 

# Linux  

-- parameters commands=["~/.bash_history > /tmp/history.txt "]  
 

# Windows  

-- parameters commands=["Get- Content (Get - PSReadlineOption).HistorySavePath >  

C:\ temp\ history.txt Ћ]  

   

·        
 

# Linux  

-- parameters commands=["crontab - l > /tmp/cron.txt; ls /etc/cron* > /tmp/cron_dir.txt "]  
 

#Windows  

-- parameters commands=["schtasks /query /fo LIST /v > C: \ temp\ schtasks.txt Ћ]  

,  

  

·        
 

# Linux  

-- parameters commands=["systemctl list - units -- type=service > /tmp/services.txt "]  
 

#Windows  

-- parameters commands=["Get- Service  Select Name,Status,DisplayName > C: \ temp\ services.txt Ћ]  

   

·  ,  , DNS  
 

# Linux  

-- parameters commands=["systemctl list - units -- type=service > /tmp/services.txt "]  
 

#Windows  

-- parameters commands=["Get- Service  Select Name,Status,DisplayName > 

C:\ temp\ services.txt Ћ]  

   

·  ,  , C2   
 

# Linux  

-- parameters commands=["ss - tunap > /tmp/netstat.txt Ћ]  
 

# Windows  

-- parameters commands=["netstat - ano > C: \ temp\ netstat.txt Ћ]  

    

·      S3   
 

# Linux  

-- parameters commands=["tar z cvf /tmp/evidence.tar.gz /tmp/*.txt; aws s3 cp 

/tmp/evidence.tar.gz s3://my - evidence- bucket/ "]  
 

#Windows  

-- parameters commands=["Compress- Archive - Path C: \ temp\ * - DestinationPath 

C:\ temp\ evidence.zip; aws s3 cp C: \ temp\ evidence.zip s3://my - evidence- bucket/Ћ]  
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SSM       . 
 

[  115 ] SSM       

  

1 
 (-- document- name)   

(Linux  ŗAWS -RunShellScript Ř, Windows  ŗAWS -RunPowerShellScript Ř) 

2  
S3      

(-- output - s3- bucket- name my- evidence- bucket -- output - s3- key- prefix "incident/IR - 2025- 10- 12")  

3  
   

(SSM Manager  , CloudWatch/S3    ) 

4  

        

-- ¯ ± ¬¤³¤±² ¢®¬¬ ­£²[yЊ¢¬£OЋJЋ¢¬£PЋ{     

( /   , Windows Powershell  PowerShell  ) 
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 Prowler  

Prowler  SSM        , AWS    (IAM 

, MFA , CloudTrail , S3   )  API          

.  
 

Prowler                

  . , Prowler      AWS API      

SSM      . 
 

Prowler  AWS            DFIR     

  .         . 
 

[  116 ] Prowler        

  

IAM  / / (  ,  ,   ) 

CloudTrail  Trail  ,    ,     

S3   , /  , ACL   

VPC   Flow   ,     

KMS        

Config  AWS Config  (    ) 

 EBS , RDS  , Lambda    

 

Prowler      ID   ,    check ID    , 

check ID     Prowler     . 
 

[  117 ] Prowler       

  

 Prowler   prowler - v  prowler -- version  

     prowler aws -- list - checks 
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Prowler           . 
 

[  118 ] Prowler     

   

1   
 (  )   ( )   

  AssumeRole  

2  Prowler  (  )  /  Prowler  ɣ JSON/CSV   

3     
 ( : prowler -results.json)   S3    

    

4     
Prowler  řHigh/Fail Ś       

( :  S3, CloudTrail  ) 

5  SSM   
Prowler      SSM    

     

6      Prowler  SSM         

 

[  119 ] Prowler     

  

1 Prowler   - M json  - M csv   

2     SHA256      

3  Prowler  (   )  CloudTrail/CI   

4  Prowler   High/Fail     SSM    

 

Prowler      , IAM   , CloudTrail  , S3     

 . 

[  120 ] Prowler        (v5.15.0)  

       

  

   

· AWS         

./ prowler aws -- compliance cis_1.5_aws - M csv 

IAM    

   

·   , MFA ,         

./ prowler aws -- checks iam_root_mfa_enabled iam_avoid_root_usage \  

iam_user_mfa_enabled_console_access \   

iam_password_policy_minimum_length_14 \  

iam_password_policy_symbol \  

iam_password_policy_lowercase \  

iam_password_policy_uppercase \  

iam_password_policy_number \  

iam_password_policy_expires_passwords_within_90_days_or_less - M csv 

Access Key   

   

·  Ɩ          

./ prowler aws -- checks \  

iam_rotate_access_key_90_days \   

iam_user_accesskey_unused \   

iam_user_two_active_access_key iam_no_root_access_key - M csv 
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CloudTrail   

   

·          

(CloudTrail  ,   , CloudTrail  Cloudwatch  ) 

./ prowler aws -- checks \  

cloudtrail_multi_region_enabled \  

cloudtrail_log_file_validation_enabled \  

cloudtrail_cloudwatch_logging_enabled - M csv 

CloudWatch  

   

·          

./ prowler aws Ёchecks \   

cloudwatch_log_group_not_publicly_accessible  \  

cloudwatch_log_group_kms_encryption_enabled \  

cloudwatch_alarm_actions_enabled - M csv 

S3   

   

·         

./ prowler aws -- checks s3_bucket_public_access s3_bucket_object_versioning  \  

s3_bucket_default_encryption - M csv 

(S3   , S3     , S3    ) 

GuardDuty    
· GuardDuty     

./prowl er aws -- checks guardduty_s3_protection_enabled - M csv 

VPC Flow Log s, 

Security Group  

· Flow Log ,      

./ prowler aws -- checks \  

vpc_flow_logs_enabled \  

ec2_securitygroup_allow_ingress_from_internet_to_any_port \  

ec2_securitygroup_allow_ingress_from_internet_to_all_ports - M csv 

(VPC Flow Log  ,   (0.0.0.0/0)  ,    ) 

EC2  EBS 

   

·  ,  ,    

./ prowler aws -- checks \  

ec2_instance_imdsv2_enabled ec2_launch_template_no_public_ip - M csv 

(IMDSv2  ,  IP  ) 

KMS     
· KMS    

./  prowler aws -- checks kms_cmk_are_used - M csv 

RDS    

· DB ,  ,    

./  prowler aws -- checks rds_instance_no_public_access rds_instance_storage_encrypted - M csv 

(RDS    , RDS    ) 

Lambda   

·    Ɩ    

./ prowler aws -- checks \  

awslambda_function_inside_vpc awslambda_function_not_publicly_accessible - M csv 

(Lam bda VPC  , Lambda    ) 

CloudFront , Route53 

  

· HTTPS    

./ prowler aws -- checks cloudfront_distributions_custom_ssl_certificate - M csv  

    

·  JSON   (S3)      (  ) 

./ prowler - M json - r ap - northeast - 2 - g all; aws s3 cp prowler - output.json \  

s3://dfir - evidence- bucket/IR - 2025/prowler - output.json  
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2)      (Log -based Data)  

   AWS        . API ,  ,  , 

          . 
 

[  121 ] AWS     

  

 
· AWS   Ɩ  (Behavior)    

·  ,  ,  ,      

   

· CloudTrail, Config, VPC Flow Log s, S3 Access Log, WAF Log     

· Security Lake , S3    

·        

  

·   - (Non -Volatile ) 

·    

·    

·     

·   ,     

DFIR   

·        

·       

·  Ɩ   

 

· AWS CloudTrail: API   

· AWS Config:    

· VPC Flow Log s:   

· S3 Access Log:    

· GuardDuty Findings:    

 

              . ,    

        . 
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         . 
 

[  122 ]      

    

CloudTrail  

·     

-  : AWS   ɣ CloudTrail Console ɣ Trails  

-  S3  CloudWatch Log s    

-  Event history   ,  90     

 (   Trail    ) 
 

· Trail     

-  : AWS    CloudTrai l Console ɣ Event history  
 

· S3   

-     JSON         

  (s3://<bucket -name>/AWSLogs/<account - id>/CloudTrail/<region>/<YYYY>/<MM>  

  /<DD>/<filename>.json.gz ) 
 

· Clo udWatch Log s    

-  : CloudWatch Console ɣ Logs ɣ Log groups     

-  Actions ɣ Export data to Amazon S3    S3     

-  S3  CloudWatch  Export   

VPC Flow Log s 

·     

-  : AWS   ɣ VPC Console ɣ VPC  ɣ Flow Lo g  

-   , S3  CloudWatch Log s    
 

· S3    

-     JSON         

  (s3://<bucket -name>/AWSLogs/<account - id>/CloudTrail/<region>/<YYYY>/<MM>  

  /<DD>/<filename>.json.gz ) 
 

· Clo udWatch Log s    

-  : CloudWatch Console ɣ Logs ɣ Log groups     

-  Actions ɣ Export data to Amazon S3    S3     

-  S3  VPC Flow Log s  Export   

S3 Server Access 

Log  

·     

-  : AWS   ɣ S3 Console ɣ Bucket  ɣ (Properties)  

-    , S3    

-  Server access logging  (Enabled, Disabled)  
 

· S3    

-            

  (s3://<target -bucket>/<target -prefix>/<source -bucket -name>  

  /YYYY-MM -DD -HH -MM -SS-<UniqueString> ) 

CloudWatch Log s 

·     

-  : AWS   ɣ CloudWatch Console ɣ Logs ɣ Log groups  

-   , S3     
 

· S3    

-  Actions ɣ Export data to Amazon S3    S3     
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RDS Log s 

·     

-  : Amazon RDS Console ɣ Databases ɣ DB   ɣ Logs & events  

-   , RDS , S3 , CloudWatch Log s    

-    CloudWatch       
 

· RDS    

-  : Amazon RDS Console ɣ Databases ɣ DB   ɣ Logs & events  ɣ 

          ɣ  
 

· S3    

-      

  (s3://<bucket -name>/AWSLogs/<account - id>/rds/<db -instance>/... ) 
 

· Clo udWatch Log s    

-  : CloudWatch Console ɣ Logs ɣ Log groups     

-  Actions ɣ Export data to Amazon S3    S3     

-  S3  RDS Log s  Export   

GuardDuty Findings  

·     

-  : AWS   ɣ AWS GuardDuty Console ɣ Detectors  

-   , GuardDuty  S3     

-  Detector    Findings    
 

· GuardDuty     

-  : AWS   ɣ AWS GuardDuty Console ɣ Findings  

  (     ) 

 

· S3    

-  : AWS GuardDuty Console ɣ Findings ɣ Export ɣ S3   

-    JSON      

  (s3://my -guardduty -findings/AWSLogs/<account -

id>/GuardDuty/<region>/YYYY/MM / 

  DD/findings.json ) 
 

WAF Log  

·     

-  : AWS WAF ɣ Web ACLs ɣ Web ACL  ɣ Enable logging  
 

· S3    

-       (Gzip)   

  (s3://<bucket -name>/<prefix>/AWSLogs/<account - id>/AWSWAFLogs/  

  <web -acl -name>/region/YYYY/MM/DD/HH/<file -name>.gz ) 
 

· Clo udWatch Log s    

-  : CloudWatch Console ɣ Logs ɣ Log groups     

-  Actions ɣ Export data to Amazon S3    S3     

-  S3  WAF Log  Export   
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 EC2     

[  123 ] EC2      

   

1     

  EC2          

  

 

    ,      

  (        )  
 

·         

(Ingress:  IP 1  SSH  RDP ,  

Egress:    (  allow all  ) 
 

· AWS CLI   

aws ec2 create - security - group  

-- group- name Quarantine- SG  

-- description "Forensic quarantine"  
 

aws ec2 authorize - security - group- ingress  

-- group- name Quarantine- SG  

-- protocol tcp -- port 22 -- cidr <  IP>/32 
 

aws ec2 modify- instance - attribute  

-- instance - id i - xxxx -- groups <Quarantine - SG- ID> 

2      

         

·   

-   ID, , AMI ID, Private/Public IP,  

  VPC/Subnet/Security Group, Attached EBS Volume ID,  

       
 

· AWS CLI  

aws ec2 describe - instances  

-- instance - ids i - xxxx \  

-- query 'Reservations[].Instances[].{InstanceId:InstanceId,  

ImageId:ImageId,PrivateIP:PrivateIpAddress,PublicIP:PublicIpAddress,  

SecurityGroups:SecurityGroups[*].GroupId,  

VpcId:VpcId,SubnetId:SubnetId,LaunchTime:LaunchTime}'  

3     

       

· AWS CLI  -  (Disable API Termination)  

aws ec2 modify- instance - attribute  

-- instance - id i - xxxx  

-- disable - api - termination  
 

· AWS CLI  -  EBS     

(DeleteOnTermination ) 

aws ec2 modify- instance - attribute  

-- instance - id i - xxxx \  

-- block - device- mappings \  

"[{ \ "DeviceName\ ": \ "/dev/sda1 \ ", \ "Ebs\ ":{ \ "DeleteOnTermination \ ":false}}]"  
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4 EBS   

    EBS   

(      ,      

) 

·   

1.   (   ) 

2.   ID   

-      Storage    ID    

AWS CLI   

aws ec2 describe - instances -- instance - ids i - xxxx \  

-- query 'Reservations[].Instances[].BlockDeviceMappings[].Ebs.VolumeId'  
 

3.    

aws ec2 create - snapshot -- volume- id vol - xxxx \  

  -- description "Forensic snapshot -  i - xxxx" \  

  -- tag- specifications 'ResourceType=snapshot,  

  Tags=[{Key=Forensic,Value=True}]'  

5     

   (EC2)      

(   VPC,  , Golden AMI   ) 

·    

-  AMI:   Forensics Golden AMI  

-  :   , S3 Evidence Bucket   

-   :  IP  SSH/RDP  

- IAM Role:   S3   Snapshot    
 

· AWS CLI     

aws ec2 run- instances -- image- id ami - xxxx \  

-- instance - type m5.large \  

-- subnet- id subnet - forensic \  

-- security - group- ids sg - forensic \  

-- iam- instance - profile Name=ForensicRole \  

-- tag- specifications 

'ResourceType=instance,Tags=[{Key=Purpose,Value=Forensic}]'  
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6      

  EBS  ,    

·   (AWS   ) 

1.   EBS    EBS    

aws ec2 create - volume \  

  -- availability - zone ap- northeast - 2a \  

  -- snapshot- id snap - 0abcd1234efgh5678 \  

  -- tag- specifications 

'ResourceType=volume,Tags=[{Key=Source,Value=ForensicSnapshot}]' 
 

2.       

aws ec2 attach - volume \  

  -- volume- id vol - 0abc1234def5678gh \  

  -- instance - id i - 0123456789abcdef0 \  

  -- device /dev/sdf aws ec2 attach - volume \  
 

3-a.       (Linux)      

-    (SSH) 

  ssh - i key.pem ec2 - user@<Forensic- EC2- IP> 
 

-     

  lsblk  
 

-     

  sudo file - s /dev/xvdf  
 

-   (Read -Only)  

  sudo mkdir /mnt/evidence  

  sudo mount - o ro /dev/xvdf1 /mnt/evidence  
 

-    

  df - h | grep evidence   

 

3-b.       (Windows)      

-  RDP     

-     (diskmgmt.msc) 

-      (  Offline  ) 

-   Online  ,    ŗRead -OnlyŘ  

    (     ) 

  Get- Disk | Where - Object IsOffline - Eq $true |   

  Set- Disk - IsOffline $false  
 

  Set- Disk - Number <DiskNumber> - IsReadOnly $true  

-    ,     

  (   ŗInitialize Disk Ř     ) 

7     
         

(      ) 

8       ,     AMI     

 

  



 
 

 

 -  116  -  

AWS   DFIR   

 EKS     

[  124 ] EKS      

   

1   Pod,   

EKS  Pod, Deployment       . 

EC2      Kubernetes    

 .  

· kubectl   - Pod   

-    Pod    

kubectl label pods - n <namespace> <pod- name> status=quarantine  
 

-  Pod         

kubectl apply - f quarantine - networkpolicy.yaml  

 

· kubectl   - Node  (Cordon + Drain)   

-    Pod   

kubectl cordon <node - name> 
 

-  ( )   Pod     

kubectl drain <node - name> -- ignore - daemonsets -- delete - emptydir - data  

 

· AWS CLI  -  EC2   (  ) 

-    EC2  ID  , AWS CLI     

      

aws ec2 modify- instance - attribute -- instance - id i - xxxx -- groups sg-

quarantine  
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2 
   

   

Kubernetes  EKS     

(         ) 

· AWS CLI  -   

aws eks describe - cluster -- name <cluster - name> -- region ap - northeast - 2 
 

· kubectl   -     

kubectl get nodes <node - name> - n <namespace> -- show- labels \  - o custom-

columns=NAME:.metadata.name,INSTANCEID:.spec.providerID 
 

-  EC2  ID   

· kubectl get nodes <node - name> - n <namespace> -- show- labels \  - o 

custom- columns=NAME:.metadata.name,INSTANCEID:.spec.providerID | sed -

e 's/aws:.* \ ///g'  
 

-  Node  EC2  ID   EC2     

 

· kubectl   - Pod / Deployment / Service  

-   Deployment   Pod   

kubectl get pods - l app=<deployment- name> 
 

-       Pod  

kubectl get pods -- all - namespaces - o json | jq - r -- arg image 

"<image_name>" \  

'.items[] | select(.spec.containers[] | .image == $image) |  

" \ (.metadata.namespace) \ (.metadata.name)"'  
 

-       Pod  

kubectl get pods - A - o json | jq - r \  

'.items[] | select(.spec.serviceAccount == "<service_account>") |  

" \ (.metadata.namespace) \ (.metadata.name)"'  
 

-   IP  

kubectl get service [ -- all - namespaces, - n <namespace>] 
 

-     Pod  Cluster IP, Worker Node  

kubectl get pods - n <namespace> -- show- labels - o wide 

kubectl get pods - n <namespace> -- show- labels - o json  
 

-   Pod    

kubectl get pods <pod - name> - n <namespace> -- show- labels - o wide 

kubectl get pods <pod - name> - n <namespace>  

- o=jsonpath='{.spec.nodeName}{" \ n"}'  
 

· kubectl       

kubectl label pod - n <namespace> <pod- name> status=compromised 

kubectl label node <node - name> status=quarantine  

3       EC2     Termination Protection  
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4      

Pod  Node         

(       ) 

· docker  -    

-      

docker top <container_id>  
 

-     

docker logs <container_id> > /tmp/<container_id>_logs.txt  
 

-        

docker inspect <container_id> > /tmp/<container_id>_inspect.json  
 

·      (AVML)  

-  SSM         

(Amazon EKS Addon  SSM Agent Addon     

   ) 
 

-  AVML      

sudo curl \  

- LO https://github.com/microsoft/avml/releases/download/v0.3.0/avml  
 

sudo chmod +x avml 
 

sudo ./avml /mnt/forensic/memory.dmp  

 

5  EBS   

EKS Worker Node  EC2 , EC2   EBS 

      

· AWS CLI   (EC2) EBS   

-  EC2  ID  

NODE_INSTANCE=$(kubectl get node <node- name> \  

- o jsonpath='{.spec.providerID}' | sed 's|.*instance/||')  
 

-   EBS  ID  

aws ec2 describe - instances -- instance - ids $NODE_INSTANCE \  

-- query 'Reservations[].Instances[].BlockDeviceMappings[].Ebs.VolumeId' -

- output text  
 

-    

aws ec2 create - snapshot -- volume- id vol - xxxx -- description "EKS node 

forensic snapshot"  

 

6 
Kubernetes Audit   

Pod   

Kubernetes API , Pod / , Role   Audit   

 (   CloudWatch Log s    , CLI   

 ) 

· AWS CLI   Kubernetes Audit   

aws logs filter - log - events \  

-- log - group- name "/aws/eks/<ClusterName>/cluster" \  

-- start - time "$START_MS" -- end- time "$END_MS" \  

-- output json > eks_audit_logs.json  
 

· kubetcl   Pod     

-    

kubectl logs - n <namespace> <pod- name> -- all - containers > pod_logs.txt  
 

-   (kube -system)  

kubectl logs - n kube- system <pod- name> > kube_system_logs.txt  
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7      

 ( , , )   S3 Evidence  , 

     

· AWS CLI      S3   

-    ( ) 

sha256sum memory.dmp > memory.hash 
 

-  S3   

aws s3 cp memory.dmp s3://forensic - evidence- bucket/EKS/memory.dmp \  

-- sse aws:kms 
 

aws s3 cp eks_audit_logs.json s3://forensic - evidence- bucket/EKS/audit/  
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5.     

  DFIR             

    .          ,  , 

        ,          .  
 

  AWS              

  ,       DFIR CheatSheet  .  
 

,  AWS         CloudTrail, VPC Flow Logs, S3 

Access Log                .  

              . 
 

5     . 
 

[  125 ]    ŕ    

    

1        
CloudTrail, VPC Flow Logs, S3 Access Log, CloudWatch Logs   

AWS    DFIR       

2 
      

DFIR CheatSheet  

MITRE ATT&CK   AWS      

  /  DFIR    CheatSheet  

3 AWS DFIR     
CloudTrail, VPC Flow, S3    AWS DFIR (bitParser)   
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5.1.          

CloudTrail, VPC Flow Logs, S3 Access Log, CloudWatch Logs  AWS    DFIR  

    . 
 

1)  CloudTrail  

CloudTrail  JSON  ,     -     .  

     .  

[  126 ] CloudTrail Log  

   

{"Records": [{ "eventVersion": "1.08", "userIdentity": { "type": "IAMUser", "principalId": 

"AIDA6ON6E4XEGITEXAMPLE", "arn": "arn:aws:iam::888888888888:user/Mary", "accountId": "888888888888", 

"accessKeyId": "AKIAIOSFODNN7EXAMPLE", "userName": "Mary", "sess ionContext": { "sessionIssuer": {}, 

"webIdFederationData": {}, "attributes": { "creationDate": "2023 -07 -19T21:11:57Z", "mfaAuthenticated": 

"false" } } },  

-    - 

 

[  127 ]      CloudTrail   

   

eventVersion  CloudTrail    

userIdentity  

     

-   IAM , (Role), AWS      

-  type(Root, IAMUser, AssumedRole )  arn(Amazon Resource Name)    

       

eventTime     (UTC ) 

eventName     

awsRegion    AWS  

sourceIPAddress  
API   IP   

-   IP   IP      

userAgent    (AWS CLI, SDK,   )  

requestParameters  
API     

-           

responseElements  
API     

-         

errorMessage  
API        

-       
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CloudTrail      ,  ,     . MITRE 

ATT&CK   CloudTrail   . 
 

[  128 ] MITRE ATT&CK    CloudTrail  

   

Initial Access  

(  ) 

        

(AWS       ) 
 

· ConsoleLogin: AWS    

· PasswordRecoveryRequested:    

· AssumeRoleWithWebIdentity:           

· GetSessionToken: AWS API      

Execution  

(  ) 

          

(AWS         ) 
 

· StartInstance :  EC2   

· StartInstances :   EC2   

· Invoke: AWS Lambda   

· SendCommand: EC2    

Persistence  

(  ) 

             

(AWS          ) 
 

· CreateAccessKey: AWS        

· CreateUser:  IAM   

· CreateNetworkAclEntry : NACL       

· CreateRoute:         

· CreateLoginProfile : IAM     

· AuthorizeSecurityGroupEgress :      

· AuthorizeSecurityGroupIngress :      

· CreateVirtualMFADevice:  MFA   

· CreateConnection: Direct Connect   

· ApplySecurityGroupsToLoadBalancer:      

· SetSecurityGroups :      

· AuthorizeDBSecurityGroupIngress : RDS       

· CreateDBSecurityGroup: RDS     

· ChangePassword:    
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Privilege  Escalation  

(  ) 

           

(IAM     AWS      ) 

 

· CreateGroup: IAM   

· CreateRole: IAM   

· UpdateAccessKey:     

· PutGroupPolicy:        

· PutRolePolicy : (Role)        

· PutUserPolicy :        

· AddRoleToInstanceProfile : (Role)      

· AddUserToGroup:     

· AttachUserPolicy :  IAM    

· AttachRolePolicy : (Role)  IAM    

Defense Evasion  

(  ) 

          

(CloudTrail           ) 

 

· StopLogging: CloudTrail   

· DeleteTrail : CloudTrail (Trail)  

· UpdateTrail : CloudTrail (Trail)   

· PutEventSelectors : (Trail)     

· DeleteFlowLogs: VPC Flow Log   

· DeleteDetector : GuardDuty   

· DeleteMembers: GuardDuty     

· DeleteSnapshot: EBS  RDS   

· DeactivateMFADevice:   MFA   

· DeleteCertificate : SSL/TLS   

· DeleteConfigRule : AWS Config   

· DeleteAccessKey:    

· LeaveOrganization : AWS Organization    

· DisassociateFromMasterAccount: GuardDuty      

· DisassociateMembers: GuardDuty     

· StopMonitoringMembers: GuardDuty     

Credential Access  

(  ) 

        

(      , ,   ) 

 

· GetSecretValue: AWS Secrets Manager      

· PutSecretValue: AWS Secrets Manager      

· GetPasswordData: EC2      

· RequestCertificate : AWS Certificate Manager    

· UpdateAssumeRolePolicy: (Role)     

· CreateSecret : Secrets Manager    

· DeleteSecret : Secrets Manager    



 
 

 

 -  124  -  

AWS   DFIR   

   

Discovery  

( ) 

          

(AWS   , ,       ) 
 

· ListUsers : IAM    

· ListRoles : IAM (Role)   

· ListIdentities : IAM     

· ListAccessKeys: IAM     

· ListServiceQuotas : AWS    

· ListInstanceProfiles : EC2    

· ListBuckets : S3   

· ListGroups : IAM   

· GetSendQuota: SES(Simple Email Service)    

· GetCallerIdentity :       

· DescribeInstances : EC2      

· GetBucketAcl: S3  ACL  

· GetBucketVersioning : S3      

· GetAccountAuthorizationDetails : AWS  IAM Entity( , ,  )   

                                

Lateral Movement  

(  ) 

          

(      AWS     ) 
 

· AssumeRole:        

· SwitchRole:        

Exfiltration  

( ) 

          

(S3   ,       ) 
 

· GetObject: S3    

· CopyObject: S3    

· CreateSnapShot: EBS     

· ModifySnapshotAttributes : EBS      

· ModifyImageAttribute : AMI(Amazon Machine Image)     

· SharedSnapshotCopyInitiated :    

· SharedSnapshotVolumeCreated:     

· ModifyDBSnapshotAttribute : RDS     

· CreateDBSnapshot: RDS   

· PutBucketPolicy : S3        

· PutBucketAcl: S3  ACL       
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Impact  

( ) 

 , ,        

(  ,     ) 
 

· PutBucketVersioning : S3      

· RunInstances:  EC2    

             (         ) 

· DeleteAccountPublicAccessBlock : S3      

· DeleteObject : S3    

· DeleteDBInstance: RDS    

· ModifyDBInstance: RDS    
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2)  VPC Flow Logs  

VPC Flow Logs  S3   ,   Parquet (Gzip      

)  , CloudWatch    CloudWatch   .     

  . 

[  129 ] VPC Flow Logs  

  

123456789012 eni -1a2b3c4d 203.0.113.10 172.31.5.10 54321 22 6 1 40 1678886400 1678886401 REJECT 

OK 

 

[  130 ]      VPC Flow Log s   

   

account - id        AWS  ID 

interface -id      ID 

srcaddr  
  :  Soure IP,  

  :     IP 

dstaddr  
  :   IP, 

       IP 

srcport   srcaddr    

dstport   dstaddr    

protocol   IANA  (TCP 6, UDP 17 ) 

packets       

bytes       

start            (Unix Timestamp)  

end           (Unix Timestamp)  

action    (ACCEPT, REJECT) 
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MITRE ATT&CK   VPC Flow Log s   . 
 

[  131 ] MITRE ATT&CK    VPC Flow Log s  

   

Reconnaissance  

( ) 

       

(  IP      ) 
 

·  IP(203.0.113.10)    SSH   , 

    ACL   (REJECT)    
 

123456789012 eni- 1a2b3c4d 203.0.113.10 172.31.5.10  54321 22 6 1 40 1678886400 1678886401 

REJECT OK 

123456789012 eni- 1a2b3c4d 203.0.113.10 172.31.5.11  54321 22 6 1 40 1678886401 1678886402 

REJECT OK 

123456789012 eni- 1a2b3c4d 203.0.113.10 172.31.5.12  54321 22 6 1 40 1678886402 1678886402 

REJECT OK  

Initial Access  

(  ) 

       

(  IP    ,    IP   IP   ) 
 

·  IP(203.0.113.10)   (172.31.5.10)  RDP     
 

123456789012 eni- 1a2b3c4d 203.0.113.10 172.31.5.10  54321 3389 6 1 40 1678886400 1678886430 

ACCEPT OK 

Lateral Movement  

(  ) 

           

(        ) 
 

·    IP  SMB         
 

123456789012 eni- 1a2b3c4d 172.31.5.10 172.31.5.20 445  55555 6 100 10000 1678888000 1678888010 

ACCEPT OK 

Command and 

Control  

(  ) 

          

(   C2    ) 
 

·    IP  5GB   

123456789012 eni- 1a2b3c4d 172.31.5.10 198.51.100.1  54321 443 6 200 20000 1678889000 

1678889030 ACCEPT OK  

Exfiltration  

( ) 

        

(           ) 
 

·    IP  5GB     

123456789012 eni- 1a2b3c4d 172.31.5.10 203.0.113.1  54321 80 6 100000 5368709120 1678890000 

1678910020 ACCEPT OK 
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3)  S3 Server Access Log  

S3 Server Access Log           .  

  S3      .       . 
 

[  132 ] S3 Server Access Log  

  

123456789012 eni -1a2b3c4d 203.0.113.10 172.31.5.10 54321 22 6 1 40 1678886400 1678886401 REJECT 

OK 

 

[  133 ]      S3 Server Access  Log   

   

Bucket Owner  S3   AWS ID  

Bucket    S3   

Time     (UTC) 

Remote IP     IP  

Requester   IAM  , IAM     AWS  

Request ID  Amazon S3        ID 

Operation    S3    

Key     

Request -URI HTTP    Request -URI  

HTTP Status    HTTP  (200, 403, 404 ) 

Error Code     S3   

Bytes Sent       

Object Size    

Total Time  S3      

User -Agent       
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MITRE ATT&CK   S3 Server Access Log   . 
 

[  134 ] MITRE ATT&CK    S3 Server Access Log  

   

Privilege  Escalation  

(  ) 

            

(   S3     ) 
 

· REST.PUT.ACL:   S3  ACL  

Discovery  

( ) 

 S3         

(S3  ,       ) 
 

· REST.GET.BUCKET: S3    

· REST.GET.ACL:   S3  ACL  

· REST.GET.BUCKET.LOCATION: S3     

· REST.GET.ENCRYPTION:     

Exfiltration  

( ) 

 S3         

(S3   ,  S3      )  
 

· REST.GET.OBJECT:    

· REST.COPY.OBJECT:    

Impact  

( ) 

         

(S3    S3    ) 
 

· REST.DELETE.OBJECT:    

· REST.DELETE.BUCKET: S3    
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4)  CloudWatch Log s 

CloudWatch Logs Insights   AWS           

    .         . 
 

[  135 ] CloudWatch       

    

  

   

(CloudTrail Log)  

 24    (ConsoleLogin)  IP   

          
 

·    

f ields @timestamp, @message                                                     

| filter eventName = 'ConsoleLogin' and errorMessage = 'Failed authentication'  

| stats count(*) as login_failures by sourceIPAddress                            

| sort login_failures desc                                                       

    

  

(CloudTrail Log)  

          API   

      
 

·    

fields @timestamp, eventName, userIdentity.arn, requestParameters.userName, 

sourceIPAddress                                                              

| filter eventName = "CreateAccessKey"                                        

| sort @timestamp desc                                                        

| limit 50                                                                    

   

(VPC Flow Log s) 

   (REJECT)     IP   

         
 

·    

fields @timestamp, @message                                                  

| filter action = 'REJECT'                                                    

| stats count(*) as rejected_packets by srcAddr                               

| sort rejected_packets desc                                                  

| limit 10                                                                    

   

(S3 Access Log)  

   IP  IAM      

       
 

·    

fields @timestamp, requester, bucket, requestUri, status                      

| filter bucket = 'important - data- bucket' and status = 'AccessDenied'         

| stats count(*) as denied_access by requester, remoteIP                      

| sort denied_access desc                                                     
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5)  RDS Log s 

    (MySQL, PostgreSQL, MariaDB )     . 

    ,  ,          . 

AWS DB  (AWS DB Instance Events)   JSON      

 . 

[  136 ] RDS Logs  

  

{ "version": "0", "id": "68f6e973 -1a0c -d37b -f2f2 -94a7f62ffd4e", "detail - type": "RDS DB Instance Event", 

"source": "aws.rds", "account": "123456789012", "time": "2018 -09 -27T22:36:43Z", "region": "us -east -1", 

"resources": [ "arn:aws:rds:us -east -1:12345678901 2:db:my -db -instance" ], "detail": { "EventCategories": 

[ "failover" ], "SourceType": "DB_INSTANCE", "SourceArn": "arn:aws:rds:us -east -1:123456789012:db:my -db -

instance", "Date": "2018 -09 -27T22:36:43.292Z", "Message": "A Multi -AZ failover has completed.", 

"SourceIdentifier": "my -db -instance", "EventID": "RDS -EVENT-0049" } }  

 

[  137 ] AWS DB Instance Events   

   

ID  ID (  ) 

Detail - type     (EventBridge    ) 

Account    AWS  ID 

Time     (UTC) 

Region    AWS  

EventCategories   (availability, security, configuration change ) 

Data     (UTC) 

Message     

SourceIdentifier      

EventID      ID 
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MITRE ATT&CK   RDS Log   . 
 

[  138 ] MITRE ATT&CK    RDS Log s  

   

Defense Evasion   

(  ) 

           

(AWS DB      ) 
 

· RDS- EVENT- 0332:     

Exfiltration  

( ) 

        

(DB           ) 
 

· RDS- EVENT- 0014: DB        

Impact  

( ) 

         

(DB  ,    ,     ) 
 

· RDS- EVENT- 0003: DB   

· RDS- EVENT- 0041:    

· RDS- EVENT- 0028:    

 

 

  



 
 

 

 -  133  -  

AWS   DFIR   

6)  GuardDuty Findings  

GuardDuty Findings  JSON  ,        .  

  Finding Type      . Finding Type   . 
 

[  139 ] GuardDuty Findings Type  

Finding Type   

ThreatPurpose:ResourceTypeAffected/ThreatFamilyName.DetectionMechanism!Artifact  

   

ThreatPurpose    (Backdoor, DefenseEvasion, Discovery, Recon ) 

ResourceTypeAffected    AWS  

ThreatFamilyName      

DetectionMechanism    (TCP, UDP ) 

Artifact    (  ) 

 

  Findings      . 
 

[  140 ] GuardDuty Findings   

  

    , (High), (Medium), (Low)   

 ID   AWS  ID 

   AWS  

       (EC2  ID, S3    

      (IP, ,   ) 
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GuardDuty Findings    . 
 

[  141 ] GuardDuty Findings   

  

    
Amazon EventBridge  AWS Lambda        

Findings           

   

    

 Findings  Amazon S3    ,  

Amazon Athena   SQL     

Amazon OpenSeacrh  QuickSight        

            . 

   

  , Findings    IP,   ,     

  CloudTrail Log , VPC Flow Log s        

       

   IP   

    

 IP   IP          

(   IP           ) 
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7)  WAF Log  

WAF Log  JSON  ,        .   WAF 

     ,      . 

[  142 ] AWS Logs  

   

"timestamp": 1758865233531, "formatVersion": 1, "webaclId": "arn:aws:wafv2:ap -southeast -

2:111122223333:regional/webacl/STMTest/1EXAMPLE -2ARN -3ARN -4ARN -123456EXAMPLE", 

"terminatingRuleId": "Test_SQLi_XSS", "terminatingRuleType": "REGULAR", "action": "BLOCK" , 

"terminatingRuleMatchDetails": [ { "conditionType": "SQL_INJECTION", "sensitivityLevel": "HIGH", "location": 

"HEADER", "matchedData": [ "10", "AND", "1" ] } ],  

-    - 

 

[  143 ] WAF Log   

   

timestamp     

formatVersion     

webaclId    Web ACL  ID 

terminatingRuleId        ID 

action     (ALLOW, BLOCK, COUNT ) 

terminatingRuleMatchDetails       

httpRequest  

HTTP     

-  clientIp:    IP  

-  country:  IP   (KR, US ) 

-  headers:    

-  uri:  URI  

-  args:     

-  httpVersion: HTTP  

- httpMethod:   HTTP (GET, POST ) 

rateBasedRuleList       IP  (  ) 

 

WAF Log           ,     . 

[  144 ] WAF Log   

  

SQL  

(SQL Injection)  
řterminatingRuleMatchDetails Ś  SQL      

   

(XSS) 

 URI,      (<script>, </script>)   

    

   

(Directory Traversal)  
 (../)    URI     

   (DoS/DDoS)    IP         
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5.2.       DFIR CheatSheet   

MITRE ATT&CK   AWS (CloudTrail Log, S3 Access Log)       

  DFIR CheatSheet  .     ,   ,    

    DFIR            .  
 

Cheatsheet  CloudTrail Log  175   S3 Access Log  47    . 
 

 

[  6 ] DFIR Cheatsheet ŕ AWS CloudTrail Log   
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[  7 ] DFIR Cheatsheet  ŕ AWS S3 Server Access Logs   
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CloudTrail Log        . 
 

[  145 ] DFIR CheatSheet      -  CloudTrail  

      

Initial Access  

(  ) 

ConsoleLogin  AWS       

PasswordRecoveryRequested  IAM    (Password reset)  

AssumeRoleWithWebIdentity            

GetSessionToken  STS(Security Token Service)      

GetFederationToken   (AccessKey/Secret/SessionToken)   

StartSession  SSM   EC2/   ( )  

GetAuthorizationToken  ECR   /      

Execution  

(  ) 

StartInstance   EC2   

StartInstances    EC2   

Invoke  AWS Lambda   

SendCommand  EC2    

Persistence  

(  ) 

CreateAccessKey  AWS        

CreateUser   IAM   

CreateNetworkAclEntry  VPC  ACL  /    

CreateRoute     (Route)  

CreateLoginProfile  IAM      

AuthorizeSecurityGroupEgress     ( / )     

AuthorizeSecurityGroupIngress     ( / )      

CreateVirtualMFADevice   MFA   

CreateConnection  Direct Connect   VPN Connection  

ApplySecurityGroupsToLoadBalancer   (ELB)     

SetSecurityGroups  
EC2 Network Interface, Lambda, ENI    

      

AuthorizeDBSecurityGroupIngress  RDS  DB       

CreateDBSecurityGroup  RDS   

ChangePassword  IAM    

CreateFunction   Lambda (  + )  

CreateTags  AWS     

DeleteBucketCors   CORS(Cross-Origin Resource Sharing)   

DeleteBucketPolicy  S3    

CreateImage  EC2  AMI(  )  
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Persistence  

(  ) 

CreateInstance  EC2   

CreateKeyPair  
SSH  ( / )    

(   )   

CreateRepository   (Repository)   

PutImage  ECR     

PutUserData  
EC2  User Data(    )  

          

EnableSerialConsoleAccess  EC2 Serial Console   

Privilege Escalation  

(  ) 

CreateGroup  ( )  IAM   

UpdateAccessKey  
 IAM  Access Key  ( / )  

AccessKey   

PutGroupPolicy   IAM      

PutRolePolicy   (Role)      

PutUserPolicy   IAM     

AddRoleToInstanceProfile  EC2   (Role)  

AddUserToGroup   IAM     

AttachUserPolicy  
AWS -managed  custom    

IAM   

AttachRolePolicy   IAM    

AddPermission     Principal( )       

UpdateFunctionCode   Lambda     

CreatePolicy   IAM   

UpdateFunctionConfiguration  Lambda    

CreatePolicyVersion   IAM      

CreateInstanceProfile  EC2     IAM Instance   

CreateRole   IAM   

PassRole  
 (Lambda, EC2 )  IAM    

      

Defense Evasion  

(  ) 

StopLogging  CloudTrail   Trail   

DeleteTrail  CloudTrail     

UpdateTrail  CloudTrail     

PutEventSelectors  CloudTrail   (Data/Management)   

DeleteFlowLogs  VPC Flow Logs  

DeleteDetector  GuardDuty      

DeleteMembers  GuardDuty    
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Defense Evasion  

(  ) 

DeleteSnapshot  EBS  RDS   

DeactivateMFADevice    MFA   

DeleteCertificate  IAM Server/Client (SSL/TLS)  

DeleteConfigRule  AWS Config   

DeleteAccessKey  IAM  Access Key  

LeaveOrganization   AWS Organization (   )   

DisassociateFromMasterAccount  AWS GuardDuty  SecurityHub      

DisassociateMembers  GuardDuty      

StopMonitoringMembers  GuardDuty      

DeleteLogGroup  CloudWatch Logs     

DetachUserPolicy  IAM   (Policy ARN)  

DeletePolicy  IAM    

DisableKey  KMS   

ScheduleKeyDeletion  KMS    

DeleteDBCluster  Amazon RDS  DB    

DeleteDBClusterSnapshot  DB   (DB Cluster Snapshot)  

DeletePublicAccessBlock  S3 Public Access    

RevokeSecurityGroupIngress  EC2       

RevokeSecurityGroupEgress  EC2       

PutMetricAlarm  CloudWatch   

DeleteAlarms  CloudWatch   

StopConfigurationRecorder  AWS Config       

PutDeliveryChannel  AWS Config     

PutKeyPolicy   KMS    

DeleteAlias  KMS, Lambda  (Alias)  

CreateAlias  KMS, Lambda  (Alias)  

DeleteBucketTagging   (  )  

PutBucketLifecycle  
S3  Lifecycle  (   )   

 ,    

ModifyNetworkInterfaceAttribute  ENI   

Credential Access  

(  ) 

GetSecretValue  AWS Secrets Manager      

PutSecretValue  AWS Secrets Manager     /  

GetPasswordData  EC2  Windows      

RequestCertificate  AWS Certificate Manager   SSL/TLS   
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Credential Access  

(  ) 

CreateSecret  AWS Secrets Manager    

DeleteSecret  AWS Secrets Manager    

UpdateAssumeRolePolicy  IAM     

ListSecrets  
AWS Secrets Manager    ( , 

, ARN )  

Discovery  

( ) 

ListUsers  IAM    

ListRoles  IAM    

ListIdentities  Cognito/AWS Identity Pool     

ListAccessKeys  IAM  Access Key   

ListServiceQuotas  AWS    

ListInstanceProfiles   (EC2 Role )   

ListBucket        

ListBuckets  S3    

ListGroups  IAM    

GetSendQuota  SES     

GetCallerIdentity   STS /    

DescribeInstances  EC2    

GetBucketAcl  S3  (ACL)  

GetBucketVersioning  S3     

GetAccountAuthorizationDetails  IAM , ,      

ListObjects  S3      

HeadObject  S3       

GetBucketPolicy  S3     

DescribeDBClusters  RDS      

DescribeDBClusterSnapshots  RDS      

GetPublicAccessBlock          

GetObjectAcl  S3   (ACL)  

GetConsoleScreenshot  
EC2   (  )    

(Base64)   

BatchGetCommits  
CodeCommit       

    

DescribeTrails  CloudTrail     

DescribeSnapshots  EBS (  )      

Lateral Movement  

(  ) 
AssumeRole  

STS(Security Token Service)    IAM   
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Lateral Movement  

(  ) 

SwitchRole  
AWS Management Console     

  Role     

CreateVpcPeeringConnection  VPC    

AuthorizeSecurityGroupIngress       

ReplaceRoute  VPC  Route Table       

CreateGrant  
KMS Key        

/   

CreateNatGateway  
        

NAT   

Exfiltration  

( ) 

GetObject  S3       

CopyObject  S3         

CreateSnapShot  EBS     

CopySnapshot     /   

ModifySnapshotAttributes  EBS     

ModifyImageAttribute  EC2 AMI      

SharedSnapshotCopyInitiated        

SharedSnapshotVolumeCreated       

ModifyDBSnapshotAttribute  RDS DB     

CreateDBSnapshot  RDS DB      

PutBucketPolicy  S3    

PutBucketAcl  S3   (ACL)  

ModifyDBClusterSnapshotAttribute  RDS      

RestoreDBClusterFromSnapshot        

PutObjectAcl  S3     (ACL)   

PutPublicAccessBlock  S3    (Public Access Block)  

CopyDBSnapshot  DB   /    

RestoreDBInstanceFromDBSnapshot   RDS      

InvokeFunction  Lambda    ( )    

DeleteBucketPublicAccessBlock  S3        

CreateKey  KMS   

DeleteBucketEncryption  S3     

StartExportTask  
CloudWatch Logs, AWS Config     

 (S3 )   Export   

 

(Impact)  
PutBucketVersioning  S3         
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(Impact)  

RunInstances   EC2   

DeleteAccountPublicAccessBlock  AWS   S3      

DeleteObject  S3      

DeleteObjects  S3    (  1000 )   

DeleteDBInstance  RDS   

ModifyDBInstance  RDS    

PutObject  S3  (   ) 

DeleteBucket  S3    

DeleteBucketLifecycle  S3   (Lifecycle rule)  

DeleteDBSnapshot  RDS   

DeleteBucketReplication        

DisableKey  KMS   

TerminateInstances  AWS EC2   

DeleteVolume  AWS EBS   

DeleteRecoveryPoint  AWS Backup     

EncryptVolume  EBS      

PutBucketEncryption  S3         

PutBucketReplication  S3          

AttachInternetGateway  Internet Gateway  VPC       

DeleteSecurityGroup           
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S3 Access Logs        . 
 

[  146 ] DFIR CheatSheet      ŕ S3 Access Log  

      

Reconnaissance  

( ) 

REST.HEAD.BUCKET 
        

HTTP HEAD  

REST.OPTIONS.PREFLIGHT 
   CORS    

  HTTP OPTIONS  

Privilege Escalation  

(  ) 
REST.PUT.ACL   S3   (ACL)  

Persistence  

( ) 

REST.PUT.OBJECT S3 ( )      

REST.PUT.BUCKETNOTIFICATION  S3       

REST.GET.BUCKETNOTIFICATION        

Discovery  

( ) 

REST.GET.BUCKET S3    

REST.GET.ACL   S3  ACL  

REST.GET.BUCKET.LOCATION S3     

REST.GET.ENCRYPTION   (SSE)   

REST.GET.BUCKETACL S3  ACL  

REST.GET.BUCKETPOLICY S3     

REST.GET.SERVICE ( )       

REST.LIST.MULTIPART.UPLOADS           

REST.HEAD.OBJECT  / ( , ETag, Content -Type )  

REST.GET.OBJECT.VERSION        

REST.LIST.OBJECT.VERSIONS 
         

  

Defense Evasion  

(  ) 

REST.DELETE.BUCKETPUBLICACCESSBLOCK  /   S3 PublicAccessBlock   

DELETE.OBJECT.VERSION         

REST.GET.OBJECT.TAGGING   ( )  

REST.PUT.OBJECT.TAGGING   ( )  

REST.PUT.BUCKETVERSIONING   (Versioning)    

REST.GET.BUCKETVERSIONING   (  )  

REST.GET.BUCKETLIFECYCLE   lifecycle   

REST.PUT.OBJECT.RETENTION    (Retention)  

REST.PUT.OBJECT.LEGALHOLD    (Legal Hold)  /  

REST.PUT.BUCKETLOGGING     (    )  /  

REST.GET.BUCKETLOGGING       
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Defense Evasion  

(  ) 

REST.DELETE.BUCKETLOGGING      

REST.DELETE.BUCKETNOTIFICATION       

REST.DELETE.BUCKETREPLICATION      

Exfiltration  

( ) 

REST.GET.OBJECT S3 ( )  

REST.COPY.OBJECT S3  /  (  )   

REST.PUT.BUCKETACL   ACL  

REST.PUT.BUCKETPOLICY         

REST.PUT.BUCKET  S3   

REST.INITIATE.MULTIPART.UPLOAD     uploadId( )  

REST.UPLOAD.PART       

REST.COMPLETE.MULTIPART.UPLOAD         

REST.ABORT.MULTIPART.UPLOAD          

REST.PUT.BUCKETREPLICATION  
         

  

REST.GET.BUCKETREPLICATION      

REST.RESTORE.OBJECT 
Glacier/Archive       

  

REST.GET.OBJECT.TORRENT ( ) S3       

Impact  

( ) 

REST.DELETE.OBJECT    

REST.DELETE.BUCKET    
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5.3.  AWS DFIR     

AWS         AWS DFIR   (bitParser for AWS 

Log)  .   CloudTrail Log, VPC Flow Logs, S3 Access Log       

     ,          

 .  
 

, CloudTrail Log  S3 Access Log     DFIR CheatSheet      

          . 

 

 

[  8 ] bitParser for AWS Log    
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    . 
 

[  147 ] bitParser for AWS Log   

   

   

· CloudTrail Log : AWS API    (JSON ) 

· VPC Flow  Logs:     

· S3 Access Log: S3     

CloudTrail Log   

·    20  IP     ( /  ,  ) 

·   (22:00 ŕ 06:00)    IP  

·   (22:00 ŕ 06:00)      

·        

· User -Agent     (AWS CLI, SDK,  ) 

·     

· AWS      

·  /    

· AWS       

· MITRE ATT&CK    (DFIR Cheat Sheet   17 5  ) 

· MITRE ATT&CK     CloudTrail Log    

VPC Flow Logs  

·    20  IP (srcIP, dstIP)  

·  20      

·   (22:00 ŕ 06:00)      (RDP, SSH ) 

·  20       

·  20        

S3 Access Log  

·  20   ARN  IP  

·      ( , S3 , Prefix,  ) 

· User -Agent     (AWS CLI, SDK,  ) 

· MITRE ATT&CK    (DFIR Cheat Sheet   47  ) 

· MITRE ATT&CK     S3 Access Log   

   

·    (   Parse_Logs   csv  ) 

·     (   Analysis_Log   xlsx  ) 

·       (   Report   html  ) 

    · CloudTrail   AWS        
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       . 
 

 

[  9 ]       (CloudTrail Log ) 

 

[  10 ]       (VPC Flow L ogs ŕ      ) 

 

[  11 ]       (CloudTrail Log  ŕ DFIR Cheat Sheet    ) 
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[  12 ]       (CloudTrail Log ) 

 

 
[  13 ]       (S3 Access Log)  
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6.      

       AWS         

, AWS            . , 

   AWS DFIR   (bitParser for AWS Log,  bitParser)     

    ,    . 
 

6     . 
 

[  148 ]    ŕ     

    

1          AWS        

2           bitParser      
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6.1.     

       PC        AWS IAM  

  (PEM)  .  AWS IAM   AWS Cloud   IAM 

 ,  IAM   AWS CLI  Cloud  . ,   

 (PEM)   EC2 Instance  . 
 

,  EC2 Instance    (RDP)   , AWS CLI   

S3 Bucket        SSE_C Key  . 

 

[  14 ]    
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       . 
 

[  149 ] MITRE ATT&CK    

    

Initial Access  

(  ) 
·        

Discovery & Collection  

(  ) 

·     

·  (PEM)  

· AWS     EC2, S3   

· AWS CLI     

Persistence  

( ) 

·   IAM   (access .admin)  

· AWS CLI   

Lateral Movement  

(  ) 
· AWS EC2    (RDP) 

Defense Evasion  

(  ) 
· AWS CloudTrail  

Impact  

( ) 

· AWS EC2     

· AWS EC2    

· AWS S3    

· AWS S3    
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6.2.     

AWS             (CloudTrail, VPC 

Flow Logs, S3 Access Log)   ,        . 

 

1)   PC     AWS Console  

CloudTrail   IAM (access.admin)  MFA  85.203.21.5( ) IP  Chrome 

  AWS Console       . 
 

 

[  15 ] CloudTrail   AWS Console   

 

[  150 ] AWS Console      

    

AWS Console  

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/access.admin  

- userName: access.admin  

· eventTime: 2025 -10 -01T11:30:00Z  

· eventSource: signin.amazonaws.com  

· eventName: ConsoleLogin  

· awsRegion: ap -southeast -2 

· sourceIPAddress: 85.203.21.49  

· userAgent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 

Safari/537.36  

· responseElements  

- ConsoleLogin : Success  

· additionalEventData  

- MobileVersion : No 

- MFAUsed : No 
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bitParser           . 
 

 

[  16 ] bitParser      AWS Console   

 

, bitParser      (¾¼Ê¾º©<¾¯±¼ LÌ{Ì±ÊÌ±¥Ê    IP  

 IP      .        ,   

 30     . 
 

 

[  17 ] bitParser       řConsoleLogin Statistics Ś  
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2)   AWS IAM   

CloudTrail  IAM (access.admin)  85.203.21.49( ) IP  Chrome   

 IAM (acces.admin)      . 
 

 

[  18 ] CloudTrail   AWS IAM    

 

[  151 ] AWS IAM       

    

AWS IAM   

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/access.admin  

- userName: access.admin  

· eventTime: 2025 -10 -01T11:34:02Z  

· eventSource: iam.amazonaws.com  

· eventName: CreateUser  

· awsRegion: us-east -1 

· sourceIPAddress: 85.203.21.49  

· userAgent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 

Safari/537.36  

· responseElements  

- user :userName : acces.admin  

- user: userId: AIDATLWX2S7N4NW5SSOW6  

- user: createDate: Oct 1, 2025, 11:34:02 AM  

 

bitParser          . 
 

 

[  19 ] bitParser     AWS IAM    
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3)   AWS IAM  Console   

CloudTrail  IAM (access.admin)  85.203.21.26( ) IP  Chrome   IAM 

(acces.admin)  Console    LoginProfile      . 
 

 

[  20 ] CloudTrail   AWS IAM  Console    
 

[  152 ] AWS IAM  Console       

    

AWS IAM  

Console   

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/access.admin  

- userName: access.admin  

· sessionContext  

-  creationDate: 2025 -10 -01T11:30:00Z  

- mfaAuthenticated: false  

· eventTime: 2025 -10 -01T11:35:31Z  

· eventSource: iam.amazonaws.com  

· eventName: CreateLoginProfile  

· awsRegion: us-east -1 

· sourceIPAddress: 85.203.21. 26  

· userAgent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 

Safari/537.36  

· responseElements  

- loginprofile:userName: acces.admin  

- loginprofile: createDate: Oct 1, 2025, 11:35:31 AM  

- loginprofile: passwordResetRequired: false  

 

bitParser          . 
 

 

[  21 ] bitParser     AWS IAM  Console    
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4)   AWS IAM  Access Key  

CloudTrail  IAM (access.admin)  85.203.21.26( ) IP  Chrome   

IAM (acces.admin)  Access Key      . 
 

 

[  22 ] CloudTrail   AWS IAM  Access Key   

 

[  153 ] AWS IAM  Access Key      

    

AWS IAM  

Access Key  

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/access.admin  

- userName: access.admin  

· sessionContext  

-  creationDate: 2025 -10 -01T11:30:00Z  

- mfaAuthenticated: false  

· eventTime: 2025 -10 -01T11:36:30 Z 

· eventSource: iam.amazonaws.com  

· eventName: CreateAccessKey  

· awsRegion: us-east -1 

· sourceIPAddress: 85.203.21. 26  

· userAgent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 

Safari/537.36  

· responseElements  

- userName: acces.admin  

- accessKeyId: AKIATLWX2S7NSYHHZ2BL  

- status: Active  

- createDate: Oct 1, 2025, 11:36:30 AM  

 

bitParser          . 
 

 

[  23 ] bitParser     AWS IAM  Access Key   
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5)  AWS Console   EC2   

CloudTrail  IAM (acces.admin)  85.203.21.24( ) IP  Chrome   

EC2       . 
 

 

[  24 ] CloudTrail   AWS Console   EC2    

 

[  154 ] AWS Console   EC2       

    

AWS Console   

EC2   

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/acces.admin  

- userName : acces.admin  

· sessionContext  

-  creationDate: 2025 -10 -01T11:40:32Z  

- mfaAuthenticated: false  

· eventTime: 2025 -10 -01T11:41:37Z  

· eventSource: ec2.amazonaws.com  

· eventName: DescribeInstances  

· awsRegion: ap -southeast -2 

· sourceIPAddress: 85.203.21. 24  

· userAgent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 

Safari/537.36  

 

bitParser          . 
 

 

[  25 ] bitParser    AWS Console   EC2    
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6)  AWS Console   S3   

CloudTrail  S3 Access Log  IAM (acces .admin)  85.203.21.53( ) IP  Chrome 

  S3       . 
 

 

[  26 ] CloudTrail   AWS Console   S3    

 

 

[  27 ] S3 Access Log   AWS Console   S3    

 

[  155 ] AWS Console   S3       

    

(CloudTrail)  

AWS Console   

S3   

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/acces.admin  

- userName: acces.admin  

· sessionContext  

-  creationDate: 2025 -10 -01T11:40:32Z  

- mfaAuthenticated: false  

· eventTime: 2025 -10 -01T11:43:36Z  

· eventSource: s3.amazonaws.com  

· eventName: ListBuckets  

· awsRegion: us-east -1 

· sourceIPAddress: 85.203.21. 48  

· userAgent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 

Safari/537.36  
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(S3 Access Log)  

AWS Console   

S3   

· eventTime: [01/Oct/2025:11:43:37 +0000]  

· sourceIPAddress: 85.203.21.53  

· task: REST.OPTIONS.PREFLIGHT  or REST.HEAD.BUCKET  

· StatusCode: 200  

· User -Agent: https://ap -northeast -2.console.aws.amazon.com/" 

"Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 

(KHTML, like Gecko) Chrome/140.0.0.0 Safari/537.36  

 

bitParser          . 
 

 

[  28 ] bitParser     AWS Console   S3    
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7)  AWS CLI   IAM    

CloudTrail  IAM (acces.admin)  85.203.21.67( ) IP  AWS CLI  ±{» º±ÊÌ-ÍÊ©ÉÊ

  IAM       . 
 

 

[  29 ] CloudTrail   AWS CLI   IAM     

 

[  156 ] AWS CLI   IAM        

    

AWS CLI   

IAM    

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/acces.admin  

- userName : acces.admin  

· eventTime: 2025 -10 -01T11:46:03Z  

· eventSource: iam.amazonaws.com  

· eventName: ListUsers  

· awsRegion: us-east -1 

· sourceIPAddress: 85.203.21. 67  

· userAgent: aws -cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11 

md/arch#amd64 lang/python#3.13.7 md/pyimpl#C python m/C,E,Z,b,n 

cfg/retry -mode#standard md/installer#exe md/prompt#off 

md/command#iam.list -users  

 

bitParser          . 
 

 

[  30 ] bitParser     IAM     
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, bitParser      UserAgent Statistics      

UserAgent      . 
 

 

[  31 ] bitParser       řUserAgent Statistics Ś  
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8)  AWS CLI   IAM    

CloudTrail  IAM (acces.admin)  85.203.21.49( ) IP  AWS CLI  ±{» º±ÊÌ-É¾º©Ê

  IAM       . 
 

 

[  32 ] CloudTrail   AWS CLI   IAM     

 

[  157 ] AWS CLI   IAM        

    

AWS CLI   

IAM    

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/acces.admin  

- userName: acces.admin  

· eventTime: 2025 -10 -01T11:47:22Z  

· eventSource: iam.amazonaws.com  

· eventName: ListRoles  

· awsRegion: us-east -1 

· sourceIPAddress: 85.203.21. 49  

· userAgent: aws -cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11 

md/arch#amd64 lang/python#3.13.7 md/pyimpl#CPython m/Z,C,E,b,n 

cfg/retry -mode#standard md/installer#exe md/prompt#off 

md/command#iam.list -roles  

 

bitParser          . 
 

 

[  33 ] bitParser     IAM     
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9)  AWS CLI   IAM   

CloudTrail  IAM (acces.admin)  85.203.21.25( ) IP  AWS CLI  ±{» ¯©Ì-

account -authorization -§©Ì{±ºÊ  IAM      . 
 

 

[  34 ] CloudTrail   AWS CLI   IAM    

 

[  158 ] AWS CLI   IAM       

    

AWS CLI   

IAM   

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/acces.admin  

- userName: acces.admin  

· eventTime: 2025 -10 -01T11:48:24Z  

· eventSource: iam.amazonaws.com  

· eventName: GetAccountAuthorizationDetails  

· awsRegion: us-east -1 

· sourceIPAddress: 85.203.21. 25  

· userAgent: aws -cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11 

md/arch#amd64 lang/python#3.13.7 md/pyimpl#CPython m/C,Z,b,n,E 

cfg/retry -mode#standard md/installer#exe md/prompt#off 

md/command#iam.get -account -authorization -details  

 

bitParser          . 
 

 

[  35 ] bitParser     IAM   
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10)   AWS CLI   EC2    

CloudTrail  IAM (acces.admin)  85.203.21.38( ) IP  AWS CLI  ©¥ §©Ê¥É±¤©-

±¼ÊÌ{¼¥©Ê  EC2       . 
 

 

[  36 ] CloudTrail   AWS CLI   EC2     

 

[  159 ] AWS CLI   EC2        

    

AWS CLI   

EC2    

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/acces.admin  

- userName : acces.admin  

· eventTime: 2025 -10 -01T11:49:32Z  

· eventSource: ec2.amazonaws.com  

· eventName: DescribeInstances  

· awsRegion: ap -northeast -2 

· sourceIPAddress: 85.203.21. 38  

· userAgent: aws -cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11 

md/arch#amd64 lang/python#3.13.7 md/pyimpl#C python m/b,E,C,Z,n 

cfg/retry -mode#standard md/installer#exe md/prompt#off 

md/command#ec2.describe -instances  

 

bitParser          . 
 

 

[  37 ] bitParser     EC2    
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11)   AWS CLI   S3    

CloudTrail  IAM (acces.admin)  85.203.21.48( ) IP  AWS CLI  Ê ºÊ 

 S3       . 
 

 

[  38 ] CloudTrail   S3     

 

[  160 ] AWS CLI   S3        

    

AWS CLI   

S3    

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/acces.admin  

- userName: acces.admin  

· eventTime: 2025 -10 -01T11:51:42Z  

· eventSource: s3.amazonaws.com  

· eventName: ListBuckets  

· awsRegion: ap -northeast -2 

· sourceIPAddress: 85.203.21. 48  

· userAgent: aws -cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11 

md/arch#amd64 lang/python#3.13.7 md/pyimpl#CPython m/E,C,Z,n,b 

cfg/retry -mode#standard md/installer#exe md/prompt#off 

md/command#s3.ls  

 

bitParser          . 
 

 

[  39 ] bitParser     S3     

 

  



 
 

 

 -  167  -  

AWS   DFIR   

12)   AWS CLI   SecretsManager   

CloudTrail  IAM (acces.admin)  85.203.21.56( ) IP  AWS CLI    

SecretsManager      . 
 

 

[  40 ] CloudTrail   SecretsManager    

 

[  161 ] AWS CLI   SecretsManager       

    

AWS CLI    

SecretsManager    

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/acces.admin  

- userName: acces.admin  

· eventTime: 2025 -10 -01T11:53:32Z  

· eventSource: secretsmanager.amazonaws.com  

· eventName: ListSecrets  

· awsRegion: ap -northeast -2 

· sourceIPAddress: 85.203.21. 56  

· userAgent: aws -cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11 

md/arch#amd64 lang/python#3.13.7 md/pyimpl#CPython 

m/b,E,n,C,Z cfg/retry -mode#standard md/installer#exe 

md/prompt#off md/command#secretsmanager.list -secrets  

 

bitParser          . 
 

 

[  41 ] bitParser     SecretsManager    
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13)   AWS CLI   S3      

CloudTrail  S3 Server Access Log  IAM (acces.admin)  85.203.21.30( ) IP  

AWS CLI  Ê {Æ± ¯©Ì-bucket -Æ¾º±¥Ù   S3 (plainbit -s3)      

  . 
 

 

[  42 ] CloudTrail   AWS CLI   S3       

 

 

[  43 ] S3 Access Log   AWS CLI   S3       

 

[  162 ] AWS CLI   S3         

    

(CloudTrail)  

AWS CLI   

S3     

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/acces.admin  

- userName : acces.admin  

· eventTime: 2025 -10 -01T11:54:32Z  

· eventSource: s3.amazonaws.com  

· eventName: GetBucketPolicy  

· awsRegion: ap -northeast -2 

· sourceIPAddress: 85.203.21. 30  

· userAgent: aws -cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11 

md/arch#amd64 lang/python#3.13.7 md/pyimpl#C python m/b,n,E,Z 

cfg/retry -mode#standard md/installer#exe md/prompt#off 

md/command#s3api.get -bucket -policy  

· errorCode: NoSuchBucketPolicy  

· requestParameters  

- bucketName: plainbit -s3 
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(S3 Server Access Log)  

AWS CLI   

S3     

· bucketName: plainbit -s3 

· eventTime: [01/Oct/2025:11:54:32 +0000]  

· sourceIPAddress: 85.203.21.30  

· arn: arn:aws:iam::231307122651:user/acces.admin  

· task: REST.GET.BUCKETPOLICY  

· request: GET /?policy HTTP/1.1  

· statusCode: 404  

· userAgent: aws -cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11 

md/arch#amd64 lang/python#3.13.7 md/pyimpl#C python m/b,n,E,Z 

cfg/retry -mode#standard md/installer#exe md/prompt#off 

md/command#s3api.get -bucket -policy  

 

bitParser          . 
 

 

[  44 ] bitParser     S3      (CloudTrail)  

 

 

[  45 ] bitPaser     S3      (S3 Access Log)  
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14)   AWS CLI   S3  ACL   

CloudTrail  S3 Access Log  IAM (acces.admin)  85.203.21.53( ) IP  AWS 

CLI  Ê {Æ± ¯©Ì-bucket -{¥º   S3 (plainbit -s3) ACL      . 
 

 

[  46 ] CloudTrail   AWS CLI   S3  ACL    

 

 

[  47 ] S3 Access Log   AWS CLI   S3  ACL    

 

[  163 ] AWS CLI   S3  ACL       

    

(CloudTrail)  

AWS CLI   

S3  ACL   

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/acces.admin  

- userName : acces.admin  

· eventTime: 2025 -10 -01T11:55:11Z  

· eventSource: s3.amazonaws.com  

· eventName: GetBucketAcl  

· awsRegion: ap -northeast -2 

· sourceIPAddress: 85.203.21. 53  

· userAgent: aws -cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11 

md/arch#amd64 lang/python#3.13.7 md/pyimpl#C python m/b,E,n,Z 

cfg/retry -mode#standard md/installer#exe md/prompt#off 

md/command#s3api.get -bucket -acl  

· requestParameters  

- bucketName: plainbit -s3 
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(S3 Server Access Log)  

AWS CLI   

S3  ACL   

· bucketName: plainbit -s3 

· eventTime: [01/Oct/2025:11:55:11 +0000]  

· sourceIPAddress: 85.203.21. 53  

· arn: arn:aws:iam::231307122651:user/acces.admin  

· task: REST.GET.ACL 

· request: GET /?acl HTTP/1.1  

· statusCode: 200  

· userAgent: aws -cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11 

md/arch#amd64 lang/python#3.13.7 md/pyimpl#C python m/b,E,n,Z 

cfg/retry -mode#standard md/installer#exe md/prompt#off 

md/command#s3api.get -bucket -acl  

 

bitParser          . 
 

 

[  48 ] bitParser     S3  ACL   (CloudTrail)  

 

 

[  49 ] bitParser     S3  ACL   (S3 Access Log)  
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15)   EC2  Public IP   

CloudTrail  IAM (acces.admin)  85.203.21.49( ) IP  Chrome   

 (eni -01af8a2eb6f8e8394)  Public IP Address      . 
 

 

[  50 ] CloudTrail   EC2  Public IP    
 

[  164 ] EC2  Public IP       

    

EC2  

Public IP   

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/acces.admin  

- userName: acces.admin  

· eventTime: 2025 -10 -01T12:00:11Z  

· eventSource: ec2.amazonaws.com  

· eventName: ModifyNetworkInterfaceAttribute  

· awsRegion: ap -northeast -2 

· sourceIPAddress: 85.203.21. 49  

· userAgent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 

Safari/537.36  

· requestParameters  

- networkInterfaceId: eni -01af8a2eb6f8e8394  

- associatePublicIpAddress: true  

 

bitParser          . 
 

 

[  51 ] bit Parser     EC2  Public IP    
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16)   EC2    

CloudTrail  IAM (acces.admin)  85.203.21.56( ) IP  Chrome   

EC2       . 
 

 

[  52 ] CloudTrail   EC2     

 

[  165 ] EC2        

    

EC2  

  

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/acces.admin  

- userName : acces.admin  

· eventTime: 2025 -10 -02T04:31:49Z  

· eventSource: ec2.amazonaws.com  

· eventName: GetPasswordData  

· awsRegion: ap -northeast -2 

· sourceIPAddress: 85.203.21 .56  

· userAgent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) 

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 

Safari/537.36  

· requestParameters  

- instanceId: i -01d86d270432b7980  

 

bitParser          . 
 

 

[  53 ] bitParser     EC2     
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17)   EC2   (RDP)  

VPC Flow Logs  85.203.21.4( ) IP  172.31.34.5(Public IP)  RDP(3389)  

(ACCEPT)     . 
 

 

[  54 ] VPC Flow Logs   EC2   (RDP)  

 

[  166 ]  (RDP)     

    

 (RDP) 

· account - id: 231307122651  

· interface -id: eni -01af8a2eb6f8e8394  

· srcaddr: 85.203.21.4  

· dstaddr: 172.31.34.5  

· srcport: 20813  

· dstport: 3389  

· protocol: 6  

· packets: 1167  

· bytes: 137739  

· start: 1759379663  

· end: 1759379673  

· action: ACCEPT  

 

bitParser          . 
 

 

[  55 ] bitParser      (RDP)  
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18)   AWS CLI    CloudTrail   

CloudTrail  IAM (acces.admin)  85.203.21.7( ) IP  AWS CLI  ¥º¾Í§ÌÉ{±º

describe -ÌÉ{±ºÊ  CloudTrail      . 
 

 

[  56 ] CloudTrail   AWS CLI   CloudTrail    

 

[  167 ] AWS CLI   CloudTrail       

    

AWS CLI   

CloudTrail   

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/acces.admin  

- userName: acces.admin  

· eventTime: 2025 -10 -01T12:25:03Z  

· eventSource: cloudtrail.amazonaws.com  

· eventName: DescribeTrails  

· awsRegion: ap -northeast -2 

· sourceIPAddress: 85.203.21. 7 

· userAgent: aws -cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11 

md/arch#amd64 lang/python#3.13.7 md/pyimpl#CPython m/n,Z,b,E 

cfg/retry -mode#standard md/installer#exe md/prompt#off 

md/command#cloudtrail.describe -trails  

 

bitParser          . 
 

 

[  57 ] bitParser     CloudTrail    
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19)   AWS CLI   CloudTrail  

CloudTrail  IAM (acces.admin)  85.203.21.67( ) IP  AWS CLI  ¥º¾Í§ÌÉ{±º ÊÌ¾Æ-

º¾¯¯±¼¯  CloudTrail(PLAINBIT -TRAIL)        . 
 

 

[  58 ] CloudTrail   AWS CLI   CloudTrail   

 

[  168 ] AWS CLI   CloudTrail      

    

AWS CLI   

CloudTrail  

· userIdentity  

-  type: IAMUser  

- arn: arn:aws:iam::231307122651:user/acces.admin  

- userName: acces.admin  

· eventTime: 2025 -10 -01T12:25:42Z  

· eventSource: cloudtrail.amazonaws.com  

· eventName: StopLogging  

· awsRegion: ap -northeast -2 

· sourceIPAddress: 85.203.21. 67  

· userAgent: aws -cli/2.31.5 md/awscrt#0.27.6 ua/2.1 os/windows#11 

md/arch#amd64 lang/python#3.13.7 md/pyimpl#CPython m/b,n,Z,E 

cfg/retry -mode#standard md/installer#exe md/prompt#off 

md/command#cloudtrail.stop -logging  

· requestParameters  

- name: PLAINBIT -TRAIL 

 

bitParser          . 
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